AlNK «bacTtnoH-2» PostgreSQL
UcTopusa nameHeHunmn

2.1.13.23493 (2.1.13.4) = 17.10.2023

APM «bropo nponyckos»

[*] B HeKoTOpbIX CyYasx BO3HMKaNa owMbKa Npu NOMCKe NepcoHbl B BOPO NpPonycKos nytem
NPUKNAAbIBAHUA €ro KapTbl K HACTO/IbHOMY CYMTbIBATENO (MOMCK NPOU3BOANCA MO YyCeYEHHOMY
Kogy KapTbl). McnpasneHo.

[*] 3HaunTenbHO ycKopeHo 0bHoBEeHME HONbLINX CMCKOB NPONYCKOB HA rnaBHoM dopme.
YnpasneHune cxemamm b/l

[*] 3HaunTeNnbHO yCKOpEeHO yaaneHune 60MbLIOro KoanyecTBa 3anucer M3 »KypHana YPB npwu
OYMCTKE NPOTOKOJ1a cobbiTnA YPB.

BactnoH-2 — YPB

[*] Otuetbl «O HaxoguBWIMXCA Ha Tepputopum» M «O HAXoAMBLUMUXCA Ha TeppuTopuM 3a
NPOMEXKYTOK BPEeMEHU» He BbINOJHAANCL MO BCEM NOAPA3AEeNeHUAM B HEKOTOPbIX CAyyasx.
UcnpasneHo.

bacTroH-2 — Hpopm

[¥*] ObHoBNeHbI BUbAMOTEKN Ana pabotbl ¢ 60Tamu Tenerpam, yTtobbl Noggep>kaTb HOBbIE
Bepcuu Tenerpam.

bacTtnoH-2 — Active Directory

[+] Lob6aBneHa BO3MOXKHOCTb OTK/IIOYEHWUA NOTMPOBAHNSA AEACTBUIM areHTa 610KMPOBKK paboueit
CTaHUMW.

bactnoH-2 — Ayaut
[*] He Bcerga npoTOKO/IMPOBANOCh MMA OMepaTopa, M3MEHUBLIErO A0/KHOCTb. McnpaBaeHo.
BactnoH-2 — Elsys Mobile

[*] Bepcua apaiiBepa obHoBneHa go 1.3.2. Moaaep:MBatoTcs HOBble PYHKUMN MOBUABHOIO
KnAneHTa Bepcun 1.4.

[+] AobaBneHa BO3MOXKHOCTb paboTbl ¢ KapTamu Mifare B 3alUMLLEHHOM peXMME.

[+] [obaBneHa BO3MOMKHOCTb YNpaBAE€HUS NPUBA3AHHbIMM TOYKAMM NPOXOAA CTALMOHAPHOM
CKyA.

[+] Mpu oToGpakeHMN cobbITUI MCNONL3YIOTCA LBETA M3 LLBETOBOMN cxembl bacTnoHa.
[+] AobaBneHa BO3MOXKHOCTb MPOCMOTPA OTYETA O HAXOAALLMXCA HA TEPPUTOPUN.
[+] OobaBneHa MHAMKALMA CKOPOCTU 3arpy3KM AaHHbIX.

[*] NpoBeneHa onTMMMU3aLma PaboTbl CUCTEMbI B PA3/IMYHbIX PEXMMAX.

BactnoH-2 — Elsys

[*] Bepcusa apaieepa obHoBNeHa ao 1.2.17.



bacTnoH-2 — Elsys v2

[*] Bepcusa apaiiBepa obHoBneHa ao 2.0.5.

[+] B cnucok obopyaosaHusa aobasneHbl KoHTpoanepbl JIKA-KC-2000.
bactnoH-2 — KeyGuard

[*] Bepcua aparisepa obHoBneHa go 1.0.8.

[*] UcnpaBneHbl HEKOTOpble OWMOKM NPU MHULMANN3ALNM, CBA3AHHbIE C HEXBATKOM NamATK Nog,
CMUCKU KNOYEN.

[*] HacTpoWika noakA4eHMA Ha CTPAHULLE HACTPOMKM KNHOYHULbI MepeHeceHa HaBepx.
bactnoH-2 — OPC UA

[*] Bepcusa apaiiBepa obHoBNeHa a0 1.1.2.

[+] AobaBneHa BO3MOXKHOCTb punbTpaLmmn cobbITUin, nepegasaembix yepes OPC UA.
bacTnoH-2 — 3apa v2

[*] Bepcusa apaliBepa obHoBneHa o 1.3.4.

[*] Bxogbl KNC. MepeaenaHbl cobbitna n coctoaHuns ana sxogos K/C, ucnpasneHa owmnbka B
06paboTKe MOHUTOPMHIA COCTOAHWUI BXOA0B.

[+] AobaBneHa o6paboTKa cocTosHUA Tamnepa.

bacTnoH-2 — NyHKTMp-A

[*] Bepcusa papaisepa obHosneHa go 1.0.3.

[+] AobaBneHa nogaeprkka paboTtbl ¢ mogynamm «MyHKTUP-PM-Y» n «MyHKTUP-PM-MP».

[+] JobasneHo BKAloUYeHMe pene moaynen «PM-Y» no ¢popmynam € BO3SMOMHOCTbIO YKa3aHuUA
HomepoB GopMyAN B KOHOUTypaTOpe UK B CLEHAPUAX.

bactnoH-2 — MNyHkTUp-C

[*] Bepcus apaliBepa obHoBneHa go 1.1.5.

bactnoH-2 — C2000

[*] Bepcusa apaisepa obHoBneHa a0 1.1.11.

[+] Job6aBneHbl cObbITMA OTKPLITUA/3aKPLITUA KOpMyca OT waeidos.
bactnoH-2 - Cupuyc

[+] OpaiiBep Aob6aBneH B KOMMNAEKT NOCTABKM.

BactnoH-2 — SecurOS

[*] Bepcusa apaiiBepa obHoBNeHa a0 1.2.3.

[*] AobaBneHa nogaeprkka HoBbix Bepcuii MO SecurOS.

[*] AononHeHa goKymeHTauums.

2.1.13.23477 -03.02.2023

BHumaHue! Bepcusa Tpebyer o6HoBAeHua B, oo 2.1.13.3.



APM «bropo nponyckos»
[*] Npu umnopTe 13 CSV-daiinos nopaaok nonem 6bin KecTko puKcMpoBaH. McnpasneHo.

[*] Npu umnopTe NPONycKoOB € OAMHAKOBbIMM TabenbHbIMWM HOMEPaMK B PasHbIX OPraHU3aLmAX
BO3HMKA/N OWKNBKN. MicnpaBneHo.

APM OnepaTtopa

[*] B HeKOTOpbIX CAy4asax MOrAM OBHYNATbCA CYETYMKM NepcoHana y obnactelt KOHTpoAs.
NcnpasneHo.

bacTnoH-2 — Peryna

[*] He pabotano noBTOpHOE CKaHMPOBAHWE OAHOrO W TOrO Ke AOKYMEHTa nocne nepenayu
AaHHbIX B APM «Bbtopo nponyckos».

[*] Npn aanTenbHon paboTe CO CKaHUPOBAHUEM AOKYMEHTOB TepAnocb coeauHeHue ¢ Regula
SDK. UcnpasneHo.

bactnoH-2 — OPC UA Cepsep 1.1.1

[+] AobasneH ppaiiBep ana wHTerpauum AMNK «bacTMOH-2» € BHEWHWMMW cUCTEMAMKU C
ncnonbzoBaHnem nHtepdencos OPC UA. BO3MOXKHOCTM aHaNOrMYHbI Moaynto «bactnoH-2 — OPC
cepsep».

bactnoH-2 —Face 1.1.2

[+] Bo3morKHOCTb paboTbl He TONbKO € ApanBepom «bacTtuoH-2 — Elsys», Ho ¢ ntobbimu CRY/,
nHTerpuposaHHbiMuM B AMK «bacTnoH-2».

[+] Ncnonb3ytoTcsa HoBble ONoBeLLEHUA O CMeHe poTorpadum.

[+] BO3MOKHOCTb HACTPOMKM HEOBXOAMMOCTU CUHXPOHM3ALMK MPOMYCKOB, Y KOTOPbIX He
BBeAeHa ¢poTorpadus.

[+] BupTyanbHble TOYKM AOCTyMa Tenepb MPeAcTaBAeHbl U CYMTbIBATE/NIEM, M ABEPbIO, YTO
No3BO/ISET UCMNO/b30BaTb UX B YPOBHAX AOCTyNa U B 06/1aCTAX KOHTPOASA.

[*] BBeaeHbl yAy4yllEHUSs, YCKOPAOLWINE CUHXPOHM3ALMIO TMPOMYCKOB C CUCTEMAMMU
pacno3HaBaHuWA uL,.

BactnoH-2 — BioSmart 1.0.2

[+] OobaBneHa nogaepKka KoHTpoanepos UniPass Pro 1 cuntbiBatenei Palmlet.

[+] B cumTbiBaTeNnsx Quasar nosiBMAach 3anucb MuHu-potorpaduii (thumbinal) nonb3osateneii 8
Btopo nponycKos.

[+] OobaBneHa BO3MOXKHOCTb 3anNMCcM HOMEPOB KapT AJIMHOM A0 6 6alT.
[+] Aob6aBneH pexum «He MeHATb» B Bbibope MHTepdeica cunTbiBaTens KapT Quasar.

BactnoH-2 — UFace/R20-Face 1.0.0

[+] OobasneH ppanBep WHTErpaumm buomeTpuyecknx cuutbiBaTenen nuua Uni-Ubi Uface
pasnnyHbix moauduKkaumii  (npomssoactea Universal Ubiquitous Co., Ltd.), a Takke
cuntbiBaTener Rusguard R20-Face.



bactmon-2 —ESMI11.0.4

[*] Mpn NogKNOYEHUM HECKOJIbKMX MOXKAPHbIX CTAHUUMA B HEKOTOPbIX Cay4yasx O0BHOBAANOCH
COCTOAHME TONbKO Y MMKTOrpamm waerdos nepsor cTaHumMn. MicnpasneHo.

[*] Npu BbINONIHEHUM KOMaHA B HEKOTOPbIX C/Iy4asaXx ynpasasnCh Bce Waendbl C 0ANHAKOBbLIM
aApecom pasHbIX NOXapHbIX CTaHUMAX. McnpasneHo.

bacTnoH-2 — 3ap4

[*] OobaBneHa BO3MOXKHOCTb Npu ycTaHoBKe AlMNK «BacTMOH-2» BblOMpPaTb Bepcuio Moayns
«bacTnoH-2 — 3apa» unm «bacTMoH-2 — 3apsa v2».

2.1.13.23458 — 18.11.2022

BHumaHue! Bepcua tpebyet o6HoBNeHua B[], ao 2.1.13.2.
APM OnepaTtopa

[*] BosHuMKana owmnbKa nNpuM MNOCTPOEHUM OMEPATUBHOINO OTYETa, €CAM CToNbubl Hbian
pPacnonoKeHbl He N0 yMoA4YaHUto. McnpasneHo.

[*] U3 dopmbl «louck nepcoHana» ucyesnn GUALTPbI MO COAEPKUMOMY CTONOLOB B
npegblaywem penmse 2.1.13.1. UcnpasneHo.

APM «Bbtopo nponycKkos»

[*] Henb3sa 6bino Bbl4aTb KApPTy Ha OCHOBaHWW aBTO, €C/IM OHa YyXKe BblAaBasnaCb, HO 6bina
BO3BpaLUEHA. V]CI'IpaBJ'IeHO.

[*] He pabotan HactonbHbIN cuntbiBaTenb Elsys-IC-WG/RS B npegblaywmx cbopkax 2.1.13.x.
NcnpasneHo.

[*] U3 dopmbl «TpaHCNOPTHbIE MPONycKa» mncyesnm GUAbTPbI NO COAEPKUMOMY CTONOLIOB B
npeablaywem penmse 2.1.13.1. cnpasneHo.

APM «YPB l1po»

[*] B Tabene gna pykosoauTenen noapasfesieHNn He BbIBOAMINCL HEKOTOPbIE PabOTHUKK B
oTyeTe No opraHusaumu. McnpasneHo.

BactnoH-2 — BioSmart 1.0.1

[+] HdobasneH ppanBep «bacTMoH-2 — BioSmart» ana noafepXkn 6GuomeTpuyeckux
cumTbiBaTeNen BioSmart Quasar ¢ ayTeHTUdGUKaumein/sepudmrkaymen no anuy.

BacTnoH-2 — Elsys Mobile 1.3.1

[+] O6HoBNEeH ApaitBep «BacTnoH-2 — Elsys Mobile» o Bepcumn 1.3.1. UcnpasneH noacyeT nogei
ON1A 9BaKyauun.

2.1.13.23446 — 28.09.2022

BHumaHue! Bepcus tpebyer o6HoBneHuA B, ao 2.1.13.1.
APM OnepaTtopa

[*] 3anyck HeaKTUBHbIX CLLeHapueB bbia AOCTyNeH Yepes ropayme Knasuwm 8 APM OnepaTopa.
UcnpasneHo.



[+] Ha ¢dopme pnobasnenuns cobbitna YPB gobasneHa nHdopmaLua o mecte paboTbl NepcoHbl
(opranusauusa/nogpasgeneHue).

[*] Ha popme nobasneHuna cobbiTna YPB nouck 3asucen ot peructpa. MicnpasneHo.

[*] Ha dopme nobasneHus cobbitnsa YPB He yunTbiBanoCb pasrpaHUYeHme A0CTyna onepaTopos
K opraHusauuam / nogpasgeneHunsam. McnpasneHo.

[*] HacTpoitka nopsgKka u WMpUHbI cTonbuoB B popme «IMOUCK NepcoHana» He COXpaHAnach.
UcnpasneHo.

[*] B Hekotopbix cnyyasx APM Onepatopa Mor 3aBucaTb nNpu  OTOBpaxKeHuu
doTonaeHTUdMKaLNKM OAHOBPEMEHHO C BbIBOAOM OKOH ¥XMBOTO BUAEO. McnpasneHo.

APM «Bbtopo nponyckos»

[+] OobaBneHa nogaeprKKa BblAaun KapT B pexume wmndposaHusa SL3 gnsa cuntoiBaTtenei Elsys-
SW-Multi.

[*] B OKHe «TpaHCMOpPTHble MPOMYCKa» He COXPAaHANANCb HACTPOMKWU OTOOpParKeHUA Tabauubl.
UcnpasneHo.

CnuctemHsble
[+] NoaaepxKka moaynsa «bacTnoH-2 — Web-3aaBka» Bepcumn 4.5.2.

[*] Moaynun uHTerpaumm 6BuomeTpum He NOAyYanu KOPPEKTHbIX YyBEAOMIEHNN 06 U3MEHEHUM
doTtorpadum nepcoH. UcnpasneHo.

bacTtmMoH-2 — Elsys 1.2.16
[+] Aob6aBneH KoHBepTep Ha Bepcuto 2.0.4.

[*] He uHMumanusmpoBanacb BpemeHHasa 30Ha, WMCNOJib3yemasa BO B3aMMOAEWCTBMMU, MO
CobbITUAM Hayana U OKOHYAHMUA BPEMEHHOW 30Hbl.

[*] HenpaBunbHO obpabaTtbiBancs Homep KapTbl A4na aencrteuns "Mepenatb Koa KapTbl".

[*] Ana KoHTponnepos Ha COM-nopTax HEBEPHO MHTEPNPETUPOBANOCL HY/IEeBOE KOMYECTBO
NOMNbITOK NOBTOPA KOMaHAbl, B Pe3y/bTaTe Yero YacTb KOMaHA MHULMANM3ALMM He AOX0AMNA A0
KOHTpo/NEepa.

[*] Ana Elsys-MB-AC u Elsys-AC2, npu BblbpaHHOM WHTepdelice Wiegand, 6nokupoBanacb
BO3MOHOCTb HAaCTPOUTb NOCTAHOBKY TO/IbKO MO KapTe.

[*] He paboTana noctaHoBKa No KapTe B KoHTpoanepe Elsys-MB-AC.
[*] AobaBneHbl Bepcum Elsys-MB 2.75 u 2.76, Elsys-MB-Net 2.14, Elsys-MB-AC 2.03.
[*] He nHuumnanmnsmposanucb B3anmoaencrama ot Bxoaos Elsys-MB-AC.

[*] He oTnpaBnanucb mexKoHTponnepHblie cobbitnsa ot Elsys-MB-AC (HeobxoamMmo 06HOBUTb
npowwuskKy Ao 2.03).

BactnoH-2 — Elsys Mobile 1.3
[*] OpariBep ob6HOBNAEH ANA NOAAEPHKKN HOBOM BepCcuM MOBUAbHOTO npuaoskenma 1.3.
BacTnoH-2 — KeyGuard 1.0.7

[+] AobaBneHa BO3MOXKHOCTb CUHXPOHU3ALMMN BPEMEHU KAHOUYHML,



bactnoH-2 — SNMP moHuTop 1.0.2
[+] OobaBneH gpaliBep ANA MOHUTOPUHIra ceTeBoro obopyaosaHua no npotokony SNMP.
bactnoH-2 —3apa 1.3.3

[*] [OexypHbii pexum. He oTobparkanucb CO6bITUA M He BbINOAHANUCH CLEHApUMKM Npu
BbIK/IlOYEeHHOM NapameTpe «OTobparkaTb ycTapeswne cobbiTua». McnpasneHo.

2.1.13.23432 - 29.07.2022

APM «bropo nponyckos»

[*] Npu Bblgaye nponycka Ha 6a3e apxMBHOTO (Ha TO e aBTo), MPU reHepaLn HoOMepa KapTbl Ha
OCHOBaHWK HOMepPa aBTO BbineTaeT «KapTa BblAaHa APYromy nLy, YTEPAHA, CIUCAHA ....», XOTA
3Ta KapTa umeeT cTaTyc «BosspauieHa». MicnpasneHo.

2.1.13.23431 - 28.07.2022

APM «btopo nponyckos»

[+] Aob6aBneHa BO3MOXKHOCTb 3KCNOPTa M MMMNOPTa Nponyckos B ¢opmate CSV.

[+] OobaBneH oT4yéT 0 npuHagnexxkHoctn TC. lNo3BonseT yBUAETb, Y KOro eCTb aKTUBHbIEe
TpaHCNOPTHbIE NPONYCKa Ha BblbpaHHoe TC Ha 3agaHHyto AaTy.

[*] Bo BpemeHHbIx 30Hax He BbIBOAMACA naeHTUGUKaTop BpeMeHHoro 610Ka. McnpasneHo.
[+] AobaBneHa nogaep*KKa HACTONbHbIX cuuTbiBaTenel Elsys-SW-USB-Multi.

[+] AobaBneHo none c HoMepom OCHOBHOIoO TC B CNMMCOK TPAHCMOPTHbIX MPOMNYCKOB.

[+] B oTuéTbl gobaBNeHa HyMepaUma CTpaHuL,

[+] Npu Bblaaye nponycka c reHepauuein Homepa KapTbl A06aBAeHA BO3MOXHOCTb Bblbopa
ANvHbI Koaa (3, 4, 5, 6 6anT).

[+] [Oob6aBneHa BO3MOXKHOCTb PEenAKTUPOBAHMA aAKTUBHOrO (BblA4AHHOrO) TPAHCMOPTHOrO
nponycka, Npu Hannumm B npodune onepatopa ¢nara «PaspewmnTb peAakTMPOBaATb aKTUBHbIE
TPaHCNOPTHbIE NPOMNYCKa».

[+] OnvHa nona « KommeHTapuii» ana nepcoH ysenunyeHa ao 2000 cMmBo/I0B.

[+] JobaBneHa BO3MOXKHOCTb LLBETOBOM MOACBETKM NPOMNYCKOB B OCHOBHOM OKHe APM «btopo
NPOMNYCKOB» B 3aBUCMMOCTU OT 3HAYEHWUI B AONONHUTENbHbIX NONsAX (HacTpauBaeTcs B ¢aine
BPersCustom.ini).

[+] JobaBneHa BO3MOXKHOCTb NEPEMMEHOBAHMA COCTAaBAEHHbIX YPOBHEMN A0CTyna.

[+] LobaBneHa BO3MOXKHOCTb NPOA/IEHUS CPOKA AENCTBUS TPAHCMOPTHbIX NPOMYCKOB 13 GOpMblI
«TpaHCNOPTHbIE NPOMYCKa».

[*] B 6topo nponycKkoB He cuMTbIBaAUCh KapTbl HID npu ncnonb3oBaHuu cuntbiBatens Elsys-PW-
USB-NFC. UcnpasneHo.

[*] Npn umnopTe nponyckoB He OblIO NMPOBEPKU HA KOPPEKTHOCTb MOJIHOTO KOAa KapTbl.
UcnpasneHo.



[*] Mpn npocmoTpe cnMcKa TPaHCMOPTHbIX MPOMYCKOB, @ TaKKe OTYETOB MO TPAHCMOPTHLIM U
MaTepuanbHbIM MpPONyckam, He paboTano pasrpaHMyeHMe AocTyna no noApasfeNeHUAM.
NcnpasneHo.

APM OnepaTtopa

[+] HdobaBneHa BO3MOHOCTb OMUWOHANbHO YbMpPaTb MEpPCOHanbHble AaHHble M3 OKHa
«[MocetTutenun Ha TepputTopum». ina atoro aobasneH dnaar gna poaun onepatopa — «Paspewatb
BbIBOZ, NEPCOHa/bHbIX AAaHHbIX B OKHe «[loceTuTenn Ha TeppuUTopumny.

APM «[l'eHepaTop oT4éTOB [1pO»

[*] YnpowéH goctyn K GyHKLMM NPOCMOTPa BUAEOPParMeHTOB, CBA3AHHbIX C cObbITMeM. Tenepb
NPOCMOTP eANHCTBEHHOIO CBA3AHHOrO GpparmeHTa AOCTYNEH N0 OAHOMY LENYKY MbILUK.

CucrtemHsble

[+] Aob6aBneHa BO3MOMKHOCTb YAaNE€HUA OTAENbHO N3006pakeHUn, MPUBA3AHHbIX K CObbITUAM, U3
dopmbl «YaaneHue ycrapeBLUnX AaHHbIXY.

bacTtnoH-2 — Active Directory

[+] Aob6aBneHa BO3MOXKHOCTb YCTAHOBKK areHTa 610KkMpoBKM MK ¢ napameTtpamu.

[+] OAns areHTa 6n0KkMpoBkM MK gobasneH napameTp «MNepunos onpocar», YToObl CHU3UTb HArpy3Ky
Ha KOHTpOA/ep AOMeHa.

[+] AreHT npou3BOAUT NPOBEPKY YCN0BUIM GNOKMPOBKW, NepeBOAs aHANU3NPYEMbli TEKCT B
e4MHYI0 KOAUPOBKY.

[*] AreHT 610KMPOBKM HEe oYMLLaN NPOBEPAEMbI aTpMBYT Npu 3anycke npouecca. MicnpasnieHo.

[+] AreHT 610KMPOBKM Tenepb 3anycKaeTca B eAMHCTBEHHOM 3K3eMnfpe B TeKylen ceccuu
nonb3oBaTens, YTobbl NPefoTBPaTUTb BOKUPOBKN YyXKMUX CECCUMA.

[*] NMpuHagnexHoCTb YYETHOWM 3anMUCKM K OpraHU3auuM U noapasaesieHUo onpefenserTca Ha
OCHOBe 3Ha4YeHUI B 3a4aHHbIX aTpmbyTax, a He no aepesy OU.

APM «YPB [1po»

[+] B otuér «[Ans pykosoauTenei noapasgeneHunii» aobasneHbl 4 nona: Ol (onosgaHus 3a
CyTKK), PY (paHHKI1 yxon 3a cyTku), OMN utor (cymma onosagaHuit 3a nepuoa) n PY utor (cymma
paHHUX YXO40B 3a nepuoa,).

[*] Mo-pasHOMy OKpyrAAnAMCb 3HAYEHWUA A1 BPEMEHM BXO4A M BbIXOoAa B OTYETax «[nA
pykoBoautenen noapasgeneHmn» m «O paboyem BpemMeHM C HAKOMAEHMEM 33 Nepuosay.
UcnpasneHo.

BacTnoH-2 — Elsys v2 2.0.4

[*] Yaansiotca N'YO nocne cMHxpoHm3auum KoHdurypauum Elsys v2. UcnpasneHo.
[*] OTcyTcTBYIOT KHOMKM ApaiiBepa B neHTe bacTMoHa. McnpasneHo.

[*] UcnpaBneHa ownbKa npu paboTte rapaHTUPOBAHHOMN AOCTABKM.

[*] ApaiBep Elsys v2 HEKOpPPEKTHO GOPMUPOBAN KOMaHAbl MpUM  OAHOBPEMEHHOM
BOCCTAHOB/IEHUW CBA3W C HECKO/IbKMMU KOHTpoAiepamu. McnpasneHo.

bactmnoH-2 — SecurOS FaceX 1.0.4

[+] NoaaepxKa cepsepos SecurOS Bepcmm 11.1.



bactnoH-2 —C2000 1.1.10

[*] PacwmpeH mexaHU3M IMLEH3UPOBAHMA.

[*] UcnpaBneH ckpunT obHOBNEHMA ApaliBepa B B/.

bactroH-2 — KeyGuard 1.0.6

[*] UcnpaBneHo o6bHOBNEHWE COCTOAHMA KAKOYEN NPU CTapTe gpaiiBepa.

[+] YckopeH 0bMeH faHHbIMM C KAHOYHULLAMUW, 3HAYUTENIbHO YCKOPEHA MHULMANN3ALMA.
[*] UcnpaBneHa ogHoBpemeHHas paboTa ¢ HECKONIbKMMM KAHOYHULAMMU.

[*] NepepenaHa BbIrpy3Ka AaHHbIX M NosyyYeHMe Ux U3 danna KoHdUrypaumm: Tenepb Kaum
BbIFPYXKAOTCA C UAEHTUDUKATOPAMMU KNHOUHUL,

bacTnoH-2 — Suprema 1.6.3
[*] UcnpaBneHbl MenKkre oWnobKM.
bactnoH-2 —3apa 1.3.2

[*] UcnpasneH «3anpeT BKAOYEHMSA TPEBOXKHOIO PeXKMMa CBETU/IbHMKA B AHEBHOE BpemMa» AN1A
yrpaB/iieHUs BCEMU CBETUIbHUKAMMU.

[*] UcnpaBneHo obHOBAEHWE KOHDUTYPALMKM Ha HOBYIO BEPCUIO.

2.1.12.23405-07.02.2022

APM «btopo nponycKkos»

[*] B rnobanbHOM noucke no TPaHCNOPTHbLIM NPOMycKam He paboTan NoMCK No KUPUIJIMYECKUM
cumBonam. McnpasneHo.

[*] B noncke no Homepy TC Ha popme «ABTOTPaHCNOPTY» He paboTan NOUCK NO KUPUIJIMYECKUM
cumBosiam. McnpasneHo.

bactnoH-2 — MNMyHkTMp-C 1.1.3

[+] OobaBneHa BO3MOXKHOCTb OTK/AOYEHNA COObITUI NpeaTPEBOTr.

[*] Npu yacTMUHOM 06pbIBE IMHUM HE NepeaaBanCb KOOPAMHATbI TOUYKK. McnpasneHo.
[*] Ana MB-C He mnopTUpOBaAnCb BXoAbl C agpecamum 6onbe 500. McnpasneHo.

[*] Tononorua "Konbuo". Mpu notepe cBasun ¢ oaHum JIK-C n nepexsate ynpaBneHUsa gpyrum —
Bxoabl MB-C (LIP) octaBanucb B crtatyce "HemcnpaBHOCTb", cOBbITUA OT HUX He 6bino.
UcnpasneHo.

2.1.12.23402 — 12.01.2022

BactnoH-2 — Elsys Mobile 1.2

[+] UcnpaBneHa npoBepKa aaHHbIX QR-kogoB COVID-cepTuduKaToB.

[+] Job6aBneHa BO3MOXHOCTb A5 OTAENbHbIX MOBUIBHBIX TOYEK A0CTYyMNa OTKAOYNUTD
oTobpaxeHne PO n potorpaduit.



2.1.12.23400 - 24.12.2021

CucrtemHsble

[*] Npu o6HoBneHun, ecnm B bl ObIAM TpPaHCNOPTHbIE CPeAcTBa C OAWMHAKOBbIMMU
PerncTpaLMoHHbIMM HOMEPaMK, BBEAEHHbIMMU Ha PYCCKOM M aHTIMMCKOM A3blKax, BO3HWKANA
owunbKa. NcnpasneHo.

2.1.12.23399 - 23.12.2021

CucrtemHsble

[+] OobaBneHa BO3MOXKHOCTb XpaHEHUA U OTCAEKMBAHUA AaHHbIX 0 COVID-ceptudmkartax.

[+] Aob6aBneHa BO3MOMKHOCTb aBTOMATUYECKOM BIOKMPOBKM NPOMYCKOB C NPOCPOYEHHbBIM UK
oTcyTcTBytowmm COVID-cepTudmkaTom.

[+] JobaBneHa BO3MOKHOCTb MPOrpaMMHON MPOBEPKM MpasB AocTyna nosb3osartesnenn CKY/[
yepes cuctemHoe pgdeiicteme «[1poBepUTb MOJIHOMOYMAY, KOTOPOE MOXKHO MCMO/b30BaTb B
cueHapusx. Ecan npasa ectb — dopmupyeTca cooblieHne oT TouKkn npoxoaa - "LUTaTHbIA BXxoA
%mn" / "LUTaTtHbIA Bbixog %mn" (B 3aBMCMMOCTU OT MCXOAHOrO CO6bITUA - BXOAHOrO WMAU
BbIXOAHOr0), ecn HeT — coobuleHne "HapylweHune ypoBHa aoctyna npu exoae" / "HapyweHue
YPOBHA AOCTyna Npu BXxode" oT TOYKKU Npoxoaa.

[+] OobaBneHa BO3MOMKHOCTb YKa3blBaTb AMAMNa3OH BpPeMeHW AnA CObbITUN-TPUITEPOB B
HaCcTPOMKe cueHapuesB U peakuunit. To ecTb, Tenepb 3a4aTb AMana3oH BPEMEHU, B KOTOPbIM
CUuEeHapuit byaeT BbINONHATbLCA.

[+] Aob6aBneHa BO3MOXKHOCTb HAaCTPOMKM YYETA HEMOATBEPIKAEHHbIX COOLITUM NPU OTOBPaXKeHUN
COCTOAHMI YCTPOMCTB Ha rpaduyecKmx NnaHax oTAEe/IbHO ANA KaXKA0ro aK3eMnaspa gpansepa.

[+] YBennueHa gnvHa noneit «Opranmsauma» u «logpasaenedune» go 255 cumsonos.

[+] PeannsoBaHbl onoselLeHMA apaliBepoB bBMOMETPUYECKON NAEHTUMKALMM NO IULLY O CMEHE
doTtorpaduu.

[*] Cpok gelictBMa QR-Koa0B NpoOnNycKoB Tenepb BCcerga coBnagaeT co CPOKOM AeNCTBUA Camoro
nponycka.

APM OnepaTtopa

[+] B okHe poTonaeHTUPMKaummn aobasneHa BO3MOKHOCTb BbIBOAA rOC. HOMepPa TPaHCMOPTHOro
Cpe/ACcTBa B CNUCKE TPAHCMOPTHbIX NPOMYCKOB.

APM «btopo nponyckos»
[+] AobaBneHa BO3MOXKHOCTb py4HOro BBoAa AiaHHbIX 0 COVID-cepTudmkaTax.

[+] OobaBneHbl OTYETHI O CTATUCTMKE NPUBUTBIX U O MEPCOHAX, Y KOTOPbIX 3aKaHYMBAETCA CPOK
aenictena COVID-cepTudmKkara.

[+] Nob6aBneHa BO3MOXKHOCTb MUCnosb3oBaHNA QR-KOA0B B HacTpamMBaembix WabaoHax neyatu
NpPOnycKoB.

[+] AobaBneHa BO3MOXKHOCTb MOUCKA NPONYCKOB € 3agaHHbIM npodunem CKY/,.

[+] NobaBneH oT4ET «CTaTUCTUKA MO AO/IKHOCTAMY.



[+] Ucnonb3yeTca eauubiii INI-dpain ¢ npasunamu GopmupoBaHMA HOMepa KapTbl (NopAaok
yTeHuA 6alT) AnA Bcex NoAnepPKMUBaEMbIX HACTO/IbHbIX CYUTbIBATENEN.

APM «YPB Mpo»

[*] UcnpaBneH y4éT 0beaeHHOro nepepbiBa NPU MCNOIb30BaHMM YNPOLLEHHOrO MeToAa pacyéTa
6e3 noaaepKku rpapMKoB CMEHHOCTU.

[+] AobaBneHa BO3MOXKHOCTb HAaCTPOMKM AONONHUTENIbHbIX MAPAaMETPOB A1A OTNPaBKM OTYETOB
Nno 3/1eKTPOHHOM nouTe (nopT SMTP-cepBepa, ucnonb3oBaHue SSL).

[+] Aob6aBneHa BO3MOXKHOCTb BbIBOAA AOMNONHUTENbHbIX NOoNen MepcoHbl B OTYETAX.

[+] Npn dopmupoBaHMM OTYETOB «O HAXOAUBLLMXCA HA TEPPUTOPUNY MO PACNNCAHUIO, B 3a4aHNN
Tenepb MOXHO YKa3blBaTb N/1aBatoLLytO AaTy («BYepa», «no3aByepa»).

APM «[l'eHepaToOp OTYETOB»

[+] AobaBneHa BO3MOKHOCTb HAaCTPOMKM AONOJIHUTEIbHbIX MAapPaMeTPOB A/ OTMNPaBKM OTYETOB
Nno 3N1eKTPOHHOM noute (nopT SMTP-cepBepa, ncnonb3oBaHme SSL).

[+] AobaBneHa BO3MOXKHOCTb BbiBOAa HOMepa TC oTAeNbHbIM MoJIEM B OTYETAX MO COObITUAM.
bacTtnoH-2 — Active Directory

[+] ONobaBneHa BO3MOXKHOCTb aBTOMaTuyeckol 610KuposkM MK no Tpurrepy B atpubyre
nonb3osBaTena AD (6710KMpOBKa KOMMbIOTEPA NPU BbIXOAE C TEPPUTOPUM).

[+] NobaBneHa BO3MOXKHOCTb 3anucn MHopmaLmm o nocnegHem cobbiTM MO KapTe [0CTyna
CKY[ B 3agaHHbIM aTpMbyT nonb3oBaTensa 8 AD.

[+] NobaBneHa BO3MOXKHOCTb MepegayM KoAaa nocieaHen BblaaHHOM KapTbl goctyna CKY/ B
3a4aHHbIN aTpubyT nonb3osaTena 8 AD.

[+] Job6aBneHa BO3MOXKHOCTb Nepesaymn ¢oTo nosb3osaTens 8 AD npu CUHXPOHU3aALMUM.
[+] OobaBneHa nogaepka buHapHoro popmarta poTorpadumin, ucnonbayemoro B AD.

[+] AobaBneHa BO3MOXKHOCTb HACTPOMKW MOJIEN, Nognexalwmx cuHxpoHmnsaumm ¢ AD. Bce He
CUHXPOHM3MPYEMble NOAA NPU 3TOM AOCTYMNHbI ANA pegakTuposaHna B APM «Bbopo nponycKkos».

bacTnoH-2 — Hpopm

[+] Bo3morKHOCTb paboTbl He TONbKO € ApanBepom «bacTtuoH-2 — Elsys», Ho ¢ ntobbimu CRY/,
MHTerpuposaHHbiMuM B AMK «bacTtnoH-2».

[+] Yny4yweHa paboTa c aeHTUdMKaTopamm aboHeHTOB Telegram.
bacTnmoH-2 — Ayaut

[-] YaaneHbl Bo3amorkHOCTM No paboTte ¢ MHGOPMUPOBAHHbIM cornacmem Ha obpabotky M1, Tak
Kak 3T GyHKUMKM nepeHeceHbl B APM «Bopo nponyckos».

bactnoH-2 — MKC 2.5.5
[+] YBennueHna gnvHa noneit «Opranmsaumsa» u «lMogpasageneHne» oo 255 cMmBoJIOB.
BactnoH-2 — Elsys v2 2.0.3

[+] AobaBneH apairisep CKY/ Elsys HoBOro nokoneHus.



bactnoH-2 — Elsys 1.2.15

[*] He nHULMaNN3MPOBANUCL MEKKOHTPONEPHbIE B3aumogenctama ¢ moaynem Elsys-RM-16.
NcnpasneHo.

[*] Npu oTKpbITUK GOPMbI PelaKTUPOBaHUA paHee coxpaHEHHOro B B[l B3aumoaencTeuma, He
oTobparkanncb  3HAYEeHMA  OOMNONHMUTENBHOrO napameTpa cobbiTMA  «MCTOYHUKY» 1
[ONOIHUTENIBHOTO NapameTpa aencteua «Komy». UcnpasneHo.

[*] CBasb c Elsys-IP morna otcytcTBoBaTh nocne gobasneHuns unm srkntodeHuns Elsys-IP B onpoc.
NcnpasneHo.

[*] CBasb ¢ KCK n Bcemu Elsys-IP B rpynne, onpawmnBaemon yepes KCK, morna B HEKOTOPbIX
CUTyaumax nponagatb. MicnpasneHo.

[*] AopaboTaH akcnopT XML-KoHUrypaumm ana koHesepTtaumnm B Elsys-2.
[+] AobaBneHa nogaeprkka sepcum 2.05 ana Elsys-IP.
[*] B HeKOTOpbIX CUTyaLMAX HE AOCTaBAAANCD U3MEHEHUA B NPOPUNAX NepcoHana. McnpasneHo.

[+] NobasneHo aeicTeue «lepeaatbh KoA KapTbl» Ans cuuTbiBaTenei (gna paboTbl apaiBepos
«BacTnoH-2 — FaceX», «bactMoH-2 — BoguTtenb» 1 1.0).

[*] B nanke Logs co3maBanucb ¢dainbl noros apamsepa Elsys paxe ecanm ux 3anucb 6bina
OTKAtoYeHa. MicnpasneHo.

[*] B HeKoTopbIX ciyyasx ApaiBep AOATO Nepesanyckancs nociae COXPaHeHWs U3MEHEHWN B
KoHdurypaTope. NcnpasneHo.

[*] Npwn nepesanycke apaliBepa npuxoamam coobweHns o notepe ceasm ot Elsys-IP B pexxume
onpoca no TCP. UcnpasneHo.

[+] B pykoBoacTBO ApanBepa gobasneHa nHdopmaumsa o awmueéHHom Wiegand.
BactnoH-2 — Elsys Mobile 1.2

[+] Bo3morKHOCTb paboTbl He TONLKO € ApanBepom «bacTtMoH-2 — Elsys», Ho ¢ nobbimu CRY/,
MHTerpuposaHHbiMuM B AlK «bacTtnoH-2».

[+] Nob6aBneHa BO3MOKHOCTb OMOBELLEHMA O NPOXOe onpeaenéHHbIX 1L, B 3a4aHHble 061acTu
KOHTpOAS.

[+] OobaBneHa BO3MOXKHOCTb NpoBePKM AaHHbIX QR-kKogoB COVID-cepTudUKaTOB 1 BHECEHME
AaHHbIX 0 cepTudmMKaTax B AMK «bacTnoH-2».

[+] AobaBneHa BO3MOXKHOCTb aBTOPM3aL MM B MOBUIBHOM KAMEHTe NocaeaHero BXoAnsLero
onepaTtopa npu oTcyTcTBMKU €BA3M C cepepom AlK «bacTMoH-2».

bactnoH-2 — Boautens 1.0.4

[+] Bo3morKHOCTb paboTbl He TONbKO € ApanBepom «bacTtuoH-2 — Elsys», Ho ¢ nobbimu CRY/,
MHTEerpuposaHHbimu B AMK «bacTUOH-2».

[+] Homep mawmnHbl B cObbITUAX Tenepb GUKCUPYETCA B OTAENbHOM Mnose. Takum obpasom, B
OTYETAX MOXHO UCKaTb COBbITMA ApaiBepa «bacTnoH-2 — BoguTtens» no Homepy TC.

bactmoH-2 — ONVIF 1.0.1

[+] OobaBneH moaynb NoaaepKKU yCTPOICTB BUAEOHabatogeHma ctaHaapTa ONVIF.



bactnoH-2 — NHTennekt 1.3.1

[*] Opavieep npoBepeH ¢ cepBepom WHTennekt Bepcum 4.11.2.3276 u cuctemolt «ABTO-
NHTennekT» Bepcumn 5.7.0.3884.

[*] YHMBepcanbHbI KNNEHT BUAEOHabaoaeHa obHoBAeH Ao Bepcun 1.2.3.
[*] U3 Bepcum 1.2.Xx nepeHOCUNUCh He BCe HAaCTPOMKM Npu obHoBaeHuM Ao 1.3. McnpasneHo.

[*] He obHOBAsiACA NapameTp «Bpems aBTOMaTUYECKOro 3aKpblBaHUA OKHA», EC/IN €r0 U3MEHUAN
B Apyrom Bugeogparisepe. MicnpasneHo.

[*] He oTKpbIBanoCh *KMBOE BUAEO C NAaHa Noc/e 3anycka cepeepa NHTennekT. McnpasneHo.
[*] Npu oTcyTCcTBMM BUAEOCUMIHANG OTOBpaXKanca NoCNeaHUIN Kagp KUBOro Buaeo. MicnpasnieHo.

[*] HeBepHO 06HOBNANUCL CTaTyCbl YCTPOWCTB HA K/AMEHTax NOC/Ae Mepes3arpysku cepsepa
NUHTennekT. UcnpasneHo.

BactmnoH-2 — SecurOS FacexX 1.0.3

[+] Noaaep»Ka cepsepoB SecurOS Bepcun 10.9.
[+] AobaBneHa nogaepKka ansa paboTbl ¢ Apansepom «bacTtnoH-2-Elsys 2.0».

[+] AobaBneHO nonyyeHns CBEAEHUI O HAMYUN MACKM Ha JINLE Ye/IOBEKA BO BCEX PeEXKMMAXx
paboTbl ApanBepa.

[+] BupTyanbHble TOYKM NPOXoAa Tenepb NPeAcTaBieHbl B CUCTEME U ABEPbLIO, U CUMTbIBATENEM.
TakMm 06pa3om, X MOXKHO MCMO/Ib30BaTb W B YPOBHSAX A0CTYNa, U B 061aCTAX KOHTPOAA.

[+] AobaBneHa BO3MOMKHOCTb HAaCTPOMKM MHTEPBAJia BPEMEHU A5 MOATBEPXKAEHUA Npoxoada
pacno3HaHHOM NepPCoOHbI.

[+] NoanepKa cepsepoB SecurOS Bepcumn 10.7.

[*] MWcnpaBneHa paboTta AByxdaKTOPHOM ayTeHTUOUKALMKU, UCMOJb3YIOWNIA  PEXUM
mHorogakTopHon CRY-ayteHTUdMKauum cepsepa SecurQS FaceX (cHayana Muo, NoTom KapTa).

[*] NcnpaBneHnsa B TEPMUHONOTUN N AOKYMEHTALIUM.
bactnoH-2 — SNMP Arext 1.0.4
[+] B TRAP n INFORM coobuweHuna gobasneHa nHpopmaums o6 MMeHax u maeHTUdMKaTopax

YCTPOWMCTB.

2.1.11.23373 —23.09.2021

bactnoH-2 — Suprema 1.6.0

[+] DobaBneHa nogmepskka cymuTbiBaTene Suprema FaceStation F2 ¢ noapaepKoit n 6es
noAAep KKK OTNe4YaTKoB NajbLEes.

[+] AobaBneH HOBbIN TMN MAeHTUOUKaLMK — no doTorpadum M3 Blopo Nponyckos.

[+] BHeapeHa noaaepskKka HACTPOWKM KOHTPOJA HANMUYMA MACKM U HUMKHEW TpaHuLbl
Temneparypbl.

[+] OobaBneHa BO3MOXKHOCTb YKa3zaHua Tuna Wiegand-uHtepdodelica.

[*] SDK Bepcuu 2.8.0.6.



bactnoH 2 — Secur0S 1.2.2

[+] NobaBneHo oTaenbHoe coobuieHne 06 OTCYTCTBUU NIMLEH3UN HA CODbITUA aHANUTUYECKNX
OETEKTOPOB.

[*] B HeKoTopbIx cnyyasx nepectaBasn OTKPbIBAaTbCA KamMepbl C MUKTOTPaMM Ha rpadpuyeckmnx
nnaHax. icnpasneHo.

bactnoH-2 — KeyGuard 1.0.4

[*] NepepaboTaHbl NPOTOKO/bI 3aNWUCK NOb30BATENEN, YPOBHEN AOCTYNA K K/AOYaM, CMMCKOB
KAtOYel N TEKCTOB ANS UCKNHOYEHUA HEKOPPEKTHOrO MMMOPTA KNYEN M OWMBOK 3anucu.

bactnon-2 —C2000 1.1.7
[*] B ANK «bacTtnoH-2» He noctynano cobbiTne npu obpbise AMNJC. UcnpasneHo.
bactnoH-2 — Boautens 1.0.3

[+] JobaBneH pexxum naeHTUPUKaumm (04HODaKTOPHBIN PEXMM NPOoXoaa TOMbKO MO HOMepy
TC);

[+] Aob6aBneHa BO3MOXKHOCTb Bbibopa cTaTycoB TC Ana AonycKa;

[+] OobaBneHa nopaeprkka MnosydeHUA cobbiTMiA pacno3HaBaHMA HomepoB TC oT apaliBepa
«bacTtnoH-2 — ONVIF+»;

[+] LobaBneHo cobbiTHE O NOABNEHUN TPAHCNOPTA U3 YEPHOTO CNUCKa.

APM «bacTtnoH-2 — Otyér lMpo»

[*] B HeKkoTOpbIX CyYasnx nepectaBann GopMmnpoBaTbCa OTYETLI NO pacnucaHuam. McnpasneHo.

[*] Nocne koHBepTaumm B, n3 Oracle B nosb3oBaTeNIbCKME OTYETbI HEe A06aBNAANCL NeYaTHble
dopmbl. NUcnpasneHo.

[*] He paboTan ¢unbTp no opraHusaumam / nogpasgeneHnam npu GopmmMpoBaHUU OTYETOB.
NcnpasneHo.

[*] OtueTbl cTpounnch 6e3 yyeta U3IMEHEHUIN B KpUTEPUSAX OTOOpPa COObITUIM A0 NX COXPaHEHMUS.
NcnpasneHo.

CncrtemHsble

[*] He BoccTaHaBAMBanach 3anuncb NPOTOKO/1A, NOCAE YCTPAHEHMA NPUYMHDI, BbI3BABLUEN OLLIMOKY
3anucu. icnpasneHo.

2.1.11.23362 — 03.06.2021

bactnoH-2 — Cynpema 1.5.1

[*] CuntbiBaTENM He paboTanu ¢ 5-6aMTOBbIMM KapTamu, ecau Yy HUX bbin BbibpaH MHTEpdeinc
wiegand-26. McnpasneHo.

bactnoH-2 — Pybex R3 1.0.4
[+] Noanep»kaHa HoBas Bepcua FireSec 3.1.3.

[*] B pape cnyyaeB He umnopTMpoBaiack KoHdurypauusa ms FireSec. McnpasneHo.



[*] He npuxoannu coobuuieHnsa o6 oTKAOYEHUM NUTaHMA Nnprubopos. NcnpasnieHo.

[*] Nocne HaxkaThAa Ha KHOMKY « OBHOB/IEHME COCTOAHUI» BCE YCTPOMCTBA ApaliBepa nepexoanam
B HOPMa/ibHOE COCTOAHME, AaxKe ecnn A0 3Toro Hbbina Tpesora. McnpasneHo.

[*] He BbinosHANOCL OBHOBNEHUE COCTOAHWUMI, ecnn ApanBep M FireSec Ha pasHbIX paboumnx
cTaHumax. UcnpasneHo.

APM l'eHepaTop OTYéTOB [1p0

[*] He npumeHAnucb uameHeHus Kputepua oTbopa NO MepcoHany A0 COXPaHEHMA OT4veTa.
UcnpasneHo.

CucrtemHsble

[*] Npw yaaneHun rpynn pasaenos U3 rpynn ynpasBiaeHUA OXPAaHOW MOT/IM BO3HUKATb OLWMOKW.
NcnpasneHo.

APM bropo nponycKkos

[+] Noapep»kKka HoBoM Bepcum cuntbiBaTena Elsys PW-USB-NFC (Bepcua npowmsku 4.31).

2.1.11.23356 - 03.04.2021

CucrtemHsble

[*] NepecobpaHbl HekoTopble ¢ainbl TakMM 06pa3om, YTobbl YCNELWHO NPOXOAUTb NPOBEPKY
aHTMBMpPYcamu Yepes virustotal.com.

[*] YcTaHOBO4YHbIEe nNaKeTbl ApPaiBEPOB WM YacTb BCMOMOraTe/ibHbIX NAKETOB MOAMWCAHDI
uMdppoBoIt NOANUCHIO.

bactnon-2 — Boantens 1.0.2

[*] UcnpaBneHunsa B TEPMUHONOTUN N AOKYMEHTALNK,

2.1.11.23351-27.03.2021

CucrtemHsble
[+] Aob6aBneHa BO3MOXKHOCTb BCTAaBKUN 3aE€PXHKKN MeXAY AEUCTBUAMM B CLEHAPUAX.

[+] AdobaBneHa BO3MOMKHOCTb YCTAaHOBKM BEPOATHOCTU CPaboOTKM COBbITUN-TPUITEPOB ANS
3anycKa cueHapues. Mcnonb3yeTca aaa peannsaumm BbiI6oOpoYHOro KOHTPOAA.

[+] OobaBneHa noaaepKa cuntbiBatenei cepumn Elsys-PW B pexkume paboTbl ¢ 3aWMLWEHHON
061acTblo NAaMATH.

[+] Nob6aBneHa BO3MOMKHOCTb aBTOPM3ALMKN B NPUIOKEHUAX CUCTEMbI MO CYMTLIBATENAM CEPUU
Elsys-PW.

[+] OobaBneHa BO3MOKHOCTb aBTOMaTUYECKOM BIOKMPOBKN HEUCMOIb3YEMbIX NPOMYCKOB Yepes
3a/1@aHHbIN MPOMEKYTOK BPEMEHM.

APM OnepaTopa

[+] OobaBneHa BO3MOXKHOCTb BbIBOAA HOMEpPA KapTbl AOCTyNa B BUAE HOMeEpPA TPAHCMNOPTHOro
cpeacTBa. MOXHO MCNOb30BaTb, KOrAa M3HaYanbHO Homep TC npeobpasyeTca B HOMep KapTbl
AocTyna.



[*] Mpu noucke nepcoHana B cTonbue «MecTo nocneaHero NpeabaABAEHUSA KapTbl» Tenepb
BbIBOAMTCA TOYKA Npoxoaa, rae bbino nocneaHee npeabaBieHUE KapTbl, HE3aBMCMMO OT TOrO,
BXOAMUT /1M 3Ta TOYKA NPOXoaa B KaKyto-n11Mbo 061acTb KOHTPOAS.

[*] B dopme pyyHoro gobasneHuns cobbitnii B YPB dunbTp Tenepb paboTaeT ToNbKO No damunumy,
a He no Bcem nosiAm B Tabsmue (M3-3a 3TOro 0CTaBaNUCh NULLIHWUE 3aNUCH).

APM YPB l1po

[+] Lo6aBneHa BO3MOXKHOCTb GOPMUPOBAHUA OTYETOB MO PACMMCAHUAM U OTNPABKM OTYETOB NO
3/1EKTPOHHOM nouTe.

[+] LobaBneH pexunm pacyéta paboyero BpemeHu «lMocneaHunit BXoa, — NepBblii BXOA», KOTOPbIM
No3BoONAET NCNO/b30BaTb OAUH CYUTbIBATENb ANA PErncTpaLmMmn BXo4a U BbIXOAa C TEPPUTOPUN.

APM bropo nponycKos

[+] PacwwunpeHa nopggepxKka QR-kogoB. Tenepb QR-KOAbl MOMKHO BbiAaBaTb HE TOJ/IbLKO ANA
pa3oBblX, HO U ANA OCTa/IbHbIX TUMOB NPOMNYCKOB.

[+] NopmepxKa pononHuTenbHbix ¢opmaToB QR-KopoB. Tenepb eCcTb BO3MOXKHOCTb
MCNoJsIb30BaTb MX He TonbKo ¢ Elsys Mobile, Ho u co ctaHgapTHbIMK cunTbiBaTenammn QR-kozos
(npoBepeHo ¢ TS-RDR-QR). Elsys Mobile n TS-RDR-QR moryt paboTtatb COBMECTHO B OZAHOM
cucTeme M Ucnonb3osaTtb 06wuii dopmat QR-Koa0B.

[+] Ans Bcex nepcoH B B[], Ao6aBneH pekBU3IUT «AApec 3/IEKTPOHHOW NoYTbl». Mcnonb3yeTtca B
Mmoaynax «bactmoH-2 - web-3aaBKa», «bacTMoH-2 — UIHOpM», NPU HACTPOMKE OTNPABKM OTYETOB
NO pacnUCcCaHUAM.

[+] AobaBneHa BO3MOXKHOCTb OTOOpaKeHMa Homepa KapTtbl B Buae «Homep + Cepua» B
OCHOBHOM OKHe APM «bBtopo nponycKkoB», a TaK¥e BO3MOXKHOCTb MOUCKA NO HOMepPY U cepumn
KapTbl B rn1o6anbHOM NoucKe.

[+] Nob6aBneHa BoO3MOXKHOCTb NMosopoTa ¢oTorpadmmn nepcoHbl Ha 90 rpazycoB NO 4YacoBOWM
CTpenKe B CBOMCTBAX NPOMyCKa.

[+] HobasneH oT4é€T 06 oPOpMAEHHbIX 3aABKax Ha MnoceTuTeneir No BblGpaHHOMY
«MPUFNACUBLLEMY NNLY» UAW NOAPA3AENEHUIO 32 MEPUOL BPEMEHMU.

[+] Oob6aBneHa BO3MOXKHOCTb BbibOpa noneit npu akcnopTe nponyckos n3 bl AMK «bactnoH-2»
B8 ¢dopmat DBF.

[*] He npoToKo/NMpOBanoCb «OCHOBaHWE ANA NPOANEHUA» MPOMYCKa MPU  BbINONHEHUU
onepaumu NpoasieHna Nnponyckos. McnpasneHo.

APM Btopo nponyckos ¢ MTT1

[+] No6aBneHa BO3MOXKHOCTb CO34,aBaTb 3aABKY Ha TPAHCMOPTHbIM NPOMYCK BMECTE C 3a8BKOM Ha
NepPCOHasbHbIM NPOMYCK.

[+] TpaHcnopTHbIe Nponycka Tenepb BblAAOTCA Cpasy, BMECTEe C NEePCOHaNbHbIM MPOMYCKOM.
Ecnam TpaHCNOPTHbLIN NPONYCK BbIAAETCA K aKTUBHOMY MPONYCKY, TO OH aKTUBMPYETCA CPasy Ke.

[+] OobaBneH OTYET «TpaHCMOPTHbIE MPOMYCKa MO BbiIOpPaHHOMY aBTOMOOWAIO», KOTOPbLIN
No3BONAET YBUAETb, KOMY BblAaBa/IMCb TPAHCNOPTHbIE NPOMNYCKA Ha KOHKPETHbI aBTOMO6MbL 3a
YKa3aHHbI Nepuoj BpeMeHMU.



[+] Anroputm npeobpasoBaHna Homepos TC B HOMepa KapT JOCTyNa Tenepb NOAAEPKUBAET He
TONbKO poccuiickne Homepa TC, HO M nobble Apyrve, UCNONb3YOWME NATUHULY WK
COBMECTMMbIM C Hel Habop CMMBONOB.

APM OT4éT lMpo

[*] BocctaHoB/NeHa BO3MOXHOCTb POPMUPOBAHMA OTYETOB 6€3 y4yéTa WMCTOPMUYHOCTU NpU
BK/IOYEHHOM ayanTe usmeHeHui (dnar «YumTbiBaTb UCTOPUYHOCTbY).

bactnoH-2 — NHdopm 1.0

[+] Aob6aBneH moaynb «bacTnoH-2 — NHbopm».

Mogaynb «bacTnoH-2 — MHbopm» NpeaHa3HauYeH ANA PACCbIIKM YBEAOMAEHWUN O NPOXO4AX Yepes
Tenerpam, CMC n Email.

bacTnoH-2 — Bogutens 1.0.1
[+] AobaBneH moaynb «bacTMoH-2 — BoguTtenb».

Moaynb «bacTnoH-2 — Boautenb» npegHasHadeH AnA opraHmsaumm B AlMNK «bacTMoH-2»
ABYXDaKTOPHOM  aBTOopM3auMM NO ABYM MNpPM3HaKam: HOMePYy KapTbl JocTtyna W
perncTpauMoHHOMY HOMepy TpaHcnopTHoro cpeacTtsa (TC). Moaynb NO3BOAAET MCNONb30BATb
ABa PA3/IMYHbIX PerMma ABYXPAKTOPHOro AOCTyna: HOMep Mocse Nponycka (KapTa AocTtyna
npuKnagbliBaeTca nepes nNosBAeHMEM HOMepa aBTOTPAHCNOpPTa B KaZpe) M Mponyck nocne
Homepa (KapTa AocTyna nNpUMKAaAbiBaeTca K CUYMTbIBATEND MNOCAe MNOABAEHMA HOMepa
aBTOTpaHCMNoOpTa B Kaape).

bactnoH-2 — Elsys 1.2.11

[+] JobaBneHa BO3MOXKHOCTb HACTPOMKMN NapaMeTPOB MEXKOHTPOINIEpPHOro 0b6MeHa B ceTeBOW
rpynne. Mo3BonseT, Npu HEOBXOAMMOCTU, YCKOPUTb MEKKOHTPONIEPHbIE B3aMMOLENCTBUA B
ceTeBbIX rpynnax ¢ 60bWNM KONMYECTBOM KOHTPO1/1EPOB.

[*] HekoppeKkTHO nHMumanusmposanmucs Elsys-IP c agpecamun 33—-63. McnpasneHo.
[*] CBazb uepe3s COM-nopT nponajgasa Ao nepesanycka Apansepa npu HaIMuymMm Lyma Ha UHAUN.

[*] HekoppeKTHO MHULMann3npoBanca coctas pasgena OlC, npu HanMumMm B HEM aBepu. He
paboTana aBTOMaTM4YeCcKas MOCTAaHOBKA Ha OXpaHy Mpu BbIXxo4e W TpesBora npu B3/OMe.
HeKoppeKTHO 0TOBpaXKanocb COCTOAHUE pasaena nocae CHATMA KapToi. McnpasnieHo.

[*] UcnpasneH pexkmm onpoca Elsys-IP «4epe3 KCK no UDP», npumeHAlLWMNIACA ANA co3aaHuma
pacnpeaenéHHbIX CUCTEM, B KOTOPbIX Ha KaxAom yaanéHHom obbekTe npumeHsaetca KCK u
HECKONIbKO KOHTpoepoB Elsys-IP, onpalwinBaemsbix Yepes Hero.

bactnoH-2 — Suprema 1.5.0

[+] Ona cumTtbiBaTena «Suprema FaceStation 2» c¢ Bepcueit npowunBkn 1.4 naun Bbie Npu
YCTAHOBKe CneuuanbHOM TepMOKamMepbl NMOABUAACb BO3MOXHOCTb M3MEPEHUA TemnepaTypbl.
[panisep nogaeprKMBaeT KOHTPO/Ib TEMNEPATYpPbl U BbIBOAUT COOTBETCTBYIOLLME COObITUA.

[+] OobasneHa noapepkka «Wiegand-42 (Mifare)» ¢ obpaTHbiIm nopsgkom 6aWT ans
COBMECTMMOCTU C KapTamu Mifare.

BactnoH-2 —Face 1.1.1

[*] OpatiBep nepeMmeHoBaH B «bacTnoH-2 — Face» w3 «bactnoH-2 — BU AC» ana 6onee
NPaBWU/IbHOTO OTPAYKEHUA €ro HasHaYeHwus.



[+] JobaBneHa BO3MOMKHOCTb MpPUMHUMATL M3 KBU nNpu3Hakum HanauumMs Mackm U 3HavyeHue
U3MepeHHON TemnepaTypbl.

[*] YoanéH npodunb nepcoHana ans apaiiBepa, Tak Kak OH HE UCMO/Ib3yeTcA.

BactmoH-2 —C2000 1.1.6

[*] B AMK «BbacTnoH-2» He nocTynano TpeBoXKHoe cobbiThe oT UMP 513-3MAM B MOMEHT HaxKaTusa
NoXKapHOWM KHOMKW. MicnpaBneHo.

bactnoH-2 — KeyGuard 1.0.2

[+] B KomnneKkT noctaBkuM gobasneH gpaneep «bactmoH-2 — KeyGuard» 1.0.2.

Npaiisep «BbactMoH-2 — KeyGuard» npegHasHayeH A/nA MOHWUTOPUHra COBbLITUI CUCTEMDI
XpPaHEeHMA W Bbl4auM K/lOYEW, A TaKXKe 3anucu nonb3oBaTenen, MX YpPOBHeM A[ocTyna U
aCCOLMMPOBAHHbIX K/OYel B 3N1EKTPOHHbIE KNOUYHULbI «KeyGuard».

BactnmoH-2 — GST 1.0.1

[+] B KomnnekT noctaBkuM gobasneH apaieep «bactmoH-2 — GST» 1.0.1.

Apaiisep «bacTMoOH-2 — GST» npeaHa3HayYeH A1A MOHUTOPUHIA COBbITUI NOXKAPHbIX CTAHLUN
«GST-IFP8» npounssoacTtea GST.

BacTnoH-2 — Web-3aaBka 4.5

[+] ,£I,o6aBneHa BO3MOXHOCTb CaMOCTOATE/IbHOIO Od)OpMJ'IeHMﬂ 3aABOK Ha MNponycKa
noCceTUTENAMM.

[+] Aob6aBneHa nogaeprkka HTTPS.
[+] Aob6aBneHa BO3MOXKHOCTb CO34aHMsA 3aABKN Ha cyLLecTBytowyto B B/, nepcoHy.

[+] OobaBneHa noaaep KKa 3aMoIHEHUA 3HAYEHUIA NO YMONYAHUIO ANS CO34aBaeMbIX 3aABOK Ha
OCHOBE HaCTPOEeK COOTBETCTBYIOLLEro Habopa NPOMyCcKoB.

[+] Oo6aBneHa BO3MOXKHOCTb BbIGOpa aBTOTPAHCMOPTA M3 CMIUCKA YiKe umetowmxca B B/,
bactnoH-2 — Elsys Mobile 1.1

[+] dob6aBneHa BO3MOXHOCTb BbiBOAA WHPOPMALMM O MaTepPUasbHbIX U TPAHCMOPTHLIX
NPOMycKax B MOBUIbHOM MPUOKEHNM.

[+] Aob6aBneH pexum «Touyka cbopa Npu 3BaKyaLnmn».

[+] OobaBneHa nopaep:kka pexuma «npoctoro» QR-kopa, oA COBMECTUMOCTM C APYruMM
cunTbiBaTensamm QR-KoaoB..

[+] B mobunbHOM NPUNOKEHUNN ,D,O6EIBI'I€Ha BO3MOXHOCTb aBTOPU3aUNK MO OTNEYaTKY Nanabua.

2.1.10.23331-17.12.2020

CucrtemHsble

[*] B ycTaHOBWMK He OblnM BKAOYEHbI moayau 6uometpumn ana APM "Biopo nponyckos'.
UcnpasneHo.



2.1.10.23329-13.11.2020

APM YPB l1po

[+] AopaboTku oTuéToB «[eTanbHbli», « OTYET MO paHHeEMY Bbixoay», «OTYET 06 ono3aaBLLMX Ha
paboTty», «Tabenb ana pykosogutenen nogpasgeneHuiny, «Tabenb ana pacyeTHoro otaena»
npW NCNOb30BaHUK YNPOLLEHHOTO peXunma paboTtbl YPB.

APM OTyéT Npo

[+] Ll,o6aBneHa BO3MOXHOCTb BbIBOAUTb OTYET MO CTAaTUCTUKE LUTATHbIX npoxoaos B pa3pe3e no
nogpasgeneHnam.

CucrtemHble
[*] O6HoBNEHBI gpaiBepbl KAtovel 3awmTbl HASP (Sentinel License Manager) oo Bepcum 8.11
BactnoH-2 — Elsys 1.2.10

[*] Bubnunoteka, peanusyowas npotokon obmeHa c¢ COM-noptom nepenucaHa Ha CH wu
BblHeceHa B cbopky ElsysSerial.dll.

[*] KoHdurypaTop nepenncaH Ha C# un BbiHeceH B Elsys.Config.exe.
[*] CBA3b uepe3s COM-nopT He paboTana Ha ckopoctu 4800. UcnpasneHo.

[*INpn noakntoueHun Elsys-CU nocne crapta apaliBepa, CBA3b He BOCCTaHAB/MBANACH.
UcnpasneHo.

[*IMHMumanmszauma B pexkume Multimaster He HaumHanacb npu pabote yepes COM-noprT.
OtmeHa He paboTtana. NcnpasneHo.

[¥*INpn nepesanycke papaiiBep noasucan (ocTaHOBKa/3anyck [ApaliBepa, COXpaHeHue
KoHdurypauum). UcnpasneHo.

bactnmoH-2 — MNyHKkTMp-C 1.1.2

[*] B Tononornn «Konbuo c pesepBupoBaHuem» nocne oTkaodeHns LM-C ero gatumkm He
noaxsatbiBatoTca apyrum LIM-C. UcnpasneHo.

[*] B page cnyvaes HEBEPHO BbIMMCAANOCH PAacCTOAHME A0 AaTYMKa. McnpasneHo.

BactnoH-2 — SecurOS FaceX 1.0.2

[*] UcnpasneHnunsa ans noaaep*ku sepcum SecurOS 10.6, 10.7.

2.1.9.23286—-17.06.2020

CncrtemHble

+ O6HOB/IEHA CUCTEMA KOMM/IEKTALLMWN B COOTBETCTBUM C HOBbIM NPAAC-TUCTOM.

+ [lo6aBneHa nogaeprkKa aBTOpM3aLMmn B CUCTEME NPU MOMOLLM HACTO/IbHOTO CYUTLIBATENS.
* ObHOoBNEHbI ApaiBepbl kKNtoven 3awmuTbl HASP (Sentinel License Manager) no sepcuun 7.103.

* CepBep cucTeMbl 0bbeAMHEH C CepBEepPOM /IMLEH3UPOBaHUA pns obecneyeHua 6Gonee
cTabunbHoOM paboTbl.



* Bce apanBepbl OGMOMETPUM NONHOCTbIO OTAENeHbl OT pgpamBepa «bacTmoH-2 — Elsys».
BuomeTpuyeckme cunTbiBaTENM B KOHUIypauum CUCTEMbl TENepb SBASIOTCA OTAENbHbIMU
ycTpoictBamu. Bce apaniBepbl OuomeTpum nepeBeAeHbl Ha HOBbIA  YHUBEPCabHbIN
KoHuryparop.

bacTtnoH-2 — Active Directory

+ [lobaBneH moaynb, NpeaHa3HAYeHHbIN A1A CUHXPOHM3ALUUKN CMIMCKA BAAAe/bLEeB NPOMYCKOB
CRY[, ANK «bactnoH-2» co cnuckom nosnb3osaTtenei Active Directory.

APM «bropo nponyckos»

+ [lobaBneHa noageprkka HactonbHoro cymtbiBaTens PW-Desktop 6e3 noaaepku paboTsl C
3alMLLEHHOM 061aCTbi0 NAaMATH.

+ [lobaBneHa nogaepkka pabotbl ¢ QR-Kogamu oA pa3oBbiX MPONYCKOB, ANA UCNO/Ib30BAHMA C
Elsys Mobile.

+ [lob6aBneHa noaaeprKKa BHeCEHUA bromeTpuyeckux wabioHoB Suprema Face Station.
+ [lobaBneHa noadeprKKa BHeceHUA bnometTpuyeckunx wabnoHos ZKTeco Visible Light.

+ [lo6aBneHa BO3MOXKHOCTb NOUCKA NPOMNYCKOB NO r106a1bHOMY YPOBHIO A0CTYNA A/1A CUCTEM C
penanKaunen NnpomnycKos.

APM «YPB [1po»

+ [lob6aBneHa BO3MOXHOCTb YNPOLEHHOro pacyéta paboyero BpemeHu, 6€3 MCNONb30BAHUA
rpadpMKoOB CMEHHOCTH, aHaNnormM4yHo GyHKUMOoHany, cywectsosaswemy B AMK «bactmon» 1.7.

* ONTMMM3MpPOBaHa onepaLma OTKPbITUA YYETHBIX Nepnoaos.

* YckopeHa onepauus oTKpbITUA Tabens M nepexoda Ha cneaylowmin/npeablaylwimin nepmog B
Tabene.

* McnpasneHa dpuabTpaums no 061acTam KOHTPONA BO BCEX OTYETAX.

APM «OT4éT Npo»

+ [lobaBneHa nogaeprkka BbIBOAA KOOPAMHAT cobbITUA B OTYETax. Micnonb3yeTca ana cobbiTuii
Elsys Mobile.

bacTtnoH-2 — Elsys 1.2.9

[*] Ana ymeHblUeHMA Harpy3KkM Ha CeTb, OTMPaBKa CETEBbIX COOOLLEHMN CEeTEBOM U CEpBEPHON
yacTaMK apanBepa caenaHa agpecHoi. JJobaBneH perMm OTNPaBKU CETEBbIX COOOLEHUIN U3
ApaliBepa TO/NIbKO M3BECTHbIM Paboymm cTaHUMAM. BKatovaeTca rasoykolr «To/IbKO U3BECTHbIE
APM» B AONO/NHUTEIbHbIX CBOMCTBAX ApaiiBepa.

[+] OobaBneHa nogaepKa amynatopa MB-Net (IP-agpec MB-Net gonosHAeTcs HOMepoMm NopTa,
Hanpumep 192.168.21.201:4001).

[*] UcnpaBneHa yTeuka namaTn npu owmbkax ceasm ¢ MB-Net.

[*] KoHdurypaTop. Bsaumopencteme Ha npeabaBieHUE CayKebHOM KapTbl noacBevyMBaeTcs
BOCKAML,ATE/IbHbIM 3HAKOM.

[*] KoHdurypaTtop. OTobpakaeTca NpU3HAK HanMuua OowKMBOK B 06nacTax KOHTpPOAA nocne
3aKPbITUA N OTKPLITUA KOHPUTYpaTOpa.



[*] He obHoBAsAnca naponb B Elsys-MB-Net u Elsys-IP. NcnpasneHo.

[*] Nepes3anyck 1 ocTaHOBKaA ApaliBepa BbINONHANNCH C 3a4epPKKoW. McnpaBneHo.

BactmoH-2 — Elsys Mobile 1.0.3

+ B cocTaB cMCTEMbI BK/IKOYEH MOAYAb UHTErpaumm mobuabHbix TepmuHanos CRY/, Elsys Mobile.
bactnon-2 - OPC1.3.1

* O6HoBneHa Bepcua moayna. WMcnpasneHa owwubka, NpuBOAMBLLAA B pAfde CAyyaeB K
HEBO3MOXHOCTU Noy4eHnA cobbiTnin ns AMNK «bacTMoH-2».

bacTnoH-2 — Suprema

+ [lobaBneHa noageprKKa cunTbiBaTenen reometTpmn anua Suprema Face Station 2.

2.1.8.23197 - 20.03.2020

CucrtemHsble

[*] O6HoBNEeHa Bepcus KnmeHTa CYB/[ Ao PostgreSQL 11 B KOMNIeKTe NOCTaBKM.
[*] Bepcua npoTtectMpoBaHa Ha coBmecTumocTb ¢ CYB/], Jatoba Ha 6a3e PostgreSQL 11.

[*] UcnpaBneH pAag, yTeyek NnamaATu B CEpBEPE CUCTEMbI.
[*] Mocne nepesanycka cepBepa cMcTeMbl Nocse ero gobaBneHns B pennkaumio Ha b1 ¢
60/1bLIMM YMCIOM MPOMYCKOB, OH HAA0/r0 3aAyMblBasicaA. McnpasneHo.

[*] CepBep obopyaoBaHUs B HEKOTOPbIX C/Iy4asXx TEPAS U HE MOT BOCCTAHOBUTb CBA3b C
cepBepom iMLEeH3npoBaHKuA. UcnpasneHo.

[*] Nocne HeKkoToporo BpemeHu paboTbl cepBep NNLEH3MPOBAHMA MOT NepecTaTb OTBEYaTb Ha
3anpocbl. McnpasneHo.

[+] JobaBneHa BO3MOXKHOCTb HAaCTPOUTb GUALTP A5 3aNUCK B MPOTOKON U306parkeHUH,
NPUKPENNEHHbIX K CO0BLLEHMAM.

APM «YPB Mpo»

[+] [dobaBneHa BO3MOXKHOCTb [PYMMOBOrO  OTKPbITUA  TPYAOBbIX [OrOBOPOB  ANA
opraHusaunin/noapasaeneHuni.

[+] Mpwn rpynnoBbix onepauusx ¢ TPYAOBbIMU AOroBOpamu A06aBfeHa BO3MOMKHOCTb MEHATb
[AaTy Hayana paboTbl, nepBbIin pabounit aeHb, n Ne nepsBoro paboyero aHA B rpaduke.

[*] B pa3bl noBbilleHa CKopocTb 3anucu cobbiTuin YPB B B/,
APM «[l'eHepaTop oTUéTOB [1pO»
[+] JobaBneH OTYET NO CTaTUCTUKE MPOXOAO0B B pa3pese opraHMU3aLnii.

[+] LobaBneHa BO3MOXHOCTb 3KCNOpTa 60/1bLWIOro YNCNa 3aNnCeEN U3 OTYETOB, B TOM YMC/IE NPU
3KCropTe No pacnucaHuio (CHATO orpaHnYyeHMe Ha 65535 3anucelt npu aKkcnopTe).

BacTnoH-2 — Elsys 1.2.8

[*] Npa3gHWKN mornm He NonagaTh B ApaniBep U KOHTpoAaaepsbl. McnpasneHo.

[+] YépHbIM GOHOM BbIAENAIOTCS FAIOYKMU B OKHE MHULMANM3ALNMN AN KOHTPONEPOB C
NpeBbilEeHMEM KONMYECTBA BPEMEHHbIX UM MOCTOAHHbIX KapT, YPOBHEW A0CTYNa, BPEMEHHbIX
30H, NPa3aHUKOB.



[+] B oKHe UHMUMaNM3aumMm Tenepb He 0TOBParXKaOTCA UCKAOYEHHbIE U3 ONPOCa KOHTPOANEPDI,
NpW BbIKNOYEHHOM onumMK "NoKasbiBaTb Bce'.

[*] B npegbiaywem penuse He paboTtan agpecHbin nouck Elsys-IP. McnpasneHo.

[*] He paboTanu ceTeBble rpynnbl ¢ agpecom > 1. McnpaBneHo.

[*] Npu noTepe n BoccTtaHoBAeHUM cBA3K ¢ KCK M KOHTponnepamm, HEKOPPEKTHO 06HOBAANACH
AOCTYNHOCTb ONUMIN MHMLUMANM3aummn. McnpasneHo.

[*] B peaknx cnyyanx, nocne 3anycka / nepesanycka Apaiisepa He 6b110 cobbITUI OT
KOHTpOAAepoB, NogKkntoveHHblx Yepes KCK. McnpasneHo.

[*] NpoBepKa cBA3N N KOHOUTYPALUM KOHTPONNEPOB B PAAE CNy4yaeB oTobparkana HeEBEPHYIO
nHbopmaumto. McnpasneHo.

bacTnoH-2 — Securos FaceX
[+] AobaBneH apaliBep MHTErpaunm cucteMbl pacnosHaBaHua auy, ISS Securos FaceX.
bacTnoH-2 — Forteza 1.0.3

[*] UcnpaBneHbl nNpobnembl C 3aHATUEM /IMLEH3WMIA Ha YCTPOMCTBA WM CBA3AHHOTO C 3TUM
MeibKaHMeM M306parkeHnit NAaHoB.

bactnoH-2 — Trassir 1.1.1

[*] NoaaepKa HOBOI BEPCUM YHUBEPCA/IBHOTO BUAEOK/INEHTA.
[*] KocmeTnueckne ncnpasneHums.

bactnoH-2 —SecurOS 1.2.1

[*] Noppep»Ka HOBOM BEPCUU YHUBEPCANIbHOTO BUAEOK/IUEHTA.

[+] Nopaep:Ka nonydeHna cobbITM O pacno3HaHHbIX HOMepPax TPAHCMOPTHbLIX CPeaCTB, Npu
Hann4yum nnueHsmm «bactnoH-2 — SecurOS+».

[+] Nopaeprkka nonyyeHma cobbiTUN OT aHAIUTUYECKUX AETEKTOPOB, MPU HAAUYUN JINLLEH3UU
«bactnoHn-2 — SecurOS+».

bactnoH-2 — Domination 1.2.2
[*] NoaaepKa HOBOI BEPCUM YHUBEPCAJIbHOTO BUAEOK/INEHTA.

[+] MopaepxKa nony4yeHUs cobbITUIA O pacno3HaHHbIX HOMepPax TPAHCMOPTHbIX CPeacTB OT
cepsepos VideoNova-Homep.

bactnoH-2 — Busunpb 1.0.4

[*] PasoBbie nponycka, co3gaBaemble yepes3 «bacTmoH-2 — UKC» unm «bnokxoct-AC3M» He
nonaganu Ha cepsepa Busnpb. NcnpasneHo.

[*] UcnpaBneHua B KoHdUrypaTope Apansepa.
bactnoH-2 - BN AC 1.0.8

[+] Moaynb nHTerpaumm obasaeH B KOMMNIEKT NOCTABKMU.
YHMBEPCaNbHbIM BUAEOKAMNEHT 1.2.1.22542
TexHon0orM4yecKkme ncrnpasaeHns:

[*] Y6paHa peructpaums komnoHeHToB MSMQ 13 MHCTannsaTopa.



[*] NepeBopa TpaHcnopTa Ha UMEHOBaHHbIE KaHasbl.
[*] OMHammyecKan 3arpyska moaynen ¢ ncnonb3osaHnem Autofac.
[*] UcnpaBneHne HegopabOTOK MO NONIKPAHY.

[+] AobaBneHue anroputma paboTbl 3yma B OKHax BMAEO.

2.1.7.23084 - 05.07.2019

CucrtemHble

[+] Oob6aBneH moaynb «bacTMOH-2 — Pennmkauma». 3TOT MOAYNb HE COBMECTUM C aHANOTMYHbIMMU
MoaynaMu B Bepcmax «bactnoH-2» 2.1.6 Oracle n 6onee paHHumu. na Oracle bygeT BbinyLeHo
oTaenbHoe obHoBneHue («bactnmoH-2» 2.1.7 Oracle) ¢ mogynem «bacTMoH-2 — PenavKkauma»,
COBMECTUMbIM C Bepcuen Ha PostgreSQL. B panbHenwem, 06beKTbI, OCHALWEHHbIE BEPCUAMM
ANK «BbactnoH-2» ans Oracle u PostgreSQL, cmoryT paboTtaTb B pamKax eAuHOW CUCTEMbI
peninKkauum NnponycKos.

bactnoH-2 — Peryna

[+] OopaboTaHbl pyHKUMM paboTbl ¢ Yunamm RFID.

[+] OopaboTaHbl PyHKUMM NPOBEPKM NOAJMHHOCTU JOKYMEHTOB.
[+] OnTUMM3aLMA NOb30BaTENLCKOTO MHTEPdENCa.

APM «bropo nponyckos»

[+] Aob6aBneHa BO3MOXKHOCTb OTC/IEXKMBAHWNA CPOKA AeNCTBMA MHGOPMUMPOBAHHOIO COrlacua Ha
06paboTKy nepcoHanbHbiX AaHHbIX (MCMNAH). [Job6aBneHbl BO3MOMHOCTM MOMCKA MEPCOH C
3aKaHuMBaOWMMCcA cpokom aenctema UCMNAH, dopmMmMpoBaHMA COOTBETCTBYHOLLENO OTYETa,
npoaneHua cpoka gencrama NCMNAH (B Tom uncne rpynnosoe).

2.1.6.23067 —31.05.2019

CucrtemHble

[+] DobaBneHa noanep:xKa passepTbiBaHnA AMNK «bacTnoH-2» Ha 6ecniaTHol CYB/, ¢ OTKPbITbIM
ncxoaHbim Kogom PostgreSQL 10. Moaaeprkka CYB[ poccuiickoro npoussoactea Postgres Pro
COXpaHeHa.

[*] OnTumusnposaHa paboTa cuctembl B KOHPUrypauuax ¢ b6onblumm yucnom (6onee 300)
KoHTponnepos CKY n OIC.

2.1.5.23053 - 30.04.2019

YPB-lpo
B Komnnekm nocmasku dobasneHa sepcus modyns, coemecmumas ¢ CYb/ PostgreSQL.
bactnoH-2 — Peryna

JlobasneH Mmodynb uHMeepauyuu CcKaHepos OokymeHmos Peeyna. [loddeprusaemcs
pacno3HagaHue 8HymMpeHHe20 U 3a2paHU4HO020 POCCUUCKUX NAcnopmos, 800UmesbCkux
ydocmosgepeHuli u dpyaux dokymeHmos 8 gpopmamax ID-1, ID-2, ID-3) npu ogpopmaeHuu
nponyckos.



Zna pabomer modynsa Heobxodumo npuobpecmu ckaHep npousgodcmea OO0 «Pezyna».
[Toddepxxusaemoie modenu ckaHepos - «Peayna-7017», «Pe2yna-7027».

CKRY/[ ELSYS

[*] Moaynu uHTerpaumm 6BMOMeTPUUYECKUX CUUTbIBATENEN NEPEHECEHbI B OTAE/bHbIE ApaliBepbl
AlNK «bacTnoH-2».

[*] OnTMmM3auma npoueayp MHULKMAAU3ALMA U TOMCKA KOHTPONNEPOB.
[*] MosbiweHa cmabunbHocmb pabomel KOHpuUaypamopa opatieepa 8 pAade cueHapues.
CnuctemHsble

[+] B noacucteme rapaHTMPOBAHHOW A0CTaBKM M3MeHeHUI B KoHTponnepbl CKY/[ aobasneHo
BPEMA XU3HU coobLeHnit. ITo obecneumBaeT CHUXKEHNE HArpy3KM Ha CepBepHble MOAYAUN U
orpaHuyeHne oyepeam AOCTaBKM.

APM «Bbtopo nponycKkos»
[+] dobasneHa 803MOMHOCMb OYUCMKU NEPCOHAIbHbIX OAHHbIX 8 2PYMNMOBbLIX ONepPayusx.

[+] AobasneHa 803MOIHOCMb (hOPMUPOBAHUA 0OMYEemo8 o 8blI6PAHHbIM COMPYOHUKAM 4Yepes
"YHusepcanbHoe nodKnaoyeHue",

[+] B Komrinekm nocmasku 8Kar04eH 00rnoaHUMeAbHbIl omyem no ypoeHam odocmynd.
[+] Ckpbimbl nepcoHasnbHbie OaHHbIE 8 hopme 2106a71bHO20 MOUCKQ.

[+] Nob6aBneHa BO3MOXKHOCTb CO34aTb BPEMEHHYIO 30HY, KOTOpaA AENCTBYET B NPasAaHWUYHbIN
[AEeHb, HO He AencTByeT B pabounii.

[+] NMpwn pepakTMpoBaHUKM ypoBHEN AOCTyNa A06aBAEHA BO3MOMKHOCTb BblAENATb HECKObKO
TOYEK NPOX0Aa U YAANUTb UX.

[+] B rpynnoBbix onepaumMsax € nponyckamu aobasieHa BO3MOXHOCTb paboTathb C
«1oNOAHNTENbHbIMMU nonAMmn». Mpwn 3TOM ecTb BO3MOXHOCTb BblbOpa:
1. 3aMmeHunTb cogeprrnmoe «ONONHUTENLHOIrO MOAA» 3HAYEHMEM, YKa3aHHbIM B FPynMnoBOW
onepaumu;

2. 3HayeHMe, YKasaHHoOe B [rPynnoBok onepaunn p[o06aBUTb B KOHEL, COAEPHKUMOIO
«[JononHntenbHoe nonex.

[+] Job6aBneHa BO3MOXHOCTb KOHBEPTUPOBATL COCTABHOM YPOBEHb A0CTYNa B OBObIYHbIN.
[+] B 06wux HacTpoiikax bropo nponyckos gobasneHa onuua "MpoToKkoanpoBaTh 3anpockl K bA4".

[+] FpynnoBble onepaumn Tenepb paboTalT, €CAM HA KOMMNbiOTepe amMepuKaHCKui dopmart
BPEMEHM.

APM «[eHepaTop oT4eTOoB [1po»

[+] Nob6aBneHa BO3MOKHOCTb BbIBOAA B LWAabIOHAX OTYETOB AONO/HUTE/IbHbIX NOJIEN MPOMNYCKOB,
nona "KommenTapuin" 13 "CsoiicTB nponycka", a Takxke nonein "Mapuwpyt" n "MpumedaHne K
nponycky".

Moaynb rpapukm

[+] TpaduKa. PeannsoBaHa BO3MOMKHOCTb NepemMelleHne oTobparkaemoi 4YacTuM nNnaHa B
npouecce pMCOBaHWUA NOJIMFOHOB U NEPUMETPOB.



[*] WcnpaBneHo «npoBanuBaHWe» peaakTopa NAAHOB MoJ APYrMe OKHa MNPU COXPaHeHUn
U3MEHEeHUN.

Moayam nHTerpaumm
B KOMNNIEKT NOCTaBKM BKAOYEHBI OBHOBNEHHbIE MOAYNAN UHTErPALMK:
e «bactmoH-2 — Domination»;
e «bactnoH-2 —VideoNova B»;
o «bacTMoH-2 — UHTennekT».
BHumaHue! MNpur 06HOBAEHUMN KaXKA0r0 U3 3TUX MoAyNei TpebyeTca KOHBePTALUUA AaHHbIX.
bacTnoH-2 — Domination 1.2.1
[+] BbiBOA, BUAEOMNOTOKOB Yepe3 COBCTBEHHOrO KMEHTa.

[+] Nopaeprkka nepepaumn B AMK "BacTMoH-2" coobueHUn OT aHa/IUTUUYECKUX AETEKTOPOB
(nepeceyeHne nnHUK, OOHapy)KeHWEe nMUa, AETEKTOP OCTaB/AEHHbIX MNPeaMeToB W np.).
Moaneprkka aHaNINTUYECKUX AETEKTOPOB TPebyeT HaANYNA OTAE/IbHOW INLEH3UN.

Bactnon-2 — VideoNova B 1.2.1
[+] BbiBOA, BUAEONOTOKOB Yepes COOCTBEHHOIO KMEHTA.

[+] Noppeprkka nepepaun B AlMK "BacTMoOH-2" cOO6LLEHNI OT aHAZIMTUYECKUX AETEKTOPOB
(nepeceyeHne nMHUKM, OOHapyXKeHMe nuuUa, AETEKTOP OCTaB/IeHHbIX NpeamMeToB M np.).
MoaaeprKka aHaNUTUYECKUX AETEKTOPOB TpebyeT HaNMUNA OTAENbHOM NULLEH3UN.

[+] AobaBneHa BO3MOMXKHOCTb COXpPaHEHMA n3obpaxkeHnin B ypHan AMK "bactnoH-2" BmecTe ¢
cobbITUAMM pacno3HaBaHWA aBTOMOOW/IbHbIX HOMEPOB.

bacTnoH-2 — NHTennekt 1.2.2
[+] NoaaepxKa ao 15000 kamep. MoaKNOYEHME K OAHOMY cepBepy MHTenneKTa.

[*] OpairiBep nonHOCTLIO NepenncaH 6e3 ncnosb3oBaHUA ycTapesLnx bubanotek UTV.

2.1.2.22990 - 08.10.2018

CuctemHble

3ameHeHa CYb/ ¢ Oracle Ha PostgreSQL.

Moaynu «bactnoH-2 — Web-3asBKa» u «bactnoH-2 — UKC» moryT pabotaTb nog OC Linux.
[octyneH KoHBepTep B/ ¢ Bepcum 2.1.1 (Oracle) Ha 2.1.2 (PostgreSQL).

btopo nponycKos

Bonee ynobHasa peanusauma GyHKUMKM NOUCKA U yaaneHus ayb6aMKaToB COBAPHbIX 3HAYEHUH,
ybpaHo nvwHee ANanoroBoe OKHO.

bactnoH-2 — IHTennekT

Pa3spaboTaH HoBbIM ApanBep. CylLLeCTBEHHO MOBbIWEHA NPOU3BOAMUTENLHOCTb, A0OaBNEHa
noaAep*Kka pabotbl ¢ 6onbWIMM KoNnYecTBOM Kamep (ao 15000).



OrpaHunyeHuna

Ha momeHT BbiNycKa He noaaeprkusatoTca moaynun «bacutoH-2 — YPB lMpo» u «bacTUoOH-2 —
Pennukauma». Takke, CMUCOK MOAYNEN MHTETPALUN OTPAHNYEH CAeayoWMM:

e bactnon-2 — ELSYS;

e bactmon-2 — C2000;

e bBactnoH-2 — Peridect;

e bactnMoH-2 — lNyHKTMp-C;

e bacTMoH-2 —3aps;

e bBactnoH-2 —VideoNova;

e bBactnoH-2 —VideoNova B;

e bactnoH-2 — Domination;

e bacTuoH-2 — UIHTennekxr,;

e bactnoH-2 — OPC-cepsep;

e bactnon-2 — CC TMK;

e bactnoH-2 — baokxoct AC3I1;
e bactnoH-2 —lMacnopT;

e bactnoH-2 — NHaycTpmnanbHOe NUTaHUe;
e bactnon-2 — Web-3anBka;

e bactnoH-2 —TUH;

e bactnoH-2 — UKC;

e bactnoH-2 — MapuwpyrT.

OcTanbHble MoAyM ByayT BbINYCKATbCA OTAENbHO.

2.1.1.13760 - 05.09.2018

CncrtemHble

[o6aBneHa BO3MOXKHOCTb MOBOPOTA MMKTONPAaMM Ha NPOU3BO/IbHbIN yron ¢ warom B 1 rpagyc.
[JobaBneHa BO3MOXKHOCTb OTK/AOUYaTb MeHeaKep 6J10KMPOBOK.

JobaBneHa BO3MOXKHOCTb BbiBOAa Nonsa «Homep nponycka» Ha dopmbl doTomaeHTUDUKaALMN.
APM «[l'eHepaTop oTveTOB [1po»

B rnobanbHOM nowucke 1 B Tabamuax AaHHbIX yopaHa BO3MOXKHOCTb OTOOParKeHMA NacnopTHbIX
JaHHbIX nonb3osaTenen CRY/.

APM «btopo nponyckos»

,Cl,o6aBneHa BO3MOXKHOCTb O6'be,£I,MHﬂTb 3Ha4YeHnA B CNPaBOYHUKAX BPY4HYHO.



[lo6aBneHa BO3MOMKHOCTb BbiBOAa nNons «Homep nponycka» B WaboHbl NPOMNYCcKOB 1 Ha

dopmbl OTHETOB.

[ob6aBneHa BO3MOKHOCTb NOMCKA NO HaNMYNIO BUOMETPUUYECKMX CUTHATYyp. B Tabaunue

OCHOBHOIO OKHAa MOXHO BbIBECTU CTOﬂ6eLI,, 0To6pamarou.l,mﬁ UX Han4ne n tun.

bacTnoH-2 -Penankauma 1.4

Y6paHa perncTpo3aBMCcMMOCTb NP NOMCKE COOTBETCTBYIOLLMX 3anucen B LeHTpe 1 B duamanax;

Y6paHa perncTpo3aBuCcMMOCTb NP paspeleHm KOHGANKTOB;

Tenepb He penanumMpyeTca NPOCPOUYKa NPOMYCKOB;

McnpaeneHo noseaeHue onumu «MpaBo peaakTMpPoBaTb YyKMe NPOMycKa»;

JobaBneHa oTaenbHasA HacTpolika "PennmumnpoBaTb MSMEHEHMA YYKNX NPONYCKOB";

Pag BHYTPEHHUX M KOCMETUYECKUX UCNPABNEHUN.

2.1.1.13718 — 31.05.2018

CucrtemHsble

[opaboTaH mexaHM3Ma aBTOMEPEK/OYEHMA MNAHOB: MOCAE ABTOMEPEK/OYEHUS He
NPOUCXOANT LLEHTPOBKA Ha TPEBOXHOM YCTPOMCTBE, €C/IM NAaHbl 3adUKCUPOBaHbI UK
YCTPOMCTBO HaxoauMTcA B 061acTM BUANMOCTY;

B peaaktope nnaHoB Aob6aBneHa BO3MOXHOCTb KONMPOBATb TONIbKO OAWNH rpaduyeckuii
nAaH B CyLWEeCTBYOWMI Habop NNaHoB;

Obwmx HacTpolKkax [o0baBfeHa BO3MOMKHOCTb YKa3aTb, HYKHO JIM  Y4YUTbIBATb
HenoAaTBepPXKAEHHbIE COBbITUA NPU OTOBPAXKEHUN COCTOAHUA YCTPOMCTB Ha rpadnyYecKnx
nnaHax;

B KOH(I)VIpraTOpe cueHapumes AO6aB!'IEHa BO3MOXHOCTb Mnepemewatb CcueHapum B
rpynnbl YeEPE3 KOHTEKCTHOE MEHIO;

B KoHdurypaTope cueHapueB, B peaakTope niaHoB, B  KoHdurypaTtope
nepeonpeaenéHHbIX cobbiTnin o6aBAEHbl COPTUPOBKK NO andaBuUTy Npu oTobparkeHUn
CMUCKOB;

McnpaBneHa owmnbKa B cepBepe CUCTEMbI, U3-32 KOTOPOM NPU U3MEHEHUU dNEMEHTa
NniaHa He NPOMUCXOAMN0 COXpaHeHwe B B[, ycTaHoBneHHoro ¢nara «OTobparkaTb B
HOPMa/ZIbHOM COCTOSHUM Y.

APM «YPB [1po»

NcnpasneHa OLIJM6Ka, HE No3BOaABLWIAA BbINO/IHUTDL pquoi/'l nepepacyer OTpa6OTaHHOI'O
BpemeHn Ha OCHOBE OCHOBHOIO NPOTOKO/1a COObITUN.

APM «[l'eHepaTop oTveTOB [1po»

NcnpaBneHa owmnbka ¢ BbiIbopom noapasgeneHuin B Kputepmax otbopa gna otTyeTa;
WUcnpasneHa owmnbKa ¢ BbiIGopom onepaTtopos B KpUTepUAX oTbopa A4 0TYET];

YcKopeHa 3arpysKa Kputepmes oTbopa.



2.1.1.13698 — 28.04.2018

APM «bropo nponyckos»

B APM «Btopo nponyckoB» pAob6aBneHa BO3MOXKHOCTb HA3HAYeHWss OAHOMY MPOMYCKY
HECKONIbKNX YPOBHEM AoCTyna.

Takxke, B APM «Blopo nNponyckoB» BCTPOEH HOBbIA YHMBEPCANbHbIA MOAyAb PaboTbl ¢
6UOMETPUYECKMMM cumnTbiBaTeNsIMU. [oafepiKKa HOBbIX BWOOB CYMTbiBaTenel Tenepb He
notpebyeT 06HOBNEHWA OCHOBHOrO Moaynsa APM «Biopo nponyckos».

BbinonHeHne CueHapmen No pacrnmcaHMKo

[obaBneHa BO3MOXHOCTb BbINOAHEHUA cueHapueB AlNK «bacTMOH-2» nNoO BpemMeHHbIM
pacnucaHuam.

PacnucaHusa moryT 6bITb caeayrolmx Buaos: HegenbHoe, MecsauHoe, PasoBoe.

[Ns HeAeNbHbIX U MECAYHbIX PACMMCaHMA MOXKHO 334aTb AHWU HeAdeNn UM MecAla, B KoTopble
OHO BbIMOJIHAETCSA, C Y4ETOM KOPOTKMX U NPa3aHUYHbIX AHEN.

[InA Kaxa0ro cLueHapma MOXHO 3a4aTb HECKO/IbKO pacrnmncaHui.
Co3aaHMe OTYeTOB MO PACAUCAHUIO

Ana dopmupoBaHMA OTYETOB MO PACMMCAHUIO Tenepb UCMOAb3yeTcA BCTPOEHHbIM B cepBep
cuctembl AMK «BacTMOH-2» NAAHUMPOBLUMK 334aHWi. ITO NO3BOAIAET M3bexaTb npobnem
COBMECTUMOCTM C Pa3IMYHbIMKU BEPCUAM NNAHUPOBLLMKA onepaLoHHOMN cuctembl Windows.

dopmmMpoBaHME OTYETOB MO PaACNMCaHUIO TeNepPb BbINOIHAETCA TO/IbKO Ha CeEpBepe CUCTEMBI.
Moaaepka buometpum EnterfFace 3D

B npanBep «bactnoH-2 — ELSYS Bio» nobassieHa noaaepkka OBMOMETPUYECKUX CYUTbIBATENEM
reomeTpuu nnua EnterFace 3D, EnterFace 3D Gate.

Moaynb MHTerpaumm cuctemsl BuaeoHabatogeHma SecurOS

Opaiisep «bacTnoH-2 — SecurOS» BbINOAHAET 334ady MHTErpaumMm cUCTeMbl TeNEBU3MOHHOIO
BnaeoHabnaeHna SecurOS Premium c AMNK «bactnoH-2». NMogaepkusaetcs sepcua SecurOS
Premium 9.4,

MNepeyeHb OCHOBHbIX GYHKUNI ApanBepa:

® [IPOCMOTpP «KMBOrO» BUAEO OT BCEX Kamep C nomoLubto KaneHTtckoro MO SecurOS
Premium Ha paboyem mecTte AlK «bacTnoH-2»;

e 0TObparKeHMe NHTEPAKTUBHbBIX MUKTOrPaMM TeNeKamep U BUAEOPErncTpaTopos Ha
rpadmMyeckom nnaHe;

® POTOKO/NIMPOBaHME CObBbLITUI OT BUAEOKaHaNoB (OBHapyXKeHWe [ABUNKEHUSA,
nponagaHve / BOCCTaHOB/AEHME BWUAEOCUrHanNa, nponagaHue / BoCCTaHOB/EHMeE
cetn);

® MPOCMOTP BMAE0APXUBA;



® ynpasaneHue noBOPOTHbIMU BUAEOKaMepPaMM, BKIOYAA BbI3OB NpeayCTaHOBOK.

Mozy b MHTErpaLummn cUcTeEMbl BUAeoHabtoaeHns Trassir

Oparisep «bacTnMoH-2 — Trassir» BbINOAHAET 3af4adyy MHTErpaunnm cUCTeMbl TENEBU3MOHHOTO
BuaeoHabnoaeHma «Trassir 4.0» ¢ AMK «bacTMoH-2».

Npaiisep «bacTnoH-2 — Trassir» NnpeAocTaBAfeT caeayowme GyHKUUK:

® NPOCMOTP «XKMBOrFro» BMAEO ANA KaxXgoro n3 BuaeokaHasioB B OTAE€/IbHOM OKHE,;

e oTOOparKeHMe WHTEPAKTUBHbIX MWUKTOrPaMM Tenekamep W BUAEOPErncTpaTopoB Ha
rpaduyeckom nniaHe;

® NPOCMOTP BUAEO0APXMBA NO COBLITUAM;
® NPOTOKO/MPOBaHME COBObITUI OT AETEKTOPA ABUKEHUS;
e BbINOJIHEHWE CO3ZaHHbIX Ha CEPBEpPe CKPUMTOB;

e aBTOMaTMYecKoe ynpasneHue cuctemon no cobbitmam B AMNK «BacTMoH-2» (BblBOA
n306paxkeHnA TPEBOXKHOM 30Hbl HA MOHUTOP, BbIMO/IHEHWE MAKPOKOMAHA);

® yrpaB/eHne NOBOPOTHbIMU KamMmepamu NyTem nepekntovyeHna npeayCcraHoBOK.

Mozynb MHTErpaummn cuctembl BuaeoHabaoaeHms Axxon Next

Opaiisep «bacToH-2 — AxxonNext» BbINOMIHAET 33434y MHTErpaLumn CUCTEMbI TEJIEBU3NOHHOTO
BuaeoHabnoaeHua «AxxonNext 4.1.0» c AMK «bactnoH-2».

Apaiisep «bacTnoH-2 — AxxonNext» npefocTaBAseT cnegytowme GyHKUUK:

® [IPOCMOTP «XKMUBOIFro» BnAEO ANA KaxXgoro n3 sBMaeoKkaHaszios B OTAe/ibHOM OKHE,

® OTOOparKeHMEe WHTEPAKTUBHbLIX MUKTOrPaMM TeNeKamep W BUAEOPErUCTPaATOpPOB Ha
rpaduyeckom nnaHe;

® MPOCMOTP BMAEOAPXMBA NO COBLITUAM;
® MNPOTOKO/ANPOBaHME COBbITUI OT AETEKTOPA ABUKEHMUS;
e BbINO/IHEHUWE 33a4aHHbIX MAaKPOKOMaHA;

e aBTOMAaTMYECKOE YyMnpaBieHuMe cuctemon no cobbitam B AlMK «bacTuoH-2» (BbiBOA,
n306pakeHna TPEBOXKHOM 30Hbl HA MOHUTOP, BbIMNO/IHEHWUE MAaKPOKOMaHA);

® ynpaB/ieHNe NOBOPOTHbIMMU KamepaMu, NyTeM NepPeKNOYEHNA NpesyCTaHOBOK.

Moaynb MHTerpaumnm cuctemol BuaeoHabntogeHmna CVS

Opaiisep «bactnoH-2 — CVS MNnatoc» npegHasHaveH ana nHterpauum B AMNK «bactMoH-2» cuctem
BuaeoHabnoaeHua CVS. Opaiisep coemectnm ¢ CVS Center 6.9.6. MNepeyeHb OCHOBHbIX GYHKLNI
ApaiiBepa:



® MPOCMOTP «KMBOTO» BUAEO OT BCEX KAaMep B OTAE/IbHbIX OKHax Ha ntobom paboyem mecte AMK
«BbacTnoH-2»;

e 0oTObpaxkeHne MHTEPAKTUBHbIX MUKTOrPaMM TeIEKaMep;

® [POTOKO/IMPOBaHUE COBLITMIN OT BUAEOKaHaNoB (OBHapysKeHMe ABMMeHua, nponagaHue /
BOCCTaHOBJ/IEHME BUAEOCUTHAN], NponaaaHue / BoccTaHoBeHMe cBasu ¢ CVS Center);

e ynpasJ/ieHMe NOBOPOTHbIMU BUAEOKAMEPaMU;

e aBTOMaTUYeCKoe ynpaBieHWe cuctemon no cobbitmam B AMK «bacTtmoH-2» (BblBOA
n306paxKeHnna TPEBOXKHOMN 30HbI HA MOHUTOP);

e NPOCMOTP BUAEONHPOPMALMM (BUAEOAPXMBA) MO COOLITUAM.

Moaynb nHterpaumm CC TMK

Mogaynb «bactnoH-2 — CC TMK» npegHasHaveH ana nogkntodeHna AlMNK «bacTMOH-2» K cucteme
cbopa pe3ynbTaToB TEXHMYECKOT0 MOHWUTOPUHIA W KOHTPOAA OOBEKTOB TPAHCMOPTHOM
nHopacTpyktypbl (CC TMK).

OcHoBHOM dyHKUMEN Moayna asnseTca opmmnpoBaHme 1 nepegada cobbiTuin ot AMNK «bacTnon-
2» K CC TMK. B CC TMK nepegatotca cobbiTma oT chegytowmx nogemctem AMNK «bacTMoH-2»:

e Cucrtema BuaeoHabnoaeHus;

e CucTema KOHTPONA 1 ynpaB/ieHMa AOCTYNOM;

o  OxpaHHO-MNOXKapHas CUrHaNM3aUMS;

e CucTema NoXKapHOM CUrHaNn3auuu.
Mepepaya cobbITMM OCYLLECTBAAETCA MO NOAMUCKE, NapameTpbl KoTopoi onpeaensatoTcs B CC
TMK.

[ononHuTenbHO, ApanBsep NPeaoCcTaBAAET BO3MOXKHOCTb BPYYHYHO ONpeaenTb, Kakne cobbiTma
AlK «Bactmnon-2» byayt nepeaasatbea B CC TMK B KauecTBe MHLUWUAEHTOB.

Opaiisep AlNK «BbactnoH-2 — CC TMK» He nepeaaet B CC TMK BMAeONOTOKM.

2.1.0.13690—-21.11.2017

BbigeneHHbI cepBep obopyaoBaHMA

B Bepcum 2.1 moaynu MHTErpaumm BbiHECEHbl U3 KAMEHTCKOro MpUAoXeHus Bastion.exe u
paboTaloT Ha cepBepe 0b6opyaoBaHMA Be3 Nonb3oBaTeNbCKOro MHTepdelica. Bastion.exe Tenepb
ABNACTCA KIMEHTCKUM MPUIOKEHNEM.

daKTnyecku, ,D,pai;IBepbl BbIMOJIHAIOTCA KaK oTAenbHble npoueccbl. M3 3Toro BbITeKaloT
cnegyrowme UsSMmeHeHunA:

e Bce apaliBepbl CTapTyHOT NPM 3aMyCKe KOMNbOTEPA, A0 BXOAA MO/Ib30BaTENS B CUCTEMY.
3anyck ApanBepoB NpomnsBoauT ciyxba BAgentSvc.

e Kaxabli TN apaliBepa paboTaeT B oTAeNbHOM npoLlecce ¢ MMeHem Bastion.DriverHost.
Ecnun B cucTeme HECKONBKO OAHOTUMHLIX ApanBepoB (Hanpumep, 2 apaiBepa Peridect),
TO OHM byayT paboTatb B ogHOM npouecce. lepe3anycTUTb OTAENbHO Kaxablil M3
OAHOTUMHBIX APANBEPOB HENb3A, TONIbKO BCE BMECTE.

e [lepe3anyck KAMEHTCKOro NpUNOXKeHua Bastion.exe Tenepb He 6yaeT npuBoauTb K
nepesanycky ApainBepoB obopyaoBaHuA. [nA nepesanycka apanBepoB pobasneHa
cneumanbHan dopma «YnpaBneHue ApailiBepamu» Ha BKnaake «[pansepbi». Bce



ApaliBepbl MOXKHO 3anyckaTb / OCTaHaBAMBATb OTAENbHO, HE BbIXOAA U3 NMPUIOXKEHUSA
APM OnepaTopa, B TOM YMcne yaaneHHo.

e CepBep 0bopyAOBaHMA U cepBep CUCTEMbI MOTyT paboTaTb H6e3 3anyLeHHOro Ha HuUX
moZayna Bastion.exe, To ecTb — 6€3 N0/1b30BaTENIbCKOrO UHTEPENCA.

PacwmnpeHHbI GYyHKLMOHAN CepBepa CUCTEMbI

CepBep cuctembl cTan obpabaTtbiBaTb CylleCTBEHHO 6onbluee 4YMCAO oOnepauui, 4em B
npeablaywen sepcumn. B uncne onepaumii, BbINOJIHAEMbIX YEPE3 CEpPBEP CUCTEMBI, B Bepcumn 2.1
pobassieHbl:

e Bce onepaunn no pabote c gaHHbIMK ApaliBePOB 060PYA0BaAHUS;

e Onepauuun no paboTe c AaHHbIMM NO HACTPOMKaAM cucTeMbl (0bLLME HACTPOMKM, onepaTopsl,
npodunam onepaTopoBs, HACTPONKM COBBLITUI N peakumMii, 06nacTn KOHTPOAA, FPYNNbl YyNpaBAeHUs
oXpaHoit);

e CMHXpPOHM3AUMA BPEMEHMU;

e PaboTa noacucTembl rapaHTUPOBAHHOM A0CTaBKM U3MEHEHUI;

e PaboTa nnaHMPOBLUMKA YPOBHEN A0CTYNa;

e PaboTta mexaHu3Ma 06paboTKM BPEMEHHbIX KapT C UCTEKLLIMM CPOKOM AENCTBUS;

e  3anyck cueHapues Mo cobbiTuAMm;

e LDAP-asTOpM3aums;

e [IpoBepKa NOJIHOMOYMI NO/Ib30BATENEN.

HoBbIM MOAY1b MPOTOKO/IMPOBAHMSA

HoBbii Moaynb o06nagaeT CyLLeCTBEHHO MOBbIWEHHOW HaAeXHoCcTbio npu  notepe /
BOCCTAaHOBNEHWUM CBA3M € 6a30M AaHHbIX. Bce cobbiTMA, KOTOpbie He MOTryT 6bITb Cpa3y 3anuMcaHbl
B UeHTpanbHylo BJl, Kawupyotca B nokanbHor Bl SQLite. PaHee anA nokanbHOro Kalia
MCNOb30BaIUCb NPOCTble TEKCTOBbIE (alinbl.

BﬂOKVIpOBKa napaanejibHblX N3MEHEHUN

B 2.1 nobaBneH meHeKep 6JOKMPOBOK Ha YPOBHE AApa CUCTEMbI. TO CTb, MPUNOKEHNSA UMEIOT
BO3MOXHOCTb 3a6/10KMPOBATb OAHOBPEMEHHbIE M3MEHEHWSA AaHHbIX HA Pa3HbIX Ppabounx mecTax
WNK B pasHbIX Npoueccax Ha og4HOM paboyem mecTe.

Tenepb cuctema cpasy 3absoKMpyeT OTKpbITUE GOPMbl PEeSAKTUPOBAHUA, €C/IM U3MEHEHUs
NPOBOAATCA rae-To elye.

VI3MeHeHMs B cUCTeEMe pasrpaHnyeHmnsa 4ocTyna

HacTpolika pgocTyna K pasHbIM  MPUIOXKEHUAM Tenepb BbliNoaHAeTcA ans  [pogunel
ornepamopos, a He OTAENbHO A/1A KaXKA0ro onepaTopa.

[obasneHa noanepKKa pasrpaHUYeHUin 40CTyna ONepaTopoB K nogpasgeneHnam. Hactpoika
npounsBoAMTCA Ha ypoBHe [Ipoguneli onepamopos. PasrpaHunyeHne pabotaer 8 APM Bropo
nponyckos, B APM VYPB-Mlpo, a TakxXe B OKHe rno6anbHOro noucka nepcoHasna BO BCEX
NPUNOXKEHMAX, A TaKXKe B OKHE MOMUCKA MeCTOHAxXoXKAeHUA nepcoHana. B APM OnepaTtopa atu
pasrpaHUYeHnA Ha TEKYLLMMA MOMEHT HE NCNONb3YHOTCA.

Tun cobbITMiA (WUTAaTHOE, TPEBOXKHOE, HEMCMPABHOCTL) TEMEPb ONPEAENAETCA UX MPUOPUTETOM.
To ecTb, B HacTpoilKe MPUOPUTETOB COBLITUI TEMepb MOXKHO YKasaTb, YTO Bce cobbiTMA C
3af@aHHbIM NpuopuTeTom byayT 06pabaTbiBaTbCsA, HANPUMEP, KaK TPEBOTW.



Noaaep*ka LDAP-uaeHTUdUKaLMN

B Bepcumn 2.1 pobaBneHa BO3MOMKHOCTb aBTOopmu3aummn yepes LDAP-cepsuc (B Tom uncne, Active
Directory). Mpu 3TOM MmetoTCA creaytowme BOSMOXKHOCTU:

e ABTOpM3aLMA MOXKET NPomn3BOANTbCA Yepes ntoboi LDAP-cepBep (B TOM Yncne, yCTaHOBAEHHbIM
Ha Linux), He TonbKo Yepe3s Active Directory.

e [lpoBepKa MmeHM / napona Nonb3oBaTeNa NPOU3BOANTCA TOIbKO Yepes cepBep cucTembl. TO ecTb,
coeanHaetca B LDAP-cepsepom 1 onpegensaeTt npasa N0/b30BaTeNA TO/IbKO CepBEP CUCTEMBbI.

e [lonb3oBatenu, pobasneHHble 4yepe3s LDAP, He WMelT BO3MOMKHOCTM aBTOpU3aAUMU B
npunoxeHunsx bactmoHa 6e3 nposepku no LDAP.

CueHapuii ICNONb30BaHMA, NPU BKIOYEHHOM U HAacTpoeHHOoM LDAP-aBTopuM3auunm:

Mpwn 3anycke bacTMoHa oTobBparkaeTcA OKHO BBOAA NOrnHa / napons. Mocne BBOAA AAHHbIX,
CHayana NpoBepsieTcs, ecTb M TaKoM Monb3oBaTenb / Nnaponb B bacTMoHe. Ecan ecTb Takow
nonb3osBaTenb U OH gobasneH He yepe3 LDAP - Bxon npousBoautca nod HUm. Ecam Her -
NOTWH/Napoab OTNPABASAETCA HA CEPBEP CUCTEMbI, CEPBEP CUCTEMbI MPOBEPAET N0/Ib30BaTENA N0
LDAP. Ecam nonb3oBaTenb € 3agaHHbiM naposaem cyuwectsyetr B LDAP, n Bxoaut B rpynny
nonb3osBaTenen AMNK "bactnoH-2", To emy npepoctaBndeTca AOCTyn K npunoxkeHuam AMNK
"BacTMoOH-2" (CNMCOK paspelleHHbIX NpuaoxKeHnin nposepaetca no b4 AMK "Bactnon-2". Ecaun
nonb3osaTtena LDAP, umetowero nonHomouma Ha paboty B bactnoHe, HeT B b/ AlNK "bacTnoH-
2", T0 OH Tyaa pobasnsetcs.

OrpaHunyeHuna:

1. [AsyxdaKTopHaa aBTOpM3aumaA He NoaaepKuBaeTca.
2. Tpwv 3anycKe NpuaoXeHUI bacTMoHa-2 NoNb30BaTe /b A0NKEH BBECTU IOMMH / Maponb, AaXe ecau
HacTpoeHa aBTopu3auma Yyepes LDAP.

HacTtpoikn LDAP-naeHTMdUKaymm npomnssoaatca B « O6LMX HACTPOIMKax» CUCTEMBI.
MoacncTtema rapaHTMPOBAHHOW AOCTaBKM M3MEHEHW N
MNoacucTema NONHOCTLIO NepeHeceHa Ha cepBep CUCTEMBbI.

[ob6aBneHa noapep’kka rapaHTUPOBAHHOM AOCTaBKM M3MEHEHWIM MO epynnam ynpasaeHus
oxpaHod.

BO3MOXHOCTb aBTOMATM3aLMMN OYUCTKM YCTapeEBLUMX AaHHbIX 13 B/1

[obaBneHa BO3MOXKHOCTb rMOKOIM HAaCTPOMKM aBTOMATMYECKOTrO yaaneHua us bl yctapeslumnx
[AaHHbIX. HacTpauBaeTca NepuoAMYHOCTb M BpemMsa BbINOJHEHUsA onepauuu. OTaenbHo Ans
pa3HbIX FPyMn AaHHbIX €CTb BO3MOMHOCTb YKa3aTb Nepuof, 3a KOTOpbIM crenyeT OCTaBAATb
AaHHble B B/, (0T ogHOro mecsua o 3-x neT). BoaMoXKHO aBTOMaTUYECKOe yaaneHue cienyoLmx
rpynn AaHHbIX:

e CobbiTna Bxoaa / BbIxoAa;

o Uctopua nameHeHuA gaHHbIX;

e LlitaTHble cobbITUS;

e TpeBoXHble cObbITUS;

e HewucnpaBHOCTY;

e Cob6bITMA C NPUOPUTETOM HeE Bblillie 3a4aHHOrO.



HoBbI Moaynb rpaduKm

Mopgynb rpadukn 6bin BblIHECEH B OTAE/bHbIM npouecc. Kntoyesoe MameHeHue B rpaduke —
BO3MOYHOCTb OTKpPbIBAaTb OL4HOBPEMEHHO HECKOJIbKO OKOH C NnaHamu. Takum 06paszom, MOXKHO
3¢$PEKTUBHO MCMNO/Ib30BATb HECKO/IbKO MOHUTOPOB A1 BbIBOAA NAHOB. [LONO/HUTE/IbHbIE OKHA
rpadukmn He 061a[atOT 3aKNagKamK. MepekatoyeHme NNaHOB NO TPEBOTe NPOU3BOAUTCA TONbKO
B OCHOBHOM OKHe bactmoHa. Ecnn Heobxoammo, 4Tobbl KakuMe-TO NaaHbl OTO6paKanuch
NOCTOAHHO, MX MOXHO BbIBECTU B OTAE/IbHbIX OKHAX M PACMO/IOKMUTb Ha 9KpaHe Kak TpebyeTcs.

HacTpoiika  pacnonoxKeHmss  OKOH  rpaduKM  COXPaHAOTCA  JIOKaZibHO B danne
<Bastion2>\grRegularProperties.xml. [Ona Ka)goro onepatopa COXPAHAKTCA OTAe/bHble
HACTPOMKM.

[JononHuTeNbHblE BOSMOXKHOCTM HOBOTO MOAYNA rPadUKM BKAOYAIOT:

1. BO3MOMHOCTb 3a4aTb HECKO/IbKO MMEHOBAHHbIX MNPeayCcTaHOBOK ANA Ka)KAoro naaHa w
NepeKkNtoYaTbCa MeXay HUMM.,

2. BO3MOXKHOCTb MOBOPOTA NtO6bLIX NUKTOrpamm B Ntobom u3 8 HanpaBneHuid. MoBopaunBaeTca
Tenepb BCA MMKTOrPamMma, a He TONIbKO e€ CoAepsKMMOe.

3. Pefaktop niaHoOB — Tenepb 3TO OTAENbHAA YTUAUTA B KOMMNIEKTe nocTaBku AlMK «BbacTroH-2».
Henb3a ogHOBpEMEHHO PeaaKTUPOBaTh MAaHbl C HECKO/IbKUX Ppaboumnx MecT.

4. BO3MOMHOCTb BPYYHYIO BBECTM KOOPAMHATbl MMKTOrpaMmbl, YTO MO3BOJIAET, HaNpumep, Jerko
BbIPOBHATb MUKTOrPaMmbl.

HoBbIM moaynb GOTOUAEHTUPUKALMN

[obaBneHa BO3MOMKHOCTb OTODOparkeHMA p[aHHbIX 06 aBTOTpPAHCNOPTE W MaTepuanbHbIX
nponyckax B OKHax ¢otonaeHTudukaumm. PaspaboTaHbl cneumasnbHble LWABNOHbI OKOH
boToMaeHTUDMKALUMM AN MaTepPUasIbHBIX M TPAHCMOPTHbBIX NPOMYCKOB.

[lobaBneHa BO3MOXKHOCTb NOATBEPKAATb AOCTYM NPSAMO U3 OKHa GOoTOMAEHTUDUKALMMN.

HacTpolikn oTobpaxkeHus OoKOoH ¢oTonaeHTUPMKaLMM Tenepb NPUBA3aHbl K KOHKPETHOMY
pabouemy mecty, a He K npoduato onepatopa.

doTomaeHTUPUKaLMA Tenepb BbINOJIHACTCA B OTAE/1bHOM npoLecce.

doTtonaeHTUPMKaUMa KawmnpyeT poTorpadpum NoKasibHO, NOSTOMY Npu notepe cBA3m ¢ bl oHa
NPOAONKMUT paboTaTb.

Pa3paboTaH HoBbIN peaakTop ¢opm doTonaeHTUdUKaLUN.

APM OnepaTopa

OnepaTMBHbIE OTYETHI

[JobaBneHa BO3MOXKHOCTb ObICTPO MNOYYUTb OTYET O COOLITUAX MO BbIBPAHHOMY YCTPOMCTBY MM
nepcoHe n3 APM Onepatopa. [elictBue «OTYeT NO YCTPOMUCTBY» AOCTYMHO M3 KOHTEKCTHOrO
MEHIO TEeKylWMX CcoObITU, a TaK¥e M3 KOHTEKCTHOrO MEHI0 MUKTOrpaMm YCTPOMCTB Ha
rpaduueckmx nnaHax. OTYET NO NEPCOHE MOXKHO NONYUYNTb Yepe3 KOHTEKCTHOE MEHI0 cobbITUA C
3TOM NepcoHoOM, a TakKe M3 dpopmbl «[TOUCK NepcoHana».

B KOHTEKCTHOM MEHIO Cpasy Xe npegaaraeTca BbibpaTb Nnepmnog BpemeHu, 3a KOTopbin TpebyeTca
cbopmmpoBatb oTYET (MocneaHuit Yac, nocnegHue 3 Yaca, CerogHs, BYepa, BYepa U CEeroaHs, ¢
Hayana Hepenun, € Hayana MecAua). B ¢dopme onepaTMBHOro OTYETAa MOMKHO 334aTb
NPOW3BOIbHbIN NEepNos BPEMEHM.



HO,EI,TBepH(ﬂ,eHMe C KOMMEHTapmnem

[JobaBneHa BO3MOXHOCTb KaTeropMpoBaHMA COObITUA Npu noaTBepKAeHuu. Tenepb npwm
NoATBEPKAEHMM MOXKHO YKas3aTb MNPUYMHY cobbiTva (BbIGOP M3 CnNpaBoOYHMKA), a TaKkKe
KOMMEHTApPUI K COBbITHUIO.

PexXnm noaTBEPKAEHUA C KOMMEHTapUEM BK/IOYaEeTCA / BbIKNOYAETCA 414 Kaxaoro npoduna
onepatopa oTAeNbHO. NpKn BKAKOYEHUM 3TOTO peMma onepaTop 06s3aH BbIOMPATb NPUUUHY
TPEBOXKHOTO COOLITUA NPU NOATBEPKAEHUMN.

B CnpaBoOYHUNKE NPUYHH cobbITM NO YMOIHaHUIO onpeaeneHbl cheayrowme 3Ha4eHUA:

e [lpoHUKHOBEeHMWe / cobbITME B 30HE KOHTPONSA;

e Jlo)KHaA TpeBora;

e YyebHas TpeBora;

e HewncnpaBHOCTb B 30HE KOHTPONS;

e ABapusa BHeLWHEero 3/1eKTPoNnTaHus;

e Cabortax;

e PernameHTHble paboTbi;

e PeMOHTHO-BOCCTAaHOBUTE/bHbIE PAaboThI;

e UcnbiTaHne obopyaoBaHus;

e [lpupoaHble ABAEHUA / KUBOTHbIE B 30HE KOHTPOASA;
e HenpegHamepeHHOe noBpexKaeHWe 060pya0BaHMA.

CnpaBOYHUK pefaKTMpyembli U AOCTyNeH Ha BKaaake «KoHdurypaumay.
[NoAcyéT nepcoHana

PaHee MNOACYET MPOM3BOAMACA MO YUCAY MPOMycKos. Tenepb CYUTAOTCA MepPCoHbI. TaKUM
obpasom, 6onee KOppekTHO obpabaTtbiBaeTcA CUMTyaums, Korga OAHOMY YeNOBEKY BblAAHO
HECKO/IbKO MPOMYCKOB.

JToKanbHble HAaCTPOMKM

B meHio «KoHdurypauma» gnobasuaca nyHKT «JlOKanbHble HACTPOMKM». 3a4eck cobpaHbl Bce
HACTPOMKM, KacatoLLMeCcs KOHKPETHO TeKyLero paboyero mecrta. 3T HaCTPOMKM He NPUBA3AHbI K
onepatopam u nx npopunam. Croaa BXxoaAT:

e ABTO3anyck;

e PacwwnpeHHaa 6e3onacHOCTb;

e CuCTeMHble HacTPOMKK rpadumku;
e PacnonoxeHue ¢aiinos;

e CToporKkeBol Tanmep;

o  ®doTomaeHTMdUKaLUS.

HacTpolika cugHapues

,Cl,o6aBneHa BO3MOXHOCTb KOMMPOBAaHNA MMEKLWLNXCA CUEHAPUNEB.

CKYQ

BO3MOXHOCTb NPOrpaMmHOro noarsepxXgeHna AocTtyra

Ona CKY[ ELSYS pobaBneHa BO3MOXHOCTb MPOrPaMMHOro MNOATBEPXKAEHMA AoCTyna. JTa
BO3MOXHOCTb MOXET ObITb MCNO/Ib30BAHA B CAEAYIOLWMNX CAYyYanAX:



1. TpebyeTtcsa noATBepKAaTh AOCTYM, HAXKMMAA KHOMKY B OKHe GoTonaeHTUDUKaLMK.

2. TpebyeTca nonyyaTb NOATBEPXKAEHME AOCTYNA U3 BHELHUX MPOrPaMMHbIX cucTem. Takol pexum
MOXKeT ObITb peasin3oBaH C Ucnosib3oBaHnem moayns «bactmoH-OPC-cepsep». Mpu nonyyeHun
cobbiTna «TpebyeTca noATBEPXKAEHWE [OCTyNa», BHEWHAS CUCTEMA MOMKET NPOU3BECTU
Tpebyemble NPOBEPKU U BblAaTb KOMaHAy «lNoaTeepamTb gocTyn» unm «OTKasaTb B AOCTyMe».

3. KomaHapl ynpasneHus «Moatsepautb Aoctyn» uam «OTKasaTb B AOCTyNe» Takxe MOoryT 6biTb
MCNo/1Ib30BaHbl B annapaTe peakunit Ha cobbiTuA.

[na Toro, 4ytobbl NonyyaTb cobbiTna «TpebyeTca NnoATBEPKAEHME A0CTYNa», cieayeT co3aaTtb
npodunb nepcoHana apamsepa ELSYS, ana koToporo 6yayT ykasaHbl nonaHomouuma «Jdoctyn ¢
noaTeepxaeHMem». Nocne 3Toro cnenyet HazHAuYUTb 3TOT NPoduab NPONYCKam, AN KOTOPbIX
AOJ/IKHO TpeboBaTbCA NOATBEPKAEHME [OCTYNA.

Mpu nonyyeHnn cobbitua «Tpebyetrca noATBepXKAEHME AOCTyMa» W HaCTPOEHHOM
doTonaeHTMdUKaumm, cuctema BbiBedeT OKHO poTonaeHTUPUKaunm c KHonkamu «MoatesepanTb
aoctyn», «OTKasaTb B 4OCTyne».

APM Btopo nponycKkos

CpOKM AeMCTBMA BPEMEHHbIX MPOMYCKOB

[JobaBneHa HacTpoiKka «CpoK AencTBMa BpemeHHoro nponycka» (biopo nponyckos — Ob6uime
HacTponkm — CpoK paeincteusA). HacTpoMKa BAMAET HaA CPOK AENCTBUA MPOMYCKOB,
YyCTaHaB/IMBAEMbI NO YMONYAHUIO.

Takxe HaCTpanBaeTca U CPOK AEVICTBMH MOCTOAHHbIX NPONYCKOB, €C/N BKAKOYEH pPEXUM
orpaHn4YeHnAa nx cpoka ,u,eﬁcnavm. Bo3moxeH Bbl60p 13 cneayroumnx BapmnaHToOB:

e Jlo KOHLUa Hegenw;

e Jlo KOHUQA mecAaua;

e Jlo KOHUa roaa;

e [lonHaAa Hepens;

e [lonHbIN mecaw,

e [lonHbi rog;

e [Ipon3BONbHOE YNCNO AHEN.

MonHoMoumA no paboTe ¢ ypOBHAMM A0CTYNa

YnpouweHa cuctema pasrpaHMyeHMa goctyna npu pabote ¢ ypoBHamu pgoctyna CKYA.
Ob6beanHeHbl HAcTPOMKM «OnepaTop MOXKET Ha3HayaTb npoctble YA» n «Onepatop MOXKeT
Ha3HayaTb cocTaBHble Y[» B oaHy «OnepaTop MOXKeT HasHavyaTb YPOBHM goctyna». YaaneHo
nosHomoume «Co3gaHune coCTaBHbIX ypoBHeN focTyna». OCTaBAeHO TONbKO obLee NnosHOMouMe
«PepakTnpoBaHue ypoBHeln AoCTyna.

APM [eHepaTOp OTYETOB

[JobaBneHa BO3MOXHOCTb MPOCMOTPa COObITUA NO 31EeMEHTaM, YAANEHHbIM U3 TEKYLLEN
KOHOUIypauumn cuctemol (Mpu BKAOYEHHOW noacucteme «bacTUoH-2 — Ayant»).

[obasneHa noaaepKka otobparkeHme AaHHbIX B OTYETAX C Y4ETOM UCTOPUM UX U3SMEHEHUI (Npm
BKAtOYEHHOW noacucteme «bacTnoH-2 — Ayant»). Hanpumep, ecam y cotpyaHuka c 01.08.2016
cMeHunacb pamunma c MiBaHoBom Ha lMNeTpoBy, To oT4éTax 3a nepuog Ao 01.08.2016 oHa byaer
oTobparxaTbcaA co cTapont pamununei, B 6onee CBEXKNX OTYETAX — C HOBOW.



N3meHeHa 1 caenaHa bosiee yaobHol lornka GopmMUpoBaHMA Kputepmnes oTbopa cobbiTuit ans
OTYETOB:

o Kputepmmn «O6beKTbI» U «CobbITUA» 06begMHEHBI B OAUH 00NN KpUTEPUIA;

e YnpolleHa ycTaHoBKa GUAbLTPOB MO TMNam cobbiTMin (COBbITUA C KapTamMu AO0CTyna, LITaTHble,
TPEBOKHbIE, HEMCNPABHOCTH);

e [lobaBneHa BO3MOXKHOCTb Bblbopa cobbITUM, NOATBEPKAEHHbLIX (AU He NOATBEPKAEHHbIX)
KOHKPETHbIMM NONb30BaTENSAMU;

e [losiBMNacb BO3MOMKHOCTb YCTaHOBKM GUALTPOB MO ApaliBepam, nogxntodeHHbim yepes MLUH-
cepsep.

e peann3oBaHa BO3MOMHOCTb coyeTaHMA OUALTPOB MO MNOAPA3AENEHMAM U MO KOHKPETHbIM
COTPYAHUKaM;

e PeanusoBaHa BO3MOMKHOCTb BblbOpa COOLITUI NO OTAENbHbIM MPOMYCKamM AJ1A COTPYAHMKOB C
HECKOJIbKMMM NPONYyCKamMu;

e BBeaeH AONO/HUTENbHBIN GUABLTP MO TUNY NPOMYCKa (Bce NPOoMycKa, TONbKO NOCTOSHHbIE, TOIbKO
BPEMEHHbIE, TONIbKO Pa3oBble).

PaclwmpeHbl BO3MOMKHOCTM MONYYEHUA CTAaTUCTUYECKUX OTYETOB. Ternepb MOMKHO MONYy4YUTb
MHPOPMALMIO O KO/IMYECTBE BO3HMKLLUMX CODOLITUIA B PasHbIX pa3pesax C NOMOLLbH HOBOMO
wabnoHa «YHMBEpCanbHbI CTAaTUCTUYECKMI oOTyeT». B 3TomM wabnoHe ponyckaetcs
NCNONb30BaHME KpuTepmnes oTbopa — MO KOHKPETHOM NepPCcoHE, N0 KOHKPETHOMY YCTPOWCTBY, NO
KOHKpeTHOMY onepaTtopy. 3HaunTeIbHO YCKOpPeHO GOpMMPOBaAHME CTAaTUCTUYECKMX OTYETOB 33
cYeT ONTMMM3ALLUMN ANTOPUTMOB.

CpenaHo bonee yaobHbiM oTobpaxkeHWe oT4éToB. B OTYETax Tenepb oTobparkaeTca NosHoe
HaMMeHoBaHWe NoApasAeeHUN, C YYETOM BCEX POAUTENLCKMX Y3N108B. TaKKe, B OTYETaAX Tenepb
MOXHO Pa3/INYNTb, OT KAKOTO MMEHHO 3K3eMNAAPa ApaiBepa NPULAO cobbITUE, ECAN B CUCTEME
NPUCYTCTBYET HECKONIbKO OAHOTUMHbBIX APaiBEPOB.

Ha naHenb «OcHOBHble onepauum» p[o06aBneHbl KHOMKM AnA ObICTPOro Bbi30Ba (PYHKUMMA
dbopmMunpoBaHMA Tabaumupbl M neyaTHOM popMbl OTYETA.

,£I,o6aBneHa BO3MOXHOCTb rpynnoBoro yaaneHna no/ib30BaTe/IbCKNX OTYETOB.

PeannsoBaHa BO3MOYHOCTb NPOCMOTPaA pe3y/1bTaToB BbIGOPKM B Tabaunue nam neyatHon popme
6e3 npenBapUTENBHOIO COXPAHEHUA OTYeTa.

PaclwimpeHbl BO3MOMKHOCTU PacCbiIKM OTYETOB MO pacnmcaHuio. Tenepb ecTb BO3MOXHOCTb
OTNpPaBAATb OTYETbI HE NO eAMHOMY agpecy, a No MHAMBUAYANbHbIM ANA Ka)KAOro OTYETa
CMMCKaM PacCbIIKU.

YYéT paboyero BpemeHu

[JobaBneHa BO3MOMKHOCTb Y4YMTbIBaTb paboyee Bpems MO COObITUAM, MepedaHHbIM Yepes
«bactnoH-2 — MUH».

C,u,enaH bonee NOHATHbIM MeXaHU3M 3aHeceHusa MHTEPBAJIbHbIX CXeM ANA HOYHbIX CMEH.
bacTnoH-2 — AyamTt
[JobaBneHa BO3MOXHOCTb MPOCMOTPA U3MEHEHWI NO TPAHCNOPTHBLIM MPOMNYCKaMm.

Peann3oBaHO COXpaHEHME UCTOPUYHbLIX AAHHbLIX AAA HAa3BaHWN OPraHM3auUUn U 3K3EMNAAPOB
ApaiiBepos.



[pansepsbl
Hpaneep «bactnoH-2 — SNMP cepBep»

Apaneep «bactnoH-2 — SNMP cepBep» nossonseTt nepegasatb cobbitna AMNK «bactmoH-2» Bo
BHeWHNe cuctembl vyepes nHtepderic SNMP. Mogaepkmnsatotca sepcun 1, 2 1 3 npoTokona
SNMP. Tak:Ke, yepes 3TOT ApaliBep BOSMOXKHO M ynpaBaeHue yctpoiicteamm AMNK «bacTMoH-2».

B uenom, pyHKUuMoHan aparisepa aHanormyeH «bactmon-2 — OPC cepsep».

Hosoe npunoxeHune «MHbopmauma o cucteme»

MpunoxeHune nepenuncaHo Ha C#. Obnagaet 6onbluert cTabUNbHOCTbIO M CKOPOCTBLIO PAbOTHI.

2.0.6.13645 -07.02.2017

ynpaBneHme cXemamm

YnydweHa nogcmuctema yaaneHua CcrapbiX fgaHHbiX w3 BJ. [lloBblweHa HafEXHOCTb U
CTabUNbHOCTb CUCTEMDI.

[eHepaTOp OTYETOB [1pO

B popmy oTuéToB A06aBNEH BbIBOA MMEHWN IK3EMNAAPA ApanBepa.
MoacucTema rapaHTMPOBAHHOW AOCTaBKM M3MEHEH M

NcnpaBneHbl OWWMOKM Npu onepaumnsax rpynnoBoro npoaaeHma nponycKkos.
[loceTuTenn Ha TeppUTOpPUM

NcnpaBneHo oTobparkeHne nona «Bpemsa OKOHYaHUA AeUCTBUA NPOMNyCKay.
bacTMOH-2 — IHTenneKkT

ﬂ,06aBl'IEHa BO3MOXHOCTb Bbl60pa NOTOKa AnA 3annucu no KaH(,D,OVI Kamepe oTAeNbHO.

CncrtemHsble

CoBMecTMMOCTb C Nporpammoit KoHsepTtaumm b, AMNK «bactnon» 1.7.

2.0.6.13615—-07.12.2016

[lonck nepcoHana

e [lobaBneHa BO3MOXHOCTb cbpoca MWHPOPMALMM O MECTOMOJIONKEHUN NIOAEN,
Haxo4ALMXCA HA TeppuTopmm bonee 2-x CyToK.

e T[loacyer Ntoaei Ha TEPPUTOPUM OCYLLECTBIAETCA MO NEPCOHAM, a He Mo NPOMNyCKam.
e B dopme «lMoceTutenn Ha TeppuTopmmn» Tenepb oTobpakaerca NnpuriacusLlee muo.
paduka

[lobaBneHa BO3MOXHOCTb BPEMEHHOTO OTKIKOYEHWUA aBTOMATUYECKOrO NepeKkNtoYeHns NaaHoB
no Tpesoram.



[eHepaTop oT4ETOB [1pO

[JobaBneH BbiBOA B OTYETAX MOJIHbIX Ha3BaHWM OpraHU3auMi U noapasfeseHUn C Yy4ETOM
BJ/IOXKEHHOCTM.

BactnoH-2 — Peridect

O6HoBneHa Bepcus aparisepa go 1.0.6.

B sTolh Bepcumn fobaBneHa BO3MOXKHOCTb HAacTPOWKK Taimaytos COM-nopTos.

bacTnoH-2 — [yHKTKp-C

B ycTtaHoBWMK nobasneHa sepcua aparisepa 1.0.2.

2.0.6.13589-07.11.2016

Cuctema NpPOTOKONIMPOBAHNSA CODBITUI

3HaunTeNbHO YCKOPEHa NpoLeaypa NOATBEPKAEHUA COObITUN.

McnpasneHa owmnbKa, M3-3a KOTOPOM YacTb CObbLITUI He 0Tobparkanacb B OTYETAX.

2.0.6.13581 - 22.09.2016

JInueHsnposaHme
YCKOopeH npouecc noay4yeHusa 1 NPOBEPKMU CMUCKA IULLEH3UIA.
YnpasneHune cxemamm b/l

YCKOpeH MexaHM3M OYUCTKM YCTapeBLMX COBbITUIN U3 NPOTOKONA.

2.0.6.13577—-16.08.2016

YnpasneHune cxemamu b/l
e [lopaboTaH MexaHW3M OYMCTKM YCTapeBLUMX AAHHbIX B MPOTOKOE CObbITUN;

e [lobaBneHa BO3MOXKHOCTb OTOBpaykeHMa pasmepa TabinyHbIX npocTpaHcTe B/, a Takxke
obbekToB cxembl B/ (Tabnauuy, n nHAEKCOB).

JIvueH3snpoBaHume

JobaBneHa nogaep:xKa nnueH3nmn bactmon-2—Benkam.

APM OnepaTopa

[opaboTaH mexaHM3M BO3BpaTa NPoOnyckoB ¢ popmbl GOTOUAEHTUDMKALMM U NO CLLEHAPMUIO:
ncnpasneHa owunbKa, Npu KotTopoi nHpopmaums o Bo3BpaTe MPOMycKa Moraa He nonactb B
KOHTpOANEpbI.



APM «bropo nponyckos»
e [lopaboTaH MMMNoOpTa AaHHbIX O MepCOHane HanpAMyto B Tabaunubl;

e lcnpasneHa owWKbKa, B peaKux Caydasx NpMBOLALLAA K TOMY, YTO NPU CMEeHe YPOBHA
[OCTYNa ANsA NPOnycKa, USMEHEHWUA He NoNazanu B KOHTPONEP.

JokymeHTaumA
BHeceHbl U3MeHeHWs B PYKOBOACTBA:
e bactnoH-2 — APM bropo nponyckos. PyKoBoACcTBO onepaTtopa
e bacTtmoH-2. PykoBoACTBO agMUHUCTPaTOpa
e bacTMoH-2. PykoBoACTBO onepaTopa
e bactnoH-2 — Ayaut. PykoBoacTBO onepaTtopa

e bactnoH-2 — APM Ortyert Npo. PykoBoAacTBO onepaTtopa

[paneep bactnoH-2—Elsys
e WcnpasneHa owmnbKa HacTpolikK ycuneHHoro Antipassback

e  ONTMMM3MPOBAHO BPEMS 3amnycKa KoHdurypaTopa

[paneep bactnoH-2—C2000
e BBepgeHa noggep:ka nynbtos C2000 Bepcuit 3.xx;
e B cocraB gpaiiBepa BKAtoYEeHa HoBaAa Bepcus PProg;
e PacluMpeH CNMCcoK ckopocTen obmeHa c obopyaosaHmMem BrnAoTb A0 115200 6uT/c;

e (OO6HOBNEHA AOKYMEHTauunAa, nCnpasBaeHbl MENKNE OLNBKMU.

NHcTannatop
e APM YPB-Mpo O6HOoBNEH Ao Bepcun 1.6.9
e [lobaBneH uHctannstop gpansepa bactmoH-2—TyHKkTNp-C
e (Q6HOBNEH ycTaHOBWMK ApaliBepa bactmoH-2—C2000

e (Q6HOBNEH yCTaHOBWMK ApaliBepa bacTnoH-2—Elsys

2.0.6.13548 — 27.05.2016

CuctemHble M3ameHeHus

OI'ITMMM3MpOBaHa cncrema p,ed)parmeHTau,MM NamMmATU Npu pa60Te ¢ 60/1blWMM NOTOKOM CeTeBbIX
CO6bITVIl7I, YTO B peaKuX Ciyd4aAax Mmorno npnBoanTb K 10KHbIM COO6LL|,eHVIﬂM O HEXBATKE NaMATH.



O6HoBNEeHME ycTaHaBAMBaeTCa NnaTyem BastionPatch2.msp.

2.0.6.13546 — 25.05.2016

APM «bropo nponyckos»
PacwupeH GyHKLUMOHAN NO 3aMeHe yCeYEHHOrO KoAa KapTbl (3-x 6aliTOBOro) Ha NOAHbIN.
PacwupeH ¢yHKUMoHan Bbibopa popmaTta oTobparkeHnAa Homepa KapTbl AOCTyNa.

PacwupeHbl GyHKLMM NOUCKA NO MONHOMY U YyCEYEHHOMY KOAY KapTbl BO Bcex GOpMax, rae Takown
NOWUCK ecCTb.

O6HoBNEHME yCTaHaBAMBaeTCcA AByMA natyamm BPersPatch.msp n BStaffPatch.msp.

2.0.6.13540-11.03.2016

CnUCTeMHbIe N3MEHEHMA

B dyHKUMIO 3anycKa mcnonHaembix ¢annoB no cobbiTUio f06aBNEeHA BO3MOXHOCTb Nepenayn
3HaYeHU NapamMeTpoB UCXoaHOro cobbiTna (Hanpumep, PUO nepcoHbl, HOMEpP KapTbl, HOMepP
TPaHCMOPTHOIO CPeacTBa).

PaspelueH BBOZ CMMBO/A «_» B Ha3BaHUM pabouei cTaHumum.

O6HOB/eHMe ycTaHaBMBaeTca natyem BastionPatch.msp.

2.0.6.13534 - 20.01.2016

CucrtemHsble

PaclwimpeH mMexaHM3M MPOTOKOAMPOBAHMA AEWUCTBUIA onepaTopoB. Tenepb yHMBEPCa/ibHbIM
06pa3om NPOTOKONMPYIOTCA BCE AENCTBMA, BbINONHAEMblE C rpaduyeckux naaHoB obbeKTa.
[ob6aBneHne HOBbIX [ApaliBepoB He byaeTr 6onee TpeboBaTb M3MEHEHMIA B CUCTEME
NPOTOKONMPOBAHMUS.

bactnoH-2 — IHTennekT

Mpun ycTaHOBKe ApaliBepa Tenepb aBTOMATUUYECKM perncTpmpyetca bmbamnoteka DrvitvWrp.dll.



2.0.5-19.11.2015

ApxmnTeKTypa

HoBas cxema ceTeBoro obmeHa

B npeapiaywmx sepcuax AMK «BbacTMOH-2» MCNONb30BafaCb CXeEMa COEAUHEHUN «KaxKabl C
Kaxabim». To ecTb, Kaxpaa pabouyaa craHuma, rge BbinoaHanca AlNK  «bactuoH-2»,
noaaeprkmsana NOCTOAHHOE COEAMHEHME CO BCEMM OCTa/IbHbIMW cepBepamun M pabouynmu
CTAaHUMAMM CUCTEMDI.

B HoBOW Bepcuu Bce paboune CTaHUUKN NOALEPKMBAIOT TONbKO 1 NOCTOAHHOE CoeaUHEHME — C
CEepBEPOM CUCTEMbI. DTO MO3BOMSAET 3HAYMTENbHO CHU3UTb HArpysky Ha CceTb, YNpOCTUTb
HaACTPOWMKY CeTU (Ha KNMEHTCKUX mecTax He bonble TpebyeTca aep:KaTb OTKPbITbIM NOPT ANA
BXOAAWMX coeanHeHmnin AMNK «bacTMoH-2»), CHU3UTb TpeboBaHUA K NPOMYCKHOMN CNOCOBHOCTH
CeTH, a TaKXKe CyLLeCTBEHHO NOBbICUTb MaCLUTabMpPyeMoCTb U HaZEeKHOCTb CUCTEMBbI.

BblaeNeHHbI CepBEP CUCTEMBI

B Bepcun 2.0.5 6a3oBble cepBepHble OGYHKUMW BblHECEHbI B OTAENbHbIA Mpouecc,
BbIMNONHAOLWMICA 6€3 N0Nb30BaTENbCKOro MHTEpPdENCA.

Cucrema NUEH3NPOBaHNA

YnpoueHa cxema paboTbl cUCTEMbI IMLLEH3UPOBAHUA. BMecTo AByXx CepBUCOB NLEH3NPOBAHMA
(KNMEeHTCKMI 1 cepBepHbIN), TeNepb UCMNOb3YEeTCA OAMH - CEPBEPHbIN. Ha KaneHTax Tenepb He
TpebyeTcA 3anyck cepBUCOB NnNLEH3MpoBaHMA. CeTeBo 0bMeH € cepBepoM JIMLLEH3MPOBAHUA
BbINONHAETCA NO OTAENbHOMY NogKAtoyYeHuto (nopT 1124 no ymonyaHuio). B uenom, cuctema
NNUEH3NPOBaHKUA cTasna bonee yCTONUYNBOIA.

M3meHEHO pacnosioXKeHue cepBuCa NULEH3MPOBAHUA. PaHblue OH yCTaHaBAMBAACA B MNanky
<ProgramFiles>\ES-Prom\Bastion2, a Tenepb - B oTAenbHyl nanky <ProgramFiles>\ES-
Prom\Tools\License. CooTBeTcTBEHHO, paiin C AeMO-NULEH3NEN Haa0 KONMPOBaTb NO HOBOMY
nyTu.

PaCLumpeva CNCTEMDI pa3rpaHn4yeHmnAa AoCTymna onepaTtopos

HobasneH BCTPOEHHbIN  Npoduab  onepatopa  «AAMUMHUCTpATOpP»,  0bsaAatoLLni
MaKCMMaNbHbIMW NPaBamu B cucTeMe. M3MEHUTb UK yaanuUTb 3TOT NPodub Henb3s. TakxKe,
No/Ib30BaTe b MO YMOMYAHUIO «(» CAENAH HE YAANAeMbIM — er0 MOYKHO TO/IbKO NePEMMEHOBATb
N NOMEHATb emy napo/b. Henb3a yaanvuTb UAM NMOMEHSATb 3TOMY MoJib30BaTeNto Npodub C
«AAMUHUCTPaATOP» Ha Ntobo APYroi UAKn Kak-nMbo M3MEHUTL €ro NpasBa Ha AOCTYMN K CUCTEME.
370 no3BonseT u3beraTb CUTyaLMM NOTEPU KOHTPONSA HaZ CUCTEMOM, €CIN Y BCEX NO/Ib30BaTeNEN
HEeA0CTaTOYHO NPaB A5 BbINOJHEHMA KaKMX-1Mbo onepaymii.

BeeneHbl HOBble NOAHOMOYMA ANA onepaTtoposB — «l1paso 3anycka AlM «bropo nponyckos» un
«[MpaBo ncnonbzoBaHma moayna «bactnoH-2 — NKC».

PaCLLIl/IDEHl/le MeXaHM3Ma I'apaHTl/lpOBaHHOVI AOCTaBKN N3MEHEHUN B KOHTPO/1/1EepPbI

B mexaHM3M rapaHTMpPOBAHHOW A[0CTaBKM [o06aBneHAa BO3MOMKHOCTb AOCTaBKM U3MEHEHUM
YPOBHEWM A0CTyna Mo pacnucaHuio, a TakKe A0CTaBKa BUOMETPUYECKUX AAHHDbIX.



MNoaaepkka paboTbl C aBTOTPAHCMOPTOM

Ana peanusaumm BO3MOXKHOCTEW pPaboTbl C TPAHCMOPTHbIMM MPONYCKaMW M CUCTEMAMM
pacno3HaBaHUA PErucTPaLMOHHbIX HOMEPOB TPAHCMOPTHbIX CPEACTB, B CUCTEME peasi3oBaHa
noAaAep»Ka paboTbl C TPAHCNOPTHLIMKU CPEACTBAMM.

B 6a3e paHHbix aobaBneHa Tabnuua ANA XpaHEHUs CAKMCKA TPAHCMOPTHbIX CPeacTB W
npeacrasneHue (VIEW) c Homepamm TpaHCNOPTHbIX CPEACTB, AN KOTOPbIX BbINUCAHbl aKTUBHbIE
TPAHCNOPTHblE Nponycka. 3Ta Tabavua Uan nNpeacTaBieHne MOXKET UCNOIb30BaTbCA MOAYEM
«VideoNova-Homep» KaKk Tabaumua «CBOMX» HOMEPOB.

B APM Onepatopa u 8 APM blopo nponyckos aoctynHa ¢opma Aas8 BHECEHMA OAHHbIX O
TPaHCMNOPTHbIX CpeacTBax.

MNoaaepkka cuctembl 6H10KMPOBOK

Ha ypoBHe cepBepa CUCTEMbI peann3oBaHa NogaeprKka mexaHnsama 6J10KMPoBOK. MexaHu3m, B
YaCTHOCTW, UCNONb3YyeTCsa ANA 3anpeTa OAHOBPEMEHHOrO 3anycKka KOHGUrypaTopos ApanBepos
Ha HECKOJIbKMX paboumx mecTax.

APM «btopo nponyckos» 1 noacuctema CKY/]

MNoanepkka bruomeTpum

Ha cuctemHoM ypoBHe peann3oBaHa Nogaeprkka 6uomeTpum nobbix TUNOB.

B APM «blopo nponyckoB» peasnn3oBaHa NOALEP)KKA BHECEHUA BMOMETPUYECKUX AAHHbIX C
NCMNOJIb30BaHUEM HACTO/IbHbIX cumTbiBaTenen JIKA CO-04 00 (ZK7500, otneyaTtoK nanbua) v JIKA
KN-60 00 (ZKT FAC700, reomeTpua nnua).

MoaaepKka TPAHCMOPTHbIX MPOMYyCKOB

OCHOBHble BO3MOXHOCTM BK/IHOYAIOT:

e OdopmneHne TPaHCNOPTHbIX MNPOMYCKOB K CYLLECTBYIOLWEMY MPOMYCKY Ha MEepPCoHy, C
NPUCBOEHMEM YHMKAZIbHOTO HOMEpPA M C yKasaHMeM A0 3-X TPAHCNOPTHbIX CPeacTs (Tarau,
nonynpvuen, npuuen).

e BO3MOXHOCTb YKa3aHWA PErncTpaLMoHHOrO HOMepa, MOAeNN, LBeTa, TUNa, Beca, Ky30Ba, roga
BbINYCKa, BNagenbLa, dotorpaduun n KOMMEHTapMA ANA KaxK[0ro TPAaHCMOPTHOrO CpeacTBa.

e BO3MOXHOCTb YKa3aHuA nepuona AeNCTBUA TPAHCMOPTHOIO MPOMNYCKa OTAENbHO OT nepuosa
OEeNCTBUA NPOMNYCKa Ha NePCOoHY.

e [lpocmoTp, MOMCK TPAHCMOPTHbIX MPOMYCKOB.

e [leyaTb TPAHCNOPTHbIX MPOMYCKOB.

e ®dopmunposBaHMe OTHETOB MO TPAHCNOPTHbLIM MNPOMYCKaM.

e XpaHeHue B 6a3e AaHHbIX apXMBa TPAHCMOPTHbIX NPOMYCKOB.

e [lpoTOKONMpPOBaHMeE onepaumii C TPAHCMOPTHLIMK NPONYCKaMM.

e [lpu coBmecTHoM paboTte ¢ moaynamm «bacTtmoH-2 — MapwpyTt», «bacTnon-2 — VideoNova» u
«VideoNova-Homep» BO3MOXHa aBTOMATU3aUMA KOHTPONA [ABUMKEHMA TpaHCNopTa Mo
Tepputopun NpeanpuaTmA.

e Mcnonb3oBaHMe PerncTPaLLMoOHHOroO HoMepa TPAHCMOPTHOTO CPEeACTBA KaK KapTbl AOCTynNa.

Moaaep!Kka matepuanbHbIX NPOMYCKOB

OcCHOBHble BO3MOXHOCTM BK/1OYAIOT:



e OdopmneHnme maTepuanbHbIX MPOMNYCKOB K CyLLECTBYHOLWEMY TMPONYCKy Ha MepcoHy, C
NpUCBOEHMEM YHWMKaIbHOrO HOMEpa M C yKasaHMeM NepeyHs MaTepuasbHbIX LLeHHOCTEN.

e T[loapgep:KKa NPONYCKOB Ha BHOC U BbIHOC MaTepuasibHbIX LLeHHOCTEN.

e  BO3MOXKHOCTb MCNO/b30BaHMA 0 20 AONONHUTENbLHbIX NONEM HACTPAaNBAaEMOro Ha3HaYeHus gan
MaTepurabHbIX LLeHHOCTE (N0 yMOYaHUI0 MCNOb3YIOTCA NOAA KO/UYecmaeo, 8ec, 06vbem, Homep
dosepeHHoCMU, KeM 8bl0aHd 008epeHHOCMb, HOMEP HAKAAOHOU, Kem 8bl0aHA HAK/AAOHAA,
HoMmep pa3HapaoKu, Homep sem. caudemesnbcmad, Kyoa npedHa3Hayaemcs).

e BO3MOXKHOCTb YKasaHWA nepuoga AencTBMA MaTepuasibHOro MPOMyCcKa OTAes/IbHO OT nepuoa
[AeNCTBMA NponycKa Ha NepcoHy.

o OdopmneHme 3asABOK Ha MaTepurasibHble NPONYCKa C UCNo/b30BaHMEM MOy A «bacTMOH-2 — Beb-
3aABKa». Mpn 3TOM BO3MOXKHO MCMNO/Ib30BaHNE BCTPOEHHOrO MeXaHW3Ma YTBEPXKAEHUS 3aABOK
Ha nponyckKa.

e [lpocMoOTp, NOUCK MaTepPMasibHbIX MPOMNYCKOB.

e [leyaTb MaTepmanbHbIX NMPOMYCKOB.

e ®dopmMMpOBaHME OTYETOB MO MaTEPMaNbHbIM MNPOMYCKaM.

e XpaHeHue B H6ase AaHHbIX apPXMBA MaTEPMAbHbIX MPOMNYCKOB.

e [IpOTOKO/NMpPOBaHME onepaLuii ¢ maTepuanbHbIMKU NPONYCKaMy.

PacwunpeHne noaaepkun kapt Mifare

PeannsoBaHa 6onee 6esonacHasa u yaobHasa paborta ¢ kaptamu Mifare, obecneumnsatowasn
XpaHeHWe TMNAa MPOMYCKa, CCbIKM HA aKTMBHYK MacTep KapTy BO BPemMsa 3MUCCUU, 3aMeHy
KAtoyelt 6e30nacHOCTM KapT M BOCCTAHOB/IEHME KApT C yCTapeBLWMMM KAto4aMmn 6€30nacHOCTM.

Pa3pa60TaHb| AONONHUTENbHbIE MEXaHU3Mbl 3aMEHbl HEWCNPaBHbIX, YTEPAHHbIX WU
MCNOPYEHHbIX MPOMNYCKOB OAHOI‘Z KOMaHAOI‘;L

,£|,o6aBneHa BO3MOXHOCTb COCTaB/sieHMA CNUCKOB WAM BblaeneHnAa uUBeTom nponyckos,
HECOOTBETCTBYHOWUNX TEKYLLNM HaCTpOVIKaM CMCTEMbBI B 4aCTU KNtoye 6e30nacHOCTH.

PaclwmnpeHmne BO3IMOKHOCTEM HAaCTPOMKM BPEMEHHbIX 30H 1 H10KOB

MosBuNacb BO3MOXKHOCTb CO3aBaTb COCTaBHble BpeMeHHble 6/10KM, B COCTaB KOTOPbIX MOryT
BXOAUTb APYrMe BPeMeHHble 6/I0KM C OrpaHUYeHHbIM MEePUoaoM AeNCTBUA (3agatoTca AaThbl
Hayasla U OKOHYAHWA AEWNCTBUSA BpPeMeHHblXx 610KOB). ITO MO3BONSAET CTPOUTb BPEMEHHble
pacnucaHuaA Ha ntobble MHTepBabl 4aT B TEYEHME ro4a U AaXKe HECKO/IbKUX NIeT, U TPYNNMPOBaThb
mx B 6/710KkM. B Lenom, 3TO 3HaAYMTe/NIbHO MOBbIWAET TMOKOCTb GOPMUPOBAHUA BPEMEHHbIX
pacnuncaHum.

[lna BpeMeHHbIX UHTEPBasoB NoABWUAACb onuusa «He aHaNM3MPOBaTb NPasgHUYHbIE OHWY, YTO
No3BO/AET CO34aBaTb BPEMEHHbIe pacnucaHus (cKonb3awme rpadukm, Hanpumep) 6es yyéTa
npasgHUYHbIX gHEMN.

APM OnepaTopa

Bonee ynobHaa HaCTpoOMKa NpaB AOCTyNa K YyCTPOMCTBaM

Mpn HacTpoiKe NpaB AOCTyNa K YCTPOMCTBAM WU MapLllpyTU3auMmM COODOLLEHUI TENepb MOMKHO
NMoOKa3blBaTb AEPEBO YCTPOMUCTB C FPYNMNMUPOBKOM HE TO/IbKO «NO MNOAKAOYEHUIO», HO U «NO TUNy
YCTPOMCTBY.

Mpu p06aBNEHUN HOBbIX YCTPOMCTB MOJIHbIE MpPaBa Ha HWX AAlOTCA TO/IbKO onepaTopam C
TEKYWMUM Npodunem, a TakkKe onepatopam ¢ npoounem «AaAMUHUCTpaATOP». B npeablayLimx



BepcuaAx Npu Aob6aBNeHUN HOBbIX YCTPOMCTB BCE ONepaTopbl Cpasy Noayyanm NOAHbIN AOCTYN K
HUM.

®PyHKUMA MapwpyTnsaumm coobuieHunii Tenepb peannsoBaHa vyepes AOCTyn K ycTponcream. Y
BCEX YCTPOWMCTB Tenepb ecTb OTAe/bHOe paspeleHne Ha «OTobparkeHne cobbiTmuiiy. Hactpoutb
MapLpyTnsaumio coobleHmnn Tenepb MOXHO Kak B ¢opme cTaporo BuAaa, Tak u B popme
HACTPOMKM AOCTYNa K YCTPOMCTBAM.

YnpoluieHne HaCTPOMKK cLueHapunes

B dpopme HacTpoKku cueHapues Tenepb U AeNCTBUSA, U COOLITUA-TPUITEPbI 334at0TCA HA OAHOWM
CTpaHuue. ITO NO3BONSET CPA3Y BUAETb U KOHTPOIMPOBATb BCE NAPAMETPbI CLLeHapus.

HoBaa dopma HaCTPOMKK CTPYKTYPbI CETU 1 APaiBEPOB

MONHOCTbIO M3MeEHEHbl GOPMbl HACTPOWKM ceTu W apaiBepoB. Tenepb M TO, U Apyroe
HacTpauBaeTcsa B ogHoM obuwel popme. Popma paboTaeT c cepBepoOM CUCTEMbI, @ HE HAMPSAMYIO
c 63301 gaHHbIX.

Tenepb HET HEOHXOAMMOCTN BHOCUTb B 6a3y AaHHbIX BCe paboune cTaHumMm. [loCTaTO4HO BHECTH
TO/IbKO CEpBepbl CUCTEMbI M 060PYA0BaAHUA.

Tak)Ke, Tenepb HET HeobxoAMMOCTM BBOAUTb U IP-agpec, n MmA Kakagon paboyen cTaHUUMU.
[0CTaTOYHO BBECTU TO/IbKO YTO-TO OAHO.

KocmeTnyecKkme YAyHweHnA

[lobaBneHa BO3MOKHOCTb OTOBParKeHNA OKOH COOBLLEHWNI cneBa UK cnpaBa OT rpadryecKkoro
nnaHa. 3To NO3BOAUT B psge cayyaeB 6onee paumoHanbHO WCNO/b30BaTb NIOWAAb
COBPEMEHHbIX LWMPOKOPOPMATHbIX MOHUTOPOB.

YBennyeHa MaKcMmasnbHas A/MHa coobuieHnit cuctembl ¢ 50 go 140 cumsosnos (6e3 yyeta
No/CTaHOBOK).

BacTuoH-2 — BeH-3aAaBKa

Tekywaa sepcma moayna 3.1.

[lobasneHa noaaepxKa odopMIeHNn 3aABOK HA TPAHCMOPTHbIE NPOMNYCKa, a TaKKe NPonycka Ha
TOBapHO-maTepuasbHble LEHHOCTU. [pM 3TOM BO3MOXKHO WCNO/Nb30BaHWE BCTPOEHHOro
MeXaHM3Ma yTBEPKAEHMA 3aABOK Ha NPONYCKa.

[obaBneHa BO3MOMHOCTb HACTPOMKM TalMayTOB MO/Ib30BaTE/IbCKUX ceccuit  (4yepes
KOHUrypaumnoHHbIi dain). ANMTeNbHOCTb CECCMM NO YMONYAHUIO yBenYeHa A0 10 MUHYT.

[lo6aBneHa BO3MOMKHOCTb CO34aHUA AeMO-TMLEH3UN, OTPaHUYEHHON N0 BPEMEHM.

BHeceHbl ynyylieHuma no ya06CcTBy MCNO/b30BAHMA.

bacTnoH-2 — lMacnopTt

TeKkywana sepcma moaynsa 2.6.
O6HoBneHo Scanify APl o nocnegHein goctynHom Bepcun 3.4,
Bepcua moaynsa "bactmoH-2 — MNacnopT" 2.6 coBmecTuma Takxke ¢ AlNK "bactnoH" 1.7.

McnpasneH pag KOCMeTUYECKMX OLNOOK.



bacTnoH-2 — leHepaTop otyeToB [1po

[obasneHa KHomKa "ChopmmpoBaTtb oTHET", KOTOPON MHOFMM He XBaTao.

BHeceH pAag, yny4dweHunii no yao6cTey MCNONb30BaHUA.

bacTnoH-2 — Penankauyma

Tekywana sepcua moayna 1.1.0.
BHeceHbl opaboTKkM ana paboTbl ¢ KapTamu Mifare.

B mopyne moHuTopmHra aobasneHbl GyHKUUN PYYHOWM OUYUCTKWU KYpPHANa, Py4HOM NMOBTOPHOWM
OTNPaBKM M NONYYEHUA BCEX 3anNUCEN, PenIMLMPOBAHHBIX C OLIMBKamMMU.

McnpasneHa owmnbKa, Korga nameHeHuA MepcoHbl He PenanLMpoBanuncb, ecamn boina U3meHeHa
ToNbKO doTorpadums.

BHeceHbl KocmeTnyeckmne ynyduweHuma.

HoBble moaynm

Moaynb noaaepkm bromeTpmyecknx cumtbiBaTenen "bacTmoH-2 - Elsys Biometric" B
cocTase apansepa "bacTnoH-2 - Elsys"

B coctase apaiBepa "bacTnoH-2 - Elsys" peannsoBaHa nogaeprkka paboTbl ¢ BoMmeTpuyecknmm
cuntbiBaTenamun JIK4, K/1-60 00, IKA KO-15 00, IKA KO-75 00, JIK4, KO-60 00 npoussoacTea
KomnaHuu "flymnc+".

Moaaep:kka BKAOYAET B cebs cneaytoume GyHKLMU:

e Bbibop TMNa cunTbIBaTENA, MOAKAOYEHHOTO K KOHTPOINEPY.

e Bbibop moaenm 6MOMETPUUYECKOrO CUNTLIBATENN U3 COCTaBa NogaepXKmBaemoro obopygoBaHus.

e Bbibop nogaepxumBaemoro obopygoBaHmem cnocoba naeHTMdUKaumnmn, Hanpumep, buomeTpus
(1:N), 6uometpusn [+] kapta (1:1).

e Bgog IP agpeca cuntbiBaTeNA.

e [eHepauMio M BBOA NAapO/IA A0CTyNa K CYUTbIBATENIO.

e  WNHuumanmsauma napametTpoB BMOMETPUYECKUX YCTPOCTB.

e  KOHTPO/Ib COCTOSAHUA YCTPOICTBA - HaZIMUYME CBA3U, OLUMBKU MHULMANN3ALMMN.

e  WHuumanmsauma 6asbl faHHbIX NO/b30BaTeNEN BMOMETPUYECKUX CYMTbIBATENEN HA OCHOBAHUM
YPOBHEN A0CTyna, HazHayeHHbIX B "Blopo nponyckos'.

Moaynb nopaepKku 6MOMETPUYECKMX YCTPOMCTB paboTaeT TO/NbKO B COCTaBe ApaliBepa
"BacTnon-2 - Elsys".

Ona aktmBauum paboTtbl moayna Tpebyetca npuobpeteHne AONONHUTENbHbLIX AULEH3UU
"BactmoH-2 - Elsys Biometric" no Konnyectsy nogkao4aembix BUOMETPUYECKUX CYUTbIBATENEN
(He cBA3aHa C KOMYECTBOM KOHTPONEPOB AOCTyna cepun Elsys).

bactnoH-2 — APM btopo nponyckos ¢ MTT1

Moaynb obecneunmBaer BO3MOXKHOCTb pPaboTbl C MaTepUasibHbIMU U TPAHCMOPTHbLIMM
nponyckamu (MTM) B nHtepdelice APM Bropo nponyckos. J/IMLEeH3Ma Ha 3TOT MOAYNb NO3BONSET
3anyctutb «APM bBlopo nponyckoB» M pabotatb € mMaTepuanbHbIMWU M TPAHCMOPTHbIMMK
nponyckamm, 6e3 orpaHnYeHUA Nx Yncna.



bacTnoH-2 — MapupyT

Opavep «bactMoH-2 — MapwpyT» npegHasHayeH A[AA aBTOMATU3aUMKM  OTC/IEXKMBAHUA
OBVXKEHWA BNafenbLeB NPOMYCKOB MO 3adaHHbIM  Mapwpytam. [pansep obecneumsaer
BO3MOXHOCTb KOHTPOASA 33 ABUXEHMEM 0O6EKTOB MO OXPAHAEMOM TEPPUTOPUN.

[paiiBep moxeT 6bITb UCMOJIb30BaH:

® [15 OPraHM3auMn pexmnma «obxon», Koraa OXpaHHUK OO/IKEH NMPOWUTU NO MapLUPYTY C
3aZlaHHbIMM NapameTpamu;

® [NA KOHTPO/IA 3a ABUXEHUEM aBTOTPAHCNOPTA NO TEPPUTOPUN NPEANPUATUA.

KpaTKoe onucaHue BO3MOMXHOCTEM

[paiisep obecneymnBaer:

e [lonHyto noaaepsKky noboro obopyaosaHusa, MHTerpupoBaHHoro B AMK «BacTMoH-2» m
ob6nazatolLero BO3MOMKHOCTbIO reHepaLumm cobbiTUi;

e Co3pgaHue mapuwpyTtoB asuxkeHua (8o 200) ¢ BO3MOXKHOCTbIO COPTUPOBKU U YCTAHOBKMU
aKTUBHOCTU A0YEPHUX KOHTPOJbHbIX TOYEK, @ TAKXKEe YCTAaHOBKU AJIUTENbHOCTU NPOX0Aa
B MUHYTaXx;

e [INA KaxAoro MapLluipyTa co3gaHue KOHTPONIbHbIX TodyeK (4o 100 Ha mapuwpyT) c
BO3MOYHOCTbO YCTAHOBKM A/IMTE/IbHOCTU NPOXOA3 KOHTPOIbHOM TOYKM U ANUTENbHOCTH
ABUXKEHMUA 0,0 cnefytoweit KOHTPObHOM TOYKM;

o [lnAa KaxKAoW KOHTPOJIbHOM TOYKWM YKa3aHWe CNUCKA COObITUM NPOXoAa OT KOHKPETHbIX
YCTPOWCTB, @ TaK»Ke CrncKa cobbITMM HapyLIeHUA NPoxXoaa;

e AHanM3 nocnegoBaTeNbHOCTM Mpoxoda U GopmupoBaHME COBLITUA O ABMMKEHWUU MO
MapLUpPyTam C BO3MOKHOCTbIO GOPMMPOBaAHMA OTYETOB B «reHepaTope OTYETOBY;

e Busyanusaumio MHPOPMALMM O ABMNKEHMM MO MapWpPyTam C BbIBOAOM [AaHHbIX O
Nponycke M aBTOTPAHCMOPTHOM CpeacTBe, MHGOPMALUM O COCTOAHUM MAPLUPYTOB M
KOHTPO/IbHbIX TOYEK, @ TaK¥Ke CMMCKAX BO3SHUKLLMX HapyLIEHMI NPU NPOXOAE;

e BO3MOMHOCTb OCYLLECTBUTb COPOC KOHTPOJIBHOM TOYKM B NEPBOHAYAIbHOE COCTOSHUE U
3anpoOCUTb NPUHYAUTENbHDBIV NPOX0A, KaK KOHTPOIbHOM TOYKM, TaK U MapLLpPyTa B LLEJIOM.

BactnoH-2 — baokxoct AC3I

Moaynb «Bactnon-2 — Baokxoct AC3IM» obecneumBaetr nHpopmaunoHHoe B3ammogelictene AMK
«BbacTMoH-2» 1 aBTOMATM3MPOBAHHOM CUCTEMbI NO paboTe ¢ nponyckamu «bnokxocT-AC3IM».
«bacTnoH-2 — bnokxoct AC3MM» npeaHasHA4YeH A4N1A aBTOMATUYECKOro KOHPUIrypupoBaHua CRY/
Ha ocHoBaHUM opopmAaaemMbix B «BbnokxocT-AC3I» nponycKos.

@yHKUMOHAbHbIE BO3MOXKHOCTU «bacTMOH-2 — BaokxocTt AC3IM»

e T[lepegaya AaHHbIX 0 TOYKax gocTtyna (npoxoga) CKYA us AlNK «BactnoH-2» B «bnokxoct AC3MM»;


http://trevog.net/catalog/info/elsys/
http://trevog.net/catalog/info/elsys/

e ABTOMaTu4yeckas KoHurypauus Kaptbl goctyna B CKY/ Elsys (3anuce uHbopmaumm o
nocetutene B 6a3y gaHHbix AMNK «bacTMoOH-2», Ha3HauyeHWe NPOMyCcKa C YPOBHEM (pexxMmom)
[OCTyna B COOTBETCTBMM C MOJIyYEHHbIMM B 3anpoce TpeboBaHMAMM MO TOYKAM U BPEMEHMU
[ocTyna gna nocetuTens);

e ABTOMaTM4ecKas BpemeHHas 6/10KMpoBKa u pasb/i1okuposka nponyckos B CKY/, Elsys no 3anpocy
oT «bnokxoct AC3».

BactnoH-2 — MKC

Mogysb «bacTMoH-2 - UKC» (MHmezpayua Kadposeix Cucmem) npefHasHayeH — Ans
opraHmsaunm nHpopmaymMoHHoro szanmonenctemna AMNK «bacTMoH-2» ¢ cuctemamm ynpaBaeHus
npegnpuatvem (ERP) B yactu obmeHa paHHbiMu CKY/[ (nepcoHan, nponycka, npoxogbl).
«bactnoH-2 — UKC» npepocTtaBnAeT Beb-cepBUC ANA MHTErpaLUMM U He COAEPXKMUT FOTOBbIX
KOHOUIypauuin ona Kaknx-1mbo BHELIHUX CUCTEM.

Moaynb «bacTtMoH-2 — MKC» Nno3BOIAET MHTErPUPOBATD:

e Kapposble cuctembl (HRMS);
e ABTOMAaTU3MpPOBAHHbIE CUCTEMbI 3aKa3a nponyckos (AC3MM);
e byxrantepckue cuctembl.

Moaynb peluaeT cneaytoume 3a43a4um:

o [lepepaya B AlK «bacTMOH-2» 3asBOK Ha MpPOMycka W3 BHELWHEN CcucTemMbl C
BO3MOXHOCTbIO YKa3aHuA npas goctyna ana CKY n Homepa KapTbl 40CTyNa;

e AkTtuBauma nponyckos B CKY/] 13 BHELWWHEN cuCTEMbI;

e YnpaBneHWe nponyckamm U3 BHeWHel cuctembl (6NOKMPOBKA, Pa3bAOKMPOBK],
BO3BparT);

e [lonyyeHne u3 AMK «BacTMOH-2» BO BHELHIOW cUCTeMy MHGOPMALMM O NEPCOHAX,
NPONYCKax, TOYKax Npoxoaa, noapasaeneHunax, AOAKHOCTAX U O APYTUX CNPaBOYHUKAX,
DOCTYynHbIX B AMK «bacTMOH-2»;

o [lonyyeHne un3s AMNK «bacTMOH-2» BO BHELHIOK cUcTemMy MHGOPMALMM O NOC/IEAHEM
mecTe npeabABAEHMNA NPOMYCKa;

e [lonyyeHune ns AMNK «bacTMOH-2» BO BHELLHIO CUCTEMY CIMCKA CODbITUI NO 3aJaHHOMY
NPONYCKYy;

o [lonyyeHune n3 AlNK «bacTUOH-2» BO BHELUHIO CUCTEMY UCXOAHbIX AAHHbIX A0A pacyeTa
oTpaboTaHHOro BpemeHu (Napbl COOLITUIA «BXOA-BbIXOAY).

Cuctema noapeprmMBaeT OAHOBPeEMEHHY paboTy ¢ Heckonbkumn AMK «bacTMoH-2». UXx
KOJINYECTBO OrpaHUYMBaETCA MNLEH3NEN HA moayb «bacTMoH-2 — UKC».

Bo3MOKHO co3gaHune 4eMOo-TNLEH3UM Ha MOAY/b C OFPaHUYEHNEM NO BPEMEHM.



bactmnoH-2 — LTV-Gorizont

Mogaynb obecneunmBaeT BO3MOXKHOCTb B3aMMOAEMNCTBMA C MNpOrpaMmHbiM obecnevyeHnem
cucTemMbl BUAEoOHabtogeHua LTV-Gorizont.

Mogaynb «bactnmoH-2 — LTV Gorizont» nossonAeT perncrpmposatb 60abWMHCTBO cobbiTnin MO
«LTV Gorizont» B npotokone AlK «bactuoH-2». [lpaBep BXOAUT B KOMMNAEKC «bacTMoOH-2 —
Buaeo» n ncnonbsyet obuwme ana Bcex gparisepos Buaeocuctem AlMK «bacTMoH-2» moaynm u
TexHonoruu. NepeyeHb OCHOBHbIX GYHKLMIM ApariBepa:

® MPOCMOTP «KMBOFO» BUAEO OT BCEX KAamep B KnneHTcKkoM MO «LTV Gorizont» Ha ntobom pabouem
mecte AlNK «bactnoH-2»;

e oTObpaxkeHne MHTEPAKTUBHbIX MUKTOrPaMM TeIEKaMep;

® MPOTOKO/NMPOBaHWE COBBLITUI OT BWAEOKAHANOB (OBHapy:KeHWe ABUXKeHMs, nponagaHve /
BOCCTaHOB/IEHWE BMAEOCUTHANA, NponagaHue / sBocctaHosaeHue ceasu ¢ M0 «LTV Gorizont» u IP-
Kamepamm);

® ynpas/ieHWe NOBOPOTHbIMW BUAEOKaMepPaMu;

e aBTOMAaTUYeCKoe ynpaBieHWe cuctemon no cobbitnam B AMNK «bacTMoH-2» (BblBOA
N306pa*KeHuns, BbINONHEHME NpeayCcTaHOBOK, yNpaBaeHne BUAE03aMNUChio);

e MpoCMOTp BUAeonHbopmaLunm (Bnaeoapxmaa) no cobbituam
JlnueHsnpoBaHue apaiiBepa NPOU3BOANUTCS MO YNCNY BUAEOKAHA/OB.

Onsa oTobparkeHua BMAEO MOAY/1b B3aUMOAENCTBYET ¢ KaneHTckum MO LTV-Gorizont. Ha Bcex
pabounx mecTax, rae 6yaeTr MCNoNb30BATbCA 3TOT MOAY/b, TpebyeTcs [0MONHUTENbHAsA
YCTaHOBKa KNMEHTCKOro nporpammHoro obecneyenua LTV-Gorizont.

Mozaynb HACTPOMKN NOAKNKYEHNM

[JobaBneH oTaenbHbIA MOAYAb A7 HAaCTPOMKM NOAKAOYEeHNIN K cepepam AlK "Bactuon-2". B
3TOM MOAy/e 3a4al0TCA NapameTpbl NOAKIOUYEHUSA K:

o (Cepsepy cUCTeMbl;
e base gaHHbIX;
o (Cepsepy INLEH3UPOBAHUA.

MOHO HAaCTPOMUTb HECKO/IbKO NOAKAOYEHMI K pa3HbIM cepBepam U BbICTPO MX KOMMYTMPOBATb.
dakTnyecku, ato aHanor moayaa "KommyTtatop 6a3 gaHHbIX", KoTopblit 6bin B AMNK "BacTtnoH" 1.7.

[na csoelt paboTbl mogynb TpebyeT npaB /OKanbHOro agMmuHucTpatopa Windows. Opyrux
NPOBEPOK NpaB He NPOU3BOAMUTCA.

OTAenbHOM IMLEH3MM Ha 3TOT MOAY b He TpebyeTcs.

2.0.4-01.09.2014

[Cuctemal
[+] NoaaepxKa KapT Mifare, BKntouyas paboTy ¢ 3alULEHHON 061aCTbIO NAMSATH.
[+] Noaaep*KKa rpynn ynpaBaeHUs oXpaHOM Ha YPOBHE Aapa CUCTEMBI.

[+] NoaaepKKa mexaHM3Ma rapaHTUPOBAHHOM AOCTAaBKU USMEHEHUI ANA APaNBEpPOB.



[+] 3HaunTenbHoe ycKkopeHue 0b6paboTKM cobbITUIA 33 CYET ONTMMM3ALMM U UCMONb30BAHUSA
MHOTOMOTOYHOCTM.

[+] CywecTBeHHO paclumMpeHbl BCTPOEHHbIE BOSMOXKHOCTM agMUHUCTpUpoBaHua b/l. [lobasneHa
bYHKUMA yaaneHna cTapbiX AaHHbIX U3 KypHana cobbiTni.

[+] B gnuctpnbyTtmns BKAOYEH Moayb «bacTuoH-2 — MLUH».

[+] NoaaepKa cuctembl «bacTMoH-2 — Peninkayma».

[+] NoaaepkKa paboTbl B 4EMOHCTPALMOHHOM pexnme 6e3 Kntova HASP.

[+] OobaBneHune paboumnx cTaHLUUM B CMCTEMY He TpebyeT nepesanycKka cepBepa CUCTEMbI.

[+] Noppep)kka cuctembl «bactmoH-2 — Web-3adaBKa» € QyHKUMAMM MHOrOypOBHEBOrO
YTBEPKAEHUA NPOMYCKOB.

[+] B amncTpmnbyTne BKAOYEHbI HOBbIE ApanBepbl: «bacTnoH-2 — MypeHa», «bacTnoH-2 — posav,
«bactnoH-2 — Tononb 3», «bacTmoH-2 — Forteza», «bactnoH-2 — CT», «bacTnMoH-2 — UHTEenneKkT».

[*] NHcTannaTtop cuctembl nonHocTbio nepenuncad Ha WIX u Windows Installer. Cepsep Oracle
Tenepb Bcerga ycraHaBAuBaeTcsa oTaenbHo. Moaynb «APM YPB-Mpo» BKaoYeH B o6wwmi
anctpmbyTtns AlMK «bactoH-2».

[*] 3ameHeHMA N"MUEH3NOHHOM NONUTUKMN.

[*] UcnpaBneHuma owmnbOK.

[BacTMoH-2 — Bugeo] Bepcua 1.0.1.

[+] [OobaBneHa BO3MOMHOCTb YCTAHOBKM MUHUMANbHON 33[EPKKU  MeEXKAY Bbl30BaMu
npeaycTaHOBOK ANA O4HOM U TOM e Kamepbl.

[BacTnoH-2 - ELSYS] Bepcua 1.0.1.

[+] OpaiiBep NOAHOCTBLIO NepenncaH, BbiNOJHEH MO HOBOW TEXHO/IOTUM KBHELLUHEFO ApaliBepanr.
[+] NoppepKa oxpaHHbIX PYHKLUNI N KOHTPONIEPOB.

[+] Noppep:kKa mexaHM3Ma rapaHTUPOBAHHOM AOCTaBKM U3MEHEHWNI B KOHTPOANEPBI.

[+] Noaaep*KKa rpynn ynpaBneHns oxpaHom.

[BacTnoH-2 — C2000] Bepcuma 1.0.3.
[+] NoppepkKa rpynn ynpaBieHUA OXPaHOW.

[*] UcnpaBneHuns ownbok.

[Btopo nponycKkos]

[+] Nopaep:kka aBTOHYMepaL MM NPONYCKOB OTAENbHO AJ/15 KaXKA0ro TMna nponycka.
[+] YNyyLleH KOHTEKCTHbIN MOMCK NO OpraHn3auuam u noapasaeneHuam.

[+] TnobanbHbIV NOUCK MO rpynnam ynpaBaeHUs OXPaHo.

[*] UcnpaBneHuns ownbok.



[OTueT Mpo]
[+] YckopeHa 3arpy3ka moayns.
[*] AKTyanusmnpoBaHa AOKyMeHTaLUMA.

[*] UcnpaBneHuna ownbOK.

2.0.3-01.07.2013



