AlK «BbactnoH-2» PostgreSQL
UcTopua nameHeHum

bactmoH-2 2.1.15.3-21.11.2025

o B f06asnen otuéT "Mocewserns 3a Hepento 8 Moaynb «BacTuoH-2 — YPB Mpo».

o e BCErga npasubHO MHULMANAM3UMPOBA/INCb MHOTOYPOBHEBbIE YPOBHM A0CTyna (Tam, rae 3 u
6onee ypoBHen BNOXeHHOCTH). McnpasneHo.

. s HEKOTOPbIX CyHasXx NOABAANOCH IMLLIHEE OKHO doTonaeHTUGMKALMMN NPU NOBTOPHOM NpoxXoae
OAHOrO YeN0BEKa B 04HOM Hamnpas/ieHUMN Ha 04HOW TOYKe npoxoda. McnpasneHo.

. D B npeaplaywimx Bepcuax CTasfio HeAOCTYNHO peaaKTUpOBaHWE MNPOCPOYEHHbIX MPOMYCKOB.
UcnpasneHo.

. u,ﬂ,o6aBneHbl CKpunTbl 06HOBAEHMA Bl s nogaepkm moayns "bactmoH-2 - UKC" Bepcum 2.5.15.

e g Habop AaHHbIX AnA oTyeTa "bacTMoHa-2 - bropo nponyckos" - "TouyknM npoxoda - CNKUCOK
nponyckos" aobasneHo none "JonxKHoOCTb".

bactnon-2 2.1.15.2-12.08.2025

Cuctema

O CueHapuu, ana Kotopbix yKasaHo "TpebyeT noatBepXAeHUA" MOMKHO 6blN0 BbINONAHUTL 6e3
NoATBEPKAEHMA NO ABOMHOMY LLENYKY No NUKTorpamme. McnpasneHo.

APM OnepaTopa

O [na pasHbix HanpaBneHuUi Npoxoaa y 0AHOrO NPOMnycKa A48 OAHOM TOUYKM NpoxoAa Tenepb byayT
oTObparkaTbca HesaBUCUMble dpopMbl poTonaeHTUdPMKauumn. To ecTb, BbiBog Ppopm byaeT Bceraa
COOTBETCTBOBATb HACTPOMKaM BblBOAa POPM C NPMBA3KOW K HaNpaB/ieHUIO NPOX0Aa.

0 He 6b110 BO3MOXHOCTU BbINONHWUTL NOBTOPHbIN NPOX0A, C NOATBEPIKAEHUEM ONepaToOPOM, EC/IN YKe
oTobparkanacb dpopma boTonaeHTUDUKALMU A5 TOM Ke NepCoHbI.

APM bropo nponycKkos

O Npu nepexoge mexay ysnamu aepesa OopraHM3aumMil C BblAaHHbIMK NEPCOHaMM C CUrHaTypamm
BioSmart mornm BosHuKaTb owinbKu (Access Violation B moayne BStaff.dll). UcnpasneHo.

O Npu 3skcnopte nponycka B HEKOTOPbIX CAy4aaX MOFAM M3MEHATbCA 3HadeHua noneit ®UO u
KOMMeHTapuii. MicnpasneHo.

O Ecau orpaHnunTb 061acTb NPUMEHEHWUA KapTbl C TONIbKO A5 BPEMEHHbIX MPOMYCKOB - NPU 3aMeHe
KapTbl BPEMEHHOMY NPOMYCKY AaHHAA KapTa B CMMCKe AOCTYMHbIX K BblAaye He oTobparkanaco.
UcnpasneHo.

[eHepaTop OTYETOB

O Npu ypaneHun HaszHaYeHHOro 3a[aHUA C BK/KOYEHHON OTAPABKOM MOYTbI M He3amnoJHEHHbIM
CNMCKOM MoJlyyaTeneit Moria Bo3HMKaTb ownbka (Access Violation). McnpasneHo.

O C6pacbiBanuch KpuTepum WabnoHa otTyeTa Npyu NOBTOPHOM NOCTPOEHMUM OTHeTa. McnpasneHo.

a MCI'IpaBJ'IEHbI I'Ip06fleMbI dBTOPU3aALLMN HA HEKOTOPbIX MOYTOBbLIX CEPBEPAX NPU OTNPaBKe OTYETOB Ha
noyTy No pacnncaHunAam.

O 6b1710 OTKPBLITO OKHO POTOUAEHTUPUKALMK C TOM e NepcoHon. McnpasneHo.



YPB lpo

PeanvsoBaHa BO3MOXHOCTb MMOKOM HACTPOWMKKU MPOAOIKUTENBHOCTM paboyero AHA (He TONbKO
Lesble Yacbl, HO U MUHYTbI) B MapameTpax otyeta "O HenonHom pabouyem aHe".

OnNTMMM3MpPOBAHa BbIrPy3Ka TAXKEe/IbIX OTYETOB B Ha3HaAYeHHbIX 3agaHusax gns popmarta CSV. Takyto
BbIFPY3KYy C/leyeT MCNOb30BaTb B C/1y4asnX, eCAu C gpyrumm GdopmaTamm BO3SHUKAOT Npobaembl.

He 6bl10 BO3MOXKHOCTM 3KcnopTa otyetoB YPB-MPO B Excel us ¢opmbl npocmoTpa OTYETOB.
UcnpasneHo.

Mpwn oTCYTCTBMM NPOXOA0B COTPYAHMKA B MHTepBane pabouyero sBpemeHu (ywen c paboTbl paHblle
Haya/jla AaHHOro MHTEpBasa), B KOTOPOM BK/OYEHbl YeKboKcebl "Onosganue ...." n "PaHHui yxog, ...",
B "OTYeTe 0 HapyLWeHUM AUCUMNAMHBI TPpyAa" pe3ynbTaT HapyLeHWt cymmmnpoBascs (3ac4mTbiBaioCh
2 HapyweHus BmecTo 1). icnpasneHo.

HekoppeKkTHO paboTanu rpynmnosbie onepalmmu ¢ TPYA0BbIMKU foroBopamu. MicnpasaeHo.

lMpu BbIXxO4e W BXOAEe COTPYAHWUKA BHYTPU MHTepBana paboyero BpemeHu, BPEMA ero oTCyTCTBUA He
CYMTANOCh B OTYETAX O HAPYLIEHUWN M HenosHOM paboyem aHe. UcnpasneHo.

B oTuéT 0 HenonHom pabouem AHe nonagann AMCUMNAUHUPOBAHHbIE COTPYAHMKM HapaBHe C
HapyLwnTensamun pacnopsaaka. McnpasneHo.

Penankauma

CepBepHbIt MOAY/b LLEHTPa pensiMkaumu: B 06paboTunke 3anpoca CNMCKa CYLLHOCTEW YKasaHHOro

TUNa HE Y4YUTbIBAETCA MapamMeTp 3anpoca, yKaBbIBaPOU.LMVI, BK/IO4ATb /I B OTBET HaA 3anpoc

yAanéHHble cywHocTu. McnpasneHo.

bactnoH-2 —3apa 1.3.9

O [OpaitBep npoTecTMpoBaH 1 BKIOYEH B Penus.

bactnoH-2 — KeyGuard 1.0.9

O [paitBep npoTecTMpoBaH 1 BKAOUYEH B Penus.

bactnoH-2 — OPC UA Cepsep 1.3

O [OpaitBep npoTecTMpoBaH 1 BKIOYEH B Penus.

bacTnoH-2 — MNyHKTMp-A 1.0.7

O [OpaitBep npoTecTMpoBaH 1 BKIOYEH B Penu3.

bactnoH-22.1.15.1-16.12.2024

APM OnepaTtopa

L Ctonbubl ¢ AaHHbIMKM 0 ML, He MeHANUCH B padmepe Npu n3meHeHun pasmepa Gopmbl
doTomaeHTndMKaumnmn. NcnpasneHo.

Os onepaTMBHbIX OTYETAX KOMAHAbI OTOBPAXKaNMUCb YEPHbBIM TEKCTOM Ha YEPHOM QOHe.
NcnpasneHo.

APM btopo nponyckos

L [Job6asneH oT4yéT "HaxoaAwmeca Ha TeppuTOpUM B paspese No noapasgeneHmam".

O He oTobparanocb none "Bcero" B ctaTucTMyeckom oTyéTe B Blopo Nnponyckos, a Takxe
HEKOPPEKTHO MOAYUTLIBANOCH YAC/IO NPOMYCKOB B 3TOM ¥Ke OTYETE.

a MpocpoyeHHble NPonycKa MOXHO BbIN0 PeaaKTMPOBATb Yepes rpynnoBble onepaLmu.
UcnpasneHo.



YPB lNpo

Ayaut

&I Npu 3ameHe Nponycka Tenepb COXPAHAETCA METOZ, PacyéTa paboyero BpemeHu AN
Hero.

I B otuetax "O HaxogAwwmxca Ha TeppuTopumn” 1 "O HaXOAALMXCA Ha TEPPUTOPUM 3a
NPOMEXYTOK BpemeHK" paob6aBfeHa BO3MOMKHOCTb COPTUPOBKM MO  Ha3BaHUAM
opraHmMsauunii u nogpasaeneHui.

il Nlo6aBneHa HacTpoiika "MeTos pacyeTa ANA HOBbIX TPYAOBbIX AOTOBOPOB MO
yMon4yaHuio",

I Jo6aBneHa BO3MOMKHOCTb HAacTPOIKM MMeH (aiinoB co3aaBaemMbIX MO pacnUcaHUAM
OTYETOB.

I Cucrema nossonana COXPaHUTb rpadmK cMeHHOCTM 6e3 fo6aBneHHbIX paboumnx AHeN.
UcnpasneHo.

a Mpu noctpoeHun otyeTtoB YPB Tenepb aBTOMATUMYECKM PACCYMTLIBAIOTCA rpadumKm
CMEHHOCTU ANA Tex COTPYAHMKOB, Y KOTOPbIX OHM He pacCcyuTaHbl B AAaHHOM y4YeTHOM
nepuoae.

u ﬂ,06aBl'IeH0 HECKOJ/IbKO 4OMO/THUTENIbHbBIX BUAOB OTYETOB.

il B Ayaute He oTOBpaskanoch BPEeMA OKOHUYAHWA AeiCTBMA BPEMEHHOrO MPOMycKa
(oTobparkanack TonbKo aata). cnpasneHo.

Cucrtema

Bl [o6aBneHa BO3MOMKHOCTb aBTOPU3ALMM B MPUNONKEHMAX NO HACTONbHOMY
cuntbiBaTento Elsys-SW-USB-Multi.

[eHepaTop OTYETOB

2 He 3anycKanca leHepaTop OTYETOB B CKPbITOM pexkume. McnpasneHo.

NHPopMaLma o cucteme

MUH

DOTcyTCTBOBana nHpopmauua o apansepax "bactMon-2 - Cupuyc", "bacTtMon-2 -
SecurOS FaceX", "bactnoH-2 - MyHkTNp-A", "BacTtnoH-2 - Tpaccup". McnpasneHo.

O OTtobpaxkanca HeKoppeKTHbI Habop daiinos ana moayna SNMP Agent. MicnpasneHo.

Os npunoxenuun "MHdopmauma o cucteme" oTcyTCTBOBaAa MHOPMAUMA O ApaiiBepe
KeyGuard. UcnpasneHo.

Ed No6asneHa Bo3amoxHOCTb Ucnonb3oBaHusa MLUH B cueHapusx, Koraa LeHTp paboTaet
Ha bacTnoHe-3, a punmnansl Ha bacTMoHe-2, a Takke HaobopoT - LleHTp Ha BacTuoHe-3,
dunuansl Ha BacTnoHe-3. Tpebyetca Bepcua MK "BacTnoH-3" He HuKe 2024.3.

bactnoH-2 - Domination 1.2.4

ul'lpm HEKOTOpPbIX HACTPOMKax MNepecTaBa/in OTKPbIBAaTbCA OKHA KMBOFO BMAEO.
UcnpasneHo.

a MpW coxpaHEHUU U3MEHEHMUI B KOHUTYypaTope aBTOMATUUYECKU OTKPbIBANOCh OKHO
BMAEOapxmBa. McnpasneHo.

,£|,06aBneHa nogAeprkka paboTbl cepsepa pacno3HaBaHUA aBTOMOOUIbHbIX HOMEpPOB,
YCTaHOB/IEHHOIO Ha APYron MalnHe OTHOCUTENIbHO perncTpaTopa.



bacTnmoH-2 - Elsys v2 2.0.8

. Os HEKOTOPbIX CAYYaAX He yAanAanncb NWHWE YPOBHU A0CTYyNa U3 KOHTPO//1epos.
NcnpasneHo.

. MN3meHeH nopT no ymondaHuto ans noakntodeHns K SDK Elsys v2 Ha 8080.
bactnoH-2 - OPC UA Cepsep 1.2

o Wl Vismenena noruka dopmuposaHus NodelD gnsa ycTponcTs Takum ob6pasom, 4Tobbl OH
OCTaBasicsl HEM3MEHHbIM MPU U3MEHEHNN KOHDUTYPaLUUM CUCTEMDI.

. nl'lpm 3anycke cepsepa OPC UA c ucnonb3oBaHnem cepTudmKaTa MOMIN BO3HUKATb
owmnbKM. UcnpasneHo.

. ul'lpm NPUHATUM YCTPOMCTBOM cocTosHMM 25-30 OPC otobparkan ero Koa, HO He
oTobparkan TEKCT COCTOAHUA. McnpaBneHo.

bactnoH-2 - SecurQOS FaceX 1.0.5
. 0 He yctaHaBanBanocb coegmHeHmne c cepsepamu SecurOS Bepcuii 11.x. UcnpasneHo.

bactnoH-2 - SNMP Monuntop 1.0.3

. ﬁMcnpaBneHa owmnbka 3arpy3km pgparieepa "bactmoH-2 - SNMP MoHuTop" npwu
yCTaHOBNEHHOM ApaiBepe "bacTnoH-2 - SNMP AreHT".

BacTnoH-2 - Web-3aaska 4.5.4

. &j Ll,o6aBneHa OTnpaBKa YBe,CI,OMI'IeHMﬁ nonb3oBatenam no 3ﬂeKTpOHHOH noyTte O TOMm,
yTO Tpe6yeTcn cornacosaHmne BHOBb C03ﬂ,aHHOl7I 3aABKU.

. ﬁ,ﬂ,o6asneHa nepegaya B OMOBELLEHMM Ha MNOYTY MPUYUHLI OTKIOHEHMA 3aABKM,
3aN0/IHEHHOM MO NPUrNaleHunto.

I o | Mpwn ncnonbzoBaHum SSL npu aBTopmM3aumnm Ha novtoBbix SMTP-cepBepax BO3HMKaNA
owmnbKa. McnpasneHo.

o [ Bosnukana ownbka npw co3gaHnmn KoOMNaekTa nponyckos "He yaanocb onpeaenvTb
TUN NepPCOHaNbHOro NPOMyCKa ANA co34aHHOM 3aaBKK". UcnpasneHo.

o he NPUXOANIN NNCbMA-OMNOBELWEHMA O CMeHe CTaTyCca MaTepuasbHOro Nponycka.
UcnpasneHo.

o n He OTKN0UYMAOCh COrnacoBaHMe HOBbIX 3aABOK NO npurnaweHuto. McnpaBneHo.

o X MoxHo 6bino otkasats B cornacosaHum NpPOMNyCcKa, He 3anoJIHUB MPUYMHY.
NcnpasneHo.

o ﬂ,/‘lﬂ NCKIIOYEHNA YA3BMMOCTU ybpaH http-3aronosok SERVER.

bactnoH-2 - 3apa 1.3.7

. DHeKOppeKTHO oTpabaTtbiBana /NlOTMKa 3anpeTa BKAKOYEHUS CBETUNbHUKOB B
TPEBOXHbIV PeXKUm B AHEBHOE Bpems. McnpasnieHo.

. O Mpw 3anycke cepBMca MOHUTOPUHIA B OTNAA04HYH KOHCO/b BbIBOAM/IUCH OWIMOKN OT
ZaryDrvProt. UcnpasneHo.

bactmon-2 - UKC 2.5.13

« W fo6asnena BoamoxHOCTb nonydenus yepes MKC nepcoH v npomnyckos no Aate x
nocnegHero usmeHeHua (Tpebyet BkaoueHMA AyguTa).

. O 3anpoc GetPassesByChangedata Bo3Bpaluan nycton pesynbTat, ecam 6b1im yKasaHbl



napameTpbl passType u cardStatus. McnpasneHo.
. Y6paH http-3aronosok SERVER.

bactnoH-2 - Mutennexkt 1.3.4

. N3meHeHa obpaboTka nonyyeHuA cobbiTuil, peannsoBaHa NobaMTOBAA BbIYMTKA
AaHHbIX U3 NOTOKA Co6bITUI, 06paboTKa OLIMOOK M KOPPEKTHOE 3aBepLUEHME MOTOKA.

bactnoH-2 - NMyHKTnp-A 1.0.5

. u,ﬂ,paﬁsep nepectaBan Noay4yaTb COHbITUA U BbINOJHATL KOMAHAbI yNpaBAeHUA nocne
AobaeneHua/ypganeHua apyroro apaneepa. McnpaeneHo.

« [ nocne nsmerenma cocrasa nepumeTp otobparkanca B coctoaHumM "HeunssecTHo" go
nepesarpysku gpansepa. McnpasneHo.

. 0 MpY NOCTaHOBKe/CHATUM NepUMETPa C OXPaHbl AEUCTBUE BbINOHANOCH C 3a4EPKKOW
20-30cek. TaKKe npu MNOCTAHOBKE/CHATUM NepumMeTpa OTobparKeHWe COoCTosHMA
HekoTopbIx AJ-A, BXOAALWMX B COCTAB NepumMeTpa, bbl10 HEKOPPEKTHbIM. McnpaBneHo.

« Enocne nepesanycka apavisepa B AlNK "bactnoH-2" nepumeTtp Ha nnaHe oTobparkanca
B cTaTyce "HensBecTHO" (bnegHoO-cepana nosioca M NMKTorpamma). McnpasneHo.

bacTmoH-2 - Pybexxk R3 1.0.5

. O Mpn MmnopTte KOHPUrypauuu, coaep:Kallei napameTpbl ycTpouncTs 6e3 aTpubyTa
value Bo3HMKana owmnbKka "Could not convert variant of type (Null) into type (String)".
UcnpasneHo.

e Dhe NPUXOANAN COCTOAHMA OT YCTPOMCTB M3 Bepcuu FireSec 3.2.5.0. cnpasneHo.
bacTnoH-2-Suprema 1.6.8

. anm obHoBNeHUM noBepx Apansepa "bacTMon-2 - Suprema" 1.6.3 n moayna RdrBio
1.6.3 Bo3HMKanNa ownbKa. UcnpasneHo.

2.1.14.23505 - 25.03.2024

CucrtemHsble

[*] OnvHa nonet ®amunma, ma n OTyectso yBenndyeHa ao 100 cMmBo/OB.

[+] Jo6aBneHa BO3MOKHOCTb NepenaTtb KOA KapTbl U3 cOBbITUA-TPUITEPA B AENCTBUE CLEHApUA.
bacTnoH-2 — Penaunkauma

[+] BHeceHbl u3meHeHus, 4Tobbl dunmansl ¢ «bactMoH-2 — Pennukauuer» moram pabotatb B
oaHol cucteme ¢ punmanamm «bactmoH-3 — PenanKkauum».

bacTnoH-2 — bopo NponycKkos

[*] Npu BKAOYEHUM GUABLTPOB MO AaTaM Hadyana / OKOHYAHMA OEWUCTBMA MPOMYyCKa TaK»Ke
yu4uTbIBasocb Bpemsa. McnpaBneHo.

[*] Mpwn copTrposke No PNO He BbINOAHANACL COPTUPOBKA MO MMEHW M OTYECTBY. McnpasaeHo.

[+] B dopme «InemeHTbl ypoBHen pocTyna» pobaBneHa BO3MOMKHOCTb KOHTEKCTHOrO MOMCKA
TOYEK Npoxoaa.

[+] LlobaBneHa 3anuncb N0ros MMnNopTa / 3KCnopTa NPONyckos B Gaiinbl (B Nnanky yctaHosku AMK

«BbacTnoH-2»).



[+] [dobasneHa BO3MOXKHOCTb NOMCKa no Homepy TC npu ¢opmmpoBaHum otyeTa «O
npuvHagnexHocTn TC CNUCKY NepcoH».

[+] B dopme Bblgaum KapTbl o6aBeHa BO3MOXKHOCTb BBECTU HOMEP KapTbl B BUAe Homepa TC, ¢
aBTOMaTMYeCKUM nNpeobpasoBaHMEM B HOMEP KapTbl.

bactnoH-2 —YPB lpo
[+] B «[deTanbHoM oT4ETEY A0OaBAEHa AETAaIN3aUNA BPEMEHM HAXOXKAEHNA BHE paboyelt 30HbI.

[*] WUcnpaBneH pAa 3amevyaHUit Mo OTOOPaXKEHUIO HEKOPPEKTHbIX AaHHbIX B «JeTasnbHom
OoT4yéTer.



[*] B otueTax «[nsa pykosoautenein nogpasaeneHnin» n «O BbipaboTKe HaKoneHMeMm 3a nepuoa»
[laHHble O Bxoge B 061acTb KOHTPO/A Tenepb OTObparkaloTcsA, Aaxe ecan He 6bi1o
COOTBETCTBYIOLLErO BbIX0OAa.

[+] Nob6aBneH «OTYET NO NOAPAAHLIM OpPraHM3aUMaAM», OTobpaKaoWwmin oTpaboTaHHOEe BpemMs B
paspese No OpraHMsaumam 1 UX COTPYAHUKam 3a mecal,

bactnoH-2 — OT4éT lNpo
[+] Nob6aBneHa BO3MOXKHOCTb CTPOUTb OTYETHI C PUAbTPALMEN NEPCOH MO NOAKO «PaXKAAHCTBOY.

[+] OobaBneHa BO3MOXKHOCTb NOUCKa B GUALTP NO OpraHn3aumam 1 noapasneneHuUam.

[+] Ha ¢popme oTobparkeHMa mecTa cobbiTna Ha KapTe MMC gobaBneHo oTobpaXKeHne OTMETKM
TOYHOro MecTa CcobbITUS.

bacTtnoH-2 — Hpopm

[*] O6bHoBNeHa noaaepKa Telegram 4ToObl HOBblE aKKayHTbI MOT/IM NOJIY4aTb YBEAOM/IEHUA.
bactnoH-2 — Peryna

[+] NobaBneHa BO3MOXKHOCTb CKPbIBAaTb MCXOAHOE M306paxKkeHne AOKYMEHTa NPU CKaHUPOBAHUW.
bactnoH-2—-0OPCUA 1.1.3

[*] UcnpaBneHa yTeyka NnamsaTu, KOTOpPas MOr1a NPUBOANUTb K 3aBMCAHUAM CUCTEMBI.

bactnoH-2 —SNMP Arent 1.0.5

[*] WcnpaBneHa npobnema ¢ NPOM3BOAUTENBHOCTBIO Ha CUCTEMAX C OONbLUMM KOJIMYECTBOM
YCTPOWCTB.

bactnoH-2 — Web-3anaBka 4.5.3.4

[*] Moanep:kKa yBenndeHHon anmuel nonen ®U0.

2.1.13.23493(2.1.13.4)-17.10.2023

APM «Bbropo nponyckos»

[*] B HEKOTOpbIX CAy4yasx BO3HMKaNA OWMOKA NpW NOUCKE NEPCOoHbl B 60pO NPOMNycKoB NyTem
NPUKNAAbIBAHUA €ro KapTbl K HACTO/IbHOMY CYMTbIBATE/IO (MOUCK NPOM3BOANACA NO YCEYEHHOMY
Koay KapTbl). UcnpasneHo.

[*] 3HauMTENbHO YyCKOPEHO 06HOBNEHME BO/bLLMX CMMCKOB NPOMYCKOB Ha rNaBHOM popMe.
YnpasneHune cxemamm b/l

[*] 3HaunTenbHO YCKOpPEHO ypaneHune 6ONbLWIOro Konuyectsa 3anucen ms xypHana YPB npu
OYMCTKE NpOTOKoNa cobbiTuin YPB.



bactnoH-2 — YPB

[*] Otuetbl «O HaxoaMBLIMXCA Ha TeppuTopum» U «O HAXOAMBLUMXCA Ha TeppuTOpuUM 3a
NPOMENKYTOK BpeMeHW» He BbINOMHAZNUCL NO BCEM MNOoApPa3AesieHUAM B HEKOTOPbIX CAyyasx.
UcnpasneHo.

bacTnoH-2 — Hpopm

[*] O6bHoBNEHbI BUBAMOTEKM AN paboTbl ¢ 6oTamu Tenerpam, YToObl NoAAepKaTb HOBblE BEPCUU
Tenerpam.

bactnoH-2 — Active Directory

[+] LobaBneHa BO3MOXKHOCTb OTK/OYEHUS NOTMPOBAHMA AENCTBMIA areHTa 610KMpPoBKU pabouei
cTaHumu.

bacTnoH-2 — Ayaut
[*] He Bceraa npoToKo/IMPOBANOCh MM onepaTopa, M3MEHMBLLIEro A0MKHOCTb. McnpaBaeHo.
bactmoH-2 — Elsys Mobile

[*] Bepcua ppaliBepa obHoBneHa g0 1.3.2. Moaaep»kuatoTcas HoBble GYHKUUM MOBUNBHOTO
KAneHTa Bepcun 1.4,

[+] AobaBneHa BO3MOXKHOCTb paboTbl ¢ KapTamm Mifare B 3aWMWEHHOM pexMme.

[+] dobaBneHa BO3MOXKHOCTb YyMNpaB/ieHWMA MNPUBA3AHHLIMW TOYKAMM MNPOXOAA CTALMOHAPHOWM
CKy/A.

[+] Mpw oTobparkeHnn cobbITUIA UCNONL3YIOTCA LiBETa U3 LBETOBOM cXxembl bacTMoHa.
[+] AobaBneHa BO3MOXKHOCTb MPOCMOTPA OTYETA O HAXOAALLMXCS Ha TeppUTOpUN. [+]

[obaBneHa MHAMKALUMA CKOPOCTU 3arpy3KM AaHHbIX.

[*] NpoBeaeHa onTUMM3aLMA PabOTbl CUCTEMBI B PA3/IMYHbIX PEXKMUMAX.
bacTtmoH-2 — Elsys

[*] Bepcusa apaisepa obHoBneHa Ao 1.2.17.

bacTnmoH-2 — Elsys v2

[*] Bepcusa apainsepa obHoBneHa Ao 2.0.5.

[+] B cnucok obopyaosaHua aobasneHbl KoHTponnepbl JIKA-KC-2000.
bactmoH-2 — KeyGuard

[*] Bepcusa apainsepa obHoBneHa Ao 1.0.8.

[*] UcnpaBneHbl HEKOTOPbIE OWKOKM NPU MHULMANN3ALUKN, CBA3AHHbIE C HEXBATKOM NamATu nog,
CMUCKM KIOYEN.

[*] HacTpolika noAaKAo4YeHNA Ha CTPAHWUL,E HACTPOMKKN KOYHULbI NepeHeceHa HaBepxX.



bactnoH-2 — OPC UA

[*] Bepcusa apaiiBepa obHoBNeHa oo 1.1.2.

[+] NobaBneHa BO3MOKHOCTb GUAbTPALMM CODLITUI, NepeaaBaembix yepes OPC UA.
bacTnoH-2 — 3apa v2

[*] Bepcus apanBepa obHoBneHa Ao 1.3.4.

[*] Bxoapl K/IC. MNepenenaHbl cobbitna n coctosaHus ans sxoaos K/1C, ncnpasneHa ownbKa B
06paboTKe MOHUTOPMHIA COCTOAHWNI BXOA0B.

[+] NobaBneHa 0bpaboTKa cocToAHUA TaMmnepa.

bacTnMoH-2 — [TyHKTUpP-A

[*] Bepcus apansepa obHoBneHa ao 1.0.3.

[+] NobaBneHa noaaeprkka paboTbl ¢ moaynsamu «MyHKTUP-PM-Y» n «MyHKTUP-PM-MP».

[+] Aob6aBneHo BKAtoueHUe pene moaynen «PM-Y» no popmynam ¢ BO3MOMKHOCTbIO YKa3aHUA
HoMepoB GopMyn B KOHPUIypaToOpe UK B CLEHAPUAX.

bacTnoH-2 — NyHKTUp-C

[*] Bepcusa apaliBepa obHoBNeHa o 1.1.5.

bactnoH-2 — C2000

[*] Bepcusa apansepa obHoBneHa ao 1.1.11.

[+] LlobaBneHbl cObbITUA OTKPbLITMA/3aKPLITUA KOpNyca OT Waendos.
bacTtnoH-2 - Cnpuyc

[+] ApaiBep nob6aBNEH B KOMNAEKT NOCTABKM.

BactnoH-2 — SecurOS

[*] Bepcus apanBepa obHoBneHa oo 1.2.3.

[*] NobaBneHa noagaep»xKa HoBbix Bepcuin MO SecurOS.

[*] AononHeHa AOKyMeHTaUms.

2.1.13.23477 - 03.02.2023

BHumaHue! Bepcua tpebyet o6HoBneHuna B go 2.1.13.3.
APM «btopo nponyckos»
[*] Npu umnopTe M3 CSV-daitnos nopagok nonemn 6bin *KecTko puKcMposaH. McnpasneHo.

[*] Npu uMmnopTe NPONYCKOB C OANHAKOBLIMU TabeNbHbIMWM HOMEPaMU B Pa3HbIX OpraHM3aLmAaAxX
BO3HMKaNM owmnbKu. McnpasneHo.



APM OnepaTopa

[*] B HekoTOpbIX c/Ay4anax MOrAM OBHYNATbCA CYETYMKM MepcoHana y obnacteir KOHTPONS.
NcnpasneHo.

bactnoH-2 — Peryna

[*] He paboTano noBTOpHOE CKaHWMPOBAHME OOHOFO M TOrO }Ke AOKYMEHTa moc/e nepenayu
AaHHbIX B APM «Bropo nponycKkoB».

[*] Npn aantenbHoM paboTe CO CKaHMPOBAHUEM AOKYMEHTOB TepAnocb coeanHeHue ¢ Regula
SDK. UcnpaBneHo.

bactnoH-2 — OPC UA Cepep 1.1.1

[+] OobasneH ppaiieep ana wHTerpaumm AMNK «bacTMOH-2» € BHEWHMMW CcUCTEMaAMMU C
ncnonbsoBaHnem nHtepoericos OPC UA. BO3MOXKHOCTM aHANOrMYHbl Moaynto «bactnoH-2 — OPC
cepsep».

BactnoH-2 —Face 1.1.2

[+] Bo3morKHOCTb paboTbl He TONbKO € ApanBepom «bacTMoH-2 — Elsys», HO ¢ ntobbimu CRY/,
nHTerpuposaHHbimu B AMK «BbacTUOH-2».

[+] Ucnonb3ytoTcs HOBblE ONOBELLEHMA O CMeHe dpoTorpadpun.

[+] BO3MOHOCTb HACTPOMKM HEOOXOAMMOCTM CUHXPOHWM3ALMKM MPOMYCKOB, Y KOTOPbIX He
BBeAeHa ¢poTorpadus.

[+] BupTyanbHble TOYKM [OCTynNa Tenepb MNPeACTaBAEHbl U CYMTbIBATENEM, U OBEPbIO, YTO
NO3BO/AET UCMOb30BaTb UX B YPOBHAX A0OCTyNa 1 B 061aCTAX KOHTPOAS.

[*] BBegeHbl yAyyweHWUA, YCKOPAKOWME CUHXPOHM3ALMIO MNPOMYCKOB C CUCTEMaMM
pacnosHaBaHusA aul,.

bactnoH-2 — BioSmart 1.0.2
[+] OobaBneHa nogaep*KKka KoHTpoanepos UniPass Pro u cuntbiBatenen Palmlet.

[+] B cuntbiBaTENAX QUasar noABMAACb 3anMcb MUHKU-poTorpaduii (thumbinal) nonb3osatenei B
Btopo nponyckos.

[+] JobaBneHa BO3MOXKHOCTb 3aNUCK HOMEPOB KapT AJIMHOW 40 6 6aiT.
[+] Job6aBneH pexMm «He MeHATb» B Bbibope nHTepdelica cumTbiBaTens KapT Quasar.

BactnoH-2 — UFace/R20-Face 1.0.0

[+] Oobasnen ppanBep MHTErpaunm buomeTpuyecknx cuutbiBaTenen nuua Uni-Ubi Uface
pasnnyHbix moauduKkaumii  (npoussoactea Universal Ubiquitous Co., Ltd.), a Takxe
cumTbiBaTenen Rusguard R20-Face.

BactmoH-2 —ESMI 1.0.4

[*] Npu nNogKNtOYEHUM HECKONBbKMX MOMKAPHbIX CTaHUMIA B HEKOTOPbIX C/lydYasx O06HOBAANOCH
COCTOSIHME TONbKO Yy NUKTOrpamm waeridoB nepsBoi cTaHuun. McnpasneHo.

[*] Npu BbINO/NIHEHUM KOMAHA, B HEKOTOPbIX ClyYasX YNpaBAsAUChL Bce waeldbl ¢ 0AMHAKOBbLIM
afipecoMm pPasHbIX MOXKaPHbIX CTaHUMAX. McnpaBaeHo.



bacTnoH-2 — 3apA

[*] OobaBneHa BO3MOMKHOCTb Npu ycTaHoBKe AlMNK «BacTMOH-2» BbIbBMpaTb BEPCUIO MOAYASA
«bacTnoH-2 — 3apa» nam «bactnoH-2 — 3apa v2».

2.1.13.23458 — 18.11.2022

BHumaHue! Bepcua tpebyet o6HoBneHuna B po 2.1.13.2.
APM OnepaTopa

[*] Bo3HuKana owunbKa nNpuM MNOCTPOEHUM OMEPaTUBHOrO OTYETa, €C/N CcToNbuUbl 6blaK
PacnoNIoXKeHbl He MO YMO/IYaHM1I0. McnpaBneHo.

[*] U3 dopmbl «lMouck nepcoHana» wucyesnu OGUNLTPLI MO COAEPMKMMOMY CTON6LOB B
npegbiaywem penmse 2.1.13.1. MUcnpasneHo.

APM «btopo nponyckos»

[*] Henb3a 6bino BbloaTb KapTy Ha OCHOBaHMM aBTO, €CAM OHAa Y)Ke BblAaBanacb, HO bbina
BO3BpaLlLeHa. UcnpasneHo.

[*] He paboTtan HacTonbHbIli cunTbiBaTenb Elsys-IC-WG/RS B npeagblaywmx cbopkax 2.1.13.x.
UcnpasneHo.

[*] U3 dopmbl «TpaHCNopTHbIE NPONycKa» mncyesnn GuabTpbl NO COAEPHKMMOMY CTONOLOB B
npeablaywem pennse 2.1.13.1. NcnpasneHo.

APM «YPB [1po»

[*] B Tabene ana pykosoautenen noppasaeneHnin He BbIBOAUANCH HEKOTOPble PabOTHUKM B
oTyeTe No opraHusaumu. UcnpasneHo.

BactnoH-2 — BioSmart 1.0.1

[+] OobasneH papariBep «bacTMoH-2 — BioSmart» ans noaaepXKu BUOMEeTpUYECcKUX
cuntbiBaTenei BioSmart Quasar c ayteHTMdUKaumelt/BepudurKaument no amuy.

BacTnoH-2 — Elsys Mobile 1.3.1

[+] O6HoBNEeH apaitBep «BacTnoH-2 — Elsys Mobile» ao Bepcuun 1.3.1. UcnpasneH noacyeT noaei
ONA 3BaKyaLmu.

2.1.13.23446 — 28.09.2022

BHumaHue! Bepcusa tpebyer o6HoBneHua b o 2.1.13.1.
APM OnepaTopa

[*] 3anycKk HeaKTMBHbIX CcLeHapueB bbln AOCTYyMNeH Yyepes ropsyne Knasmwm 8 APM OnepaTopa.
NcnpasneHo.

[+] Ha ¢opme pobasneHua cobbiTna YPB pobasneHa nHpopmauma o mecte paboTbl NepcoHbl
(opraHusauma/noapasaeneHue).

[*] Ha dopme pobasneHns cobbitua YPB nouck 3aBucen oT pernctpa. UcnpasneHo.

[*] Ha dopme pnobaBneHuns cobbiTmsa YPB He yunTbiBaNOCb pasrpaHMYeHme 40CTyna onepaTopos
K opraHusaumam / nogpasaeneHunsam. McnpasneHo.



[*] HacTpoitka nopsgKa v WwWnpuHbl cTonbuos B popme «MOUCK NepcoHana» He CoXpaHANach.
NcnpasneHo.

[*] B HekoTopbix cny4aax APM Onepatopa Mor 3aBucaTb MpuM  OTOOpaXKeHUn
doTomaeHTMPMKaUUM OAHOBPEMEHHO C BbIBOAOM OKOH }KMBOTO BMAEO0. MicnpaBaeHo.

APM «Bbtopo nponyckos»

[+] LobaBneHa noaaeprKKka BbliAauM KapT B pexmme wndpoBaHua SL3 ana cuntbiBatenen Elsys-
SW-Multi.

[*] B OKHe «TpaHCNOPTHble MPOMyCKa» He COXPaHANANCb HACTPOMKM OTobpakeHus Tabauubl.
UcnpasneHo.

CnuctemHsble
[+] NopaaepxKka moaynsa «bacTnoH-2 — Web-3aaBka» Bepcumn 4.5.2.

[*] Moaynun nHterpaumMm 6MOMETPUM HE MONYYaIN KOPPEKTHbIX YBEAOMNEHUI 06 N3MEHEHUN
doTorpadum nepcoH. UcnpasneHo.

bacTnoH-2 — Elsys 1.2.16
[+] AobaBneH KoHBepTep Ha Bepcuio 2.0.4.

[*] He wHuMumanusmpoBanacb BpeMeHHas 30Ha, WMCNo/ab3yemMasa BO B3auMMOAENCTBMU, MO
CoObbITUAM HaYyana U OKOHYAHWNA BPEMEHHOM 30HbI.

[*] HenpaBuabHo obpabaTbiBanca Homep KapTbl Ana Aelicteua "MNepeaaTtb Ko KapTbl”.

[*] Ona koHTponnepos Ha COM-nopTax HEBEPHO MHTEPNPETMPOBANOCH HY/NEBOE KOJIMYECTBO
NONbITOK NOBTOPAa KOMaHAbl, B pe3ynbTaTe Yero 4acTb KOMaH4, UHULMAIM3ALNKN HE A0X04MNA A0
KOHTpoO/INEepa.

[*] Ona Elsys-MB-AC wn Elsys-AC2, npu BbibpaHHOM uHTepdeice Wiegand, 6iokuMpoBanacb
BO3MOHOCTb HAaCTPOUTb NOCTAaHOBKY TO/IbKO MO KapTe.

[*] He paboTtana noctaHoBKa No KapTe B KoHTpoanepe Elsys-MB-AC.
[*] AobaBneHbl Bepcuun Elsys-MB 2.75 n 2.76, Elsys-MB-Net 2.14, Elsys-MB-AC 2.03.
[*] He nHuumnanmnsmposBanucb B3anmoaemncrama ot sxoaos Elsys-MB-AC.

[*] He otnpasnanucb mexKoHTposnepHble cobbitua ot Elsys-MB-AC (HeobxoamMmo 06HOBUTb
npowueky ao 2.03).

bactnoH-2 — Elsys Mobile 1.3

[*] ApaliBep obHOBNEH ANs NOAAEPKKM HOBOM BEPCUM MOBUNBHOTO NpunoskeHus 1.3.
bactnoH-2 — KeyGuard 1.0.7

[+] o6aBneHa BO3MOXKHOCTb CUHXPOHM3ALMMN BPEMEHU KHOYHULL,.

bactnoH-2 — SNMP moHuTop 1.0.2

[+] OobaBneH gpaliBep ANA MOHUTOPUHra ceTeBoro obopyaoBaHua no npotokony SNMP.
bactnoH-2 —3apa 1.3.3

[*] OexypHbii pexkum. He oTobparkanucb COBbITUA M HE BbINOJHANMUCL CUEHApPUM NpU
BbIK/lO4EHHOM NapameTpe «OTobpakaTb ycTapeswne cobbiTna». UcnpasneHo.



2.1.13.23432 - 29.07.2022

APM «Bbtopo nponyckos»

[*] Npw Bblgaue Nponycka Ha 6a3e apxMBHOrO (Ha TO *Ke aBTO), NPU reHepaLumM Homepa KapTbl Ha
OCHOBaHMM HOMepa aBTo BblneTaeT «KapTa BblgaHa APYyromy Auuy, yTepsaHa, CNUCAHa ....», XOTA
3Ta KapTa umeeT cTaTyc «BosBpaleHa». MicnpasneHo.

2.1.13.23431 - 28.07.2022

APM «bropo nponyckos»
[+] Aob6aBneHa BO3MOXKHOCTb 3KCNOPTa U MMNOPTA Nponyckos B ¢opmate CSV.

[+] AobasneH oT4é€T o0 npuHaanexHoctn TC. MNo3BonseT yBUAETb, Y KOro €CTb aKTMBHbIE
TPAHCNOPTHbIE NPONycKa Ha BbibpaHHoe TC Ha 3a4aHHYO AaTy.

[*] Bo BpemeHHbIX 30Hax He BbIBOAWICA MAEHTUPUKATOP BpeMeHHOro 610Ka. McnpasneHo.
[+] OobaBneHa noaaep*KKa HaCTONbHbIX cuMTbiBaTenel Elsys-SW-USB-Multi.

[+] Aob6asneHo none c HOmepom O0CHOBHOrO TC B CMMCOK TPAHCMOPTHbIX NPOMNYCKOB.

[+] B oT4éTbl fOBaBNEHA HYMEpaUMA CTPaAHMUL,

[+] Mpu Bblaaye Nponycka C reHepaumer Homepa KapTbl Ao06aBNeHA BO3MOXHOCTb Bblbopa
ONUnHbI Koga (3, 4, 5, 6 6alT).

[+] [AobaBneHa BO3MOMKHOCTb PEAAKTUPOBAHUA AKTUBHOMO (BblAAHHOIO) TPAHCMOPTHOrO
nponycka, Nnpu Haanumm B npodunae onepatopa ¢nara «PaspelwmnTb peaakTMPOBaTb aKTUBHbIE
TPaHCNOPTHbIE NPOMYyCKa».

[+] OnvHa nona « KommeHTapuii» ana nepcoH yseanyeHa ao 2000 cMmBONOB.

[+] AobaBneHa BO3MOKHOCTb LBETOBOM MOACBETKN NPOMYCKOB B OCHOBHOM OKHe APM «Biopo
NPOMNYyCKOB» B 3aBUCMMOCTM OT 3HAYEHWUI B JOMNONHUTE/NbHbIX NONAX (HacTpamBaeTca B ¢daine
BPersCustom.ini).

[+] JobaBneHa BO3MOXKHOCTb NEPEMMEHOBAHMA COCTaBAEHHbIX YPOBHEM A0CTyNa.

[+] JobaBneHa BO3MOXKHOCTb NPOAJ/IEHUA CPOKA AENCTBUA TPAHCNOPTHbIX NPOMNYCKOB M3 GpopMbl
«TpaHCNOPTHbIE NPOMYCKa».

[*] B 610po nponyckoB He cunTbiBanucb Kaptbl HID npu ncnonb3oBaHun cumntbiBatens Elsys-PW-
USB-NFC. UcnpaBneHo.

[*] Mpn umnopTe nponyckoB He 6blNO NPOBEPKM HA KOPPEKTHOCTb MOMIHOTO KOAa KapTbl.
UcnpasneHo.

[*] NMpu npocmoTpe cnmMcKa TPAHCNOPTHbLIX MPOMYCKOB, @ TaKXe OTYETOB NO TPAHCMOPTHbLIM U
MaTepuanbHbIM NpPoMNyckam, He paboTano pasrpaHUYeHMe AO0CTyna MO NoApasAeNeHUAaM.
UcnpasneHo.

APM OnepaTopa

[+] [AobasneHa BO3MOXHOCTb OMNUMOHANLHO YbWpaTb NEepCcoHasbHble JAaHHble M3 OKHa
«Mocetutenn Ha Tepputopun». Ana storo gobasneH dnar ana ponm onepatopa — «Paspewartb
BbIBO/, MEPCOHANbHbIX AaHHbIX B OKHe «[loceTuTenun Ha TeppuTopumn».



APM «[l'eHepaTop oT4éTOB [1pO»

[*] YnpouwéH aoctyn K GyHKLMM NPOCMOTPa BUAEOodpparmeHTOB, CBA3aHHbIX C cObbITUeM. Tenepb
NPOCMOTP eANHCTBEHHOIO CBA3aHHOro GpparmeHTa AOCTYNeH No OAHOMY LLENYKY MbILLN.

CucrtemHsble

[+] Oob6aBneHa BO3MOMKHOCTb YAaNEHUA OTAENbHO M306parKeHUI, NPUBA3AHHbIX K COBbITUAM, U3
dopMmbl «YaaneHue ycTapeBLUMX AaHHbIX».

bactnoH-2 — Active Directory
[+] Aob6aBneHa BO3MOXKHOCTb YCTAHOBKM areHTa 610kmMpoBku MK ¢ napameTtpamu.

[+] Ans areHTa 6n0kupoBkM MK gobasneH napameTtp «Mepuros onpocar, YTobbl CHU3UTb HArpy3Ky
Ha KOHTpOANEp AOMEHa.

[+] AreHT npou3BOAMT NPOBEPKY YCNOBUA ONOKMPOBKWU, NEPEBOAA aHANMU3UPYEMbIA TEKCT B
e4VHYI0O KOANPOBKY.

[*] AreHT 610KMPOBKM He ouMLLLAN NPOBEPAEMbI aTPUOYT NpK 3anycke npouecca. UcnpasneHo.

[+] AreHT 610KMPOBKM Tenepb 3anycKaeTca B eAMHCTBEHHOM 3K3eMnasape B TeKyleih ceccuu
nosab3oBaTena, YTobbl NPesoTBPATUTL BNOKMPOBKM YyXKMX CECCUN.

[*] NpuHapgnekHOCTb YY4ETHOM 3aNMCK K OpraHM3auuM M noapasaeNeHuto onpeaenseTca Ha
OCHOBe 3Ha4YeHUI B 3a4aHHbIX aTpmbyTax, a He no gepesy OU.

APM «YPB [1po»

[+] B otyér «[ns pykosoauTenen noapasneneHuin» nobasnedbl 4 nons: OMN (ono3gaHusa 3a
cyTKuM), PY (paHHuit yxop 3a cytku), ON utor (cymma onosgaHuin 3a nepunoa) u PY utor (cymma
paHHWUX YXO40B 3a nepuoa,).

[*] No-pasHOMy OKpyrnsnucb 3HaYyeHuAa AN BPEMEHM BXOAa M BbixoAa B OT4YETax «[ns
pykoBoautenen noapasgeneHuin» n «O paboyem BpeMeHM C HAKOMJAEHMEM 33 nepuoay.
NcnpasneHo.

bacTnoH-2 — Elsys v2 2.0.4

[*] YoanstoTtca YO nocne cuHXpoHM3aumm KoHourypaumm Elsys v2. UcnpasneHo.
[*] OTcyTcTBYIOT KHOMKM ApanBepa B NeHTe bacTnoHa. McnpasneHo.

[*] UcnpaBneHa ownbKka npu paboTe rapaHTMPOBaHHOM A0CTaBKMU.

[*] ApaiBep Elsys v2 HeKoOppeKkTHO ¢GOpMMPOBaA KOMaHAbl NpPU  OAHOBPEMEHHOM
BOCCTAHOBNEHUW CBA3W C HECKO/IbKMMU KOHTpoAepamu. McnpasaeHo.

bactnoH-2 — SecurOS FaceX 1.0.4

[+] NoaaepxKa cepsepoB SecurOS sBepcun 11.1.
bactnoH-2 — C2000 1.1.10

[*] PacwmpeH mexaHU3M IMLEH3NPOBAHMA.

[*] UcnpaBneH ckpunT obHOBNEHMA ApaliBepa B B/.
bactnoH-2 — KeyGuard 1.0.6

[*] NcnpaBneHo obHOBAEHME COCTOAHUA KAKOYEN Npu CTapTe ApaliBepa.



[+] YckopeH 06MeH gaHHbIMW C KNHOYHULLAMMW, 3HAYNTENIbHO YCKOPEHA MHULMANU3ALMUA.
[*] UcnpaBneHa ogHoBpemeHHas paboTa C HECKONbKMMU KNHOUYHULAMMU.

[*] NepeaenaHa Bbirpy3Ka AaHHbIX M MonyvyeHMe Mx M3 dainna KoHOUrypauum: Tenepb Kaum
BbIFPYKAOTCA C MAEHTUDUKATOPAMM KNOYHUL,

bacTnoH-2 — Suprema 1.6.3
[*] UcnpaBneHbl menkme oWnNBKMN.
bacTnoH-2 — 3apa 1.3.2

[*] UcnpaBneH «3anpeT BKAKOYEHUA TPEBOXKHOIO pPeXMMa CBETU/IbHUKA B AHEBHOE Bpema» Ana
ynpaBAeHUs BCEMU CBETUNbHUKAMMU.

[*] UcnpaBneHo ob6HOBAEHME KOHDUTYpPaLMK Ha HOBYIO BEPCUIO.

2.1.12.23405 - 07.02.2022

APM «btopo nponyckos»

[*] B rnob6anbHOM NomcKe No TPAHCMOPTHLIM NPONyCcKam He paboTan NOWUCK N0 KUPUANNYECKUM
cumBonam. UcnpasneHo.

[*] B noucke no Homepy TC Ha popme «ABTOTPAHCMOPT» He paboTan NOWUCK NO KUPUANUYECKMM
cumBonam. McnpasneHo.

bacTnmoH-2 — MyHKkTNp-C 1.1.3

[+] Aob6aBneHa BO3MOXKHOCTb OTK/OYEHMA COBbITUIN NpeATPEeBOr.

[*] Npu yacTMYUHOM 0bBpbIBE IMHUM HE NepeaaBanCb KOOPAMHATbI TOYKK. McnpasneHo.
[*] Ana MB-C He mnopTUpOBaAnCb BXoAbl ¢ agpecamum 6onbwe 500. McnpaBneHo.

[*] Tononorua "Konbuo". Mpu notepe casum ¢ oaHum JIK-C 1 nepexsaTe ynpaBaeHUs Apyrum —
Bxoabl MB-C (LIP) ocTtaBanucb B crtatyce "HemcnpaBHOCTb", COBbITUIA OT HUX He 6blno.
UcnpasneHo.

2.1.12.23402 - 12.01.2022

bacTnoH-2 — Elsys Mobile 1.2

[+] UcnpaBneHa npoBepKa aaHHbIX QR-kogos COVID-cepTuduKaTos.

[+] Aob6aBneHa BO3MOXKHOCTb A5 OTAENbHbIX MOBUABHbIX TOYEK AOCTYNa OTKAOUYUTD
oTobpaxeHne PO n poTtorpadui.

2.1.12.23400 — 24.12.2021

CucrtemHsble

[*] Npu ob6bHoBneHun, ecnn B b, O6bIAM TPAHCNOPTHbIE CPEACTBA C OAMHAKOBLIMM
PEerncTpauMoHHbIMM HOMEPAMK, BBELEHHBIMU HA PYCCKOM M aHTIMIACKOM A3blKax, BO3HMKana
owmnbKa. McnpasneHo.



2.1.12.23399 - 23.12.2021

CucTemMHble
[+] Ao6aBneHa BO3MOXKHOCTb XpaHEHMA N OTCAEKMBAHUA AaHHbIX 0 COVID-cepTudmrKaTax.

[+] AobaBneHa BO3MOMKHOCTb aBTOMATUYECKOM BIOKMPOBKM NPOMYCKOB C NPOCPOYEHHbBIM UK
oTtcyTcTBytowmnm COVID-cepTudmKaTom.

[+] JobaBneHa BO3MOMKHOCTb MPOrpPaMMHON NPOBEPKU MpaB AocTyna nosb3osateneit CKY[
yepes cuctemHoe peicteue «lpoBepuTb NONHOMOYMSA», KOTOPOE MOMHO WMCNONb30BaTb B
cueHapusax. Ecnm npaea ectb — dopmumpyeTca cooblieHne oT TOYKM npoxoaa - "LUTaTHbIM BXxoA,
%mn" / "WWTaTHbIA BbIxoa %mn" (B 3aBMCMMOCTM OT MCXOAHOrO COBbLITUA - BXOAHOIO WAW
BbIXOZIHOr0), ec/iv HeT — coobuleHne "HapylieHne ypoBHA gocTyna npu sxoae" / "HapyweHue
YPOBHA J0CTyNa Npu BXxoae" oT TOYKM Npoxoaa.

[+] OobaBneHa BO3MOMKHOCTb YKasbiBaTb AMaNa3oH BPEMEeHW ANA CO6bITUIA-TPUITEPOB B
HaCTpOWMKe CueHapueB U peakumit. To ecTb, Tenepb 3aA4aTb AMANasOH BPEMEHM, B KOTOPbIN
CueHapuii byaeT BbINONHATLCA.

[+] Ao6aBneHa BO3MOXKHOCTb HACTPOMKM YYETA HENOATBEPKAEHHbIX COBbITUIA NPY OTOBPaXKEHUN
COCTOSIHUI YCTPOWCTB Ha rpadMyecKmx NaaHax oTAeNbHO AN5 KaXKA0ro sK3emnaspa Apaiisepa.

[+] YBennueHna gnvHa noneit «OpraHusauma» u «lMogpasgenedune» ao 255 cumsonos.

[+] PeannsoBaHbl onoBelLeHUs gpaliBepos BUOMeETPUYECKON naeHTUGUKALMM MO ULy O CMeHe
doTorpadum.

[*] Cpok pelicTBusa QR-KOA0B NPOMYCKOB Tenepb BCeraa coBnagaeT co CPOKOM AeUCTBMA CaMoro
nponycka.

APM OnepaTtopa

[+] B okHe poTomaeHTUdMKauum aobasaeHa BOSMOXKHOCTb BbiIBOAA rOC. HOMepPa TPAHCMOPTHOro
CpeacTBa B CNMCKE TPAHCNOPTHbLIX NPOMYCKOB.

APM «bropo nponyckos»
[+] AobaBneHa BO3MOXKHOCTb py4HOro BBOAA AaHHbIX 0 COVID-cepTudmkaTax.

[+] Lo6aBneHbl OTYETHI O CTATUCTUKE NPUBUTLIX U O NEPCOHAX, Y KOTOPbIX 3aKaHYMBAETCA CPOK
aencrtemsa COVID-ceptudmkaTa.

[+] Nob6aBneHa BO3MOXKHOCTb MUCMo/b3oBaHUA QR-KOA0B B HacTpamMBaembix WabaoHax neyatu
NPOMYyCKOB.

[+] Aob6aBneHa BO3MOXKHOCTb MOUCKA NPOMYCKOB C 3agaHHbIM npodunem CKY/.
[+] OobaBneH oTYET «CTaTUCTUKA NO AOKHOCTAMY.

[+] Ucnonb3yeTtca eauHbin INI-dann ¢ npaBunamm GopmmpoBaHMA HOMeEpa KapTbl (NOPAAOK
yTeHuMA 6alT) AnAa Bcex NoAAepPKUBAEMbIX HACTO/IbHbIX CYMUTbIBATENEN.

APM «YPB Mpo»

[*] UcnpaBneH y4éT 0beaeHHOro nepepbiBa NPU UCNONb30BaHUM YNPOLWEHHOTO METOAA pacyéTa
6e3 nogaepKm rpadmMKoB CMEHHOCTH.

[+] NobaBneHa BO3MOXKHOCTb HAaCTPOMKM AONONHUTENBHbIX NapPaMeTPOB A5 OTNPABKMU OTYETOB
Nno 3NeKTPOoHHOM noute (nopT SMTP-cepBepa, ncnonb3osaHue SSL).



[+] Job6baBneHa BO3MOXKHOCTb BbiBOAA AOMNONHUTENbHbIX Noel MNepcoHbl B OTYETAX.

[+] Npu bopmmpoBaHumM 0THETOB «O HAXOAMBLLMXCA HA TEPPUTOPUM» NO PACMMUCAHUIO, B 3a4aHUN
Tenepb MOXKHO YKa3blBaTb MN/1aBaloLLyto AaTy («BYepa», «no3aByepar).

APM «['eHepaTop OTYETOB»

[+] LobaBneHa BO3MOXKHOCTb HAaCTPOMKM AONONHUTEIbHbIX MAaPaMeTPOB A5 OTNPABKM OTYETOB
Mo 3NeKTPOHHOM nouyTe (nopT SMTP-cepBepa, ncnonb3oBaHume SSL).

[+] Job6aBneHa BO3MOXHOCTb BbiBOAA HOMepa TC oTAeNbHbIM NOIEM B OTYETAX NO COObITUAM.
bactnmoH-2 — Active Directory

[+] ANobaBneHa BO3MOXKHOCTb aBTOMaTuyeckoh 6n0KMpoBkM MK no Tpurrepy B aTpubyte
nonb3oBaTena AD (610KMpOBKA KOMMbIOTEPA NPU BbIXO4E C TEPPUTOPUM).

[+] NobaBneHa BO3MOXKHOCTb 3anucu MHbOpMaLmmM 0 nocneaHem cobbiTMM NoO KapTe A0CTyna
CKY[ B 3apaHHbIM aTpMbyT nonb3oBaTensa B AD.

[+] AobaBneHa BO3MOMXKHOCTb Nepeaayn Koaa nocnefHer BbiAaHHOM KapTbl goctyna CKY/ B
3a4aHHbIN aTpnbyT nonb3osatena 8 AD.

[+] Aob6aBneHa BO3MOXKHOCTb Nepesayn GoTo nosb3oBaTena B AD Npu CUHXPOHMU3ALMN.
[+] Aob6aBneHa nogaeprkka buHapHoro ¢opmata potorpaduis, ncnonbdyemoro 8 AD.

[+] Aob6aBneHa BO3MOXKHOCTb HACTPOMKMU MoAen, nognexalmx CMHXpoHusaumm ¢ AD. Bce He
CUHXPOHU3UpPYEMble NONA NPU STOM AOCTYMHbI ANA peaakTupoBaHua B APM «bropo nponyckos».

BacTnoH-2 — MIHpopm

[+] Bo3morKHOCTb paboTbl He TONbKO € ApanBepom «bacTtMoH-2 — Elsys», HO ¢ ntobbimu CRY/,
nMHTerpuposBaHHbimu B AMK «bacTUOH-2».

[+] YnyyweHa paboTta c uaeHTndmnkatopammn aboHeHtos Telegram.
bacTnMoH-2 — Ayaut

[-] YaaneHbl Bo3moxkHOCTM No paboTte ¢ MTHGOPMMPOBAHHBIM cornacmem Ha obpaboTky MM, Tak
KaK 3T GyHKUMM nepeHeceHbl B APM «Bopo nponyckos».

BactnoH-2 — MKC 2.5.5

[+] YBennueHna gnmHa noneit «OpraHusauma» u «lMogpasgenedune» ao 255 cumsonos.
bactnoH-2 — Elsys v2 2.0.3

[+] AobaBneH aparisep CKY/ Elsys HoBOro nokoneHus.

bactnoH-2 — Elsys 1.2.15

[*] He MHMLMANN3MPOBANUCL MEKKOHTPONNEPHbIE B3aumogenctama ¢ moaynem Elsys-RM-16.
UcnpasneHo.

[*] Npu oTKpbITUK GOPMbI PeaaKTMPOBAHUA paHee coxpaHéHHoro B B[l B3aMmoaencTsus, He
oTobparkanncb  3HAYeHMA  JONONHMUTENbHOrO  napameTpa  cobbITMA  «MCTOYHUKY U
AONONHUTENBHOIO NapameTpa aenctana «Komy». McnpasneHo.

[*] CBs3b c Elsys-IP morna oTtcyTcTBoBaTh Nocne gobasneHuna unu srkatodeHms Elsys-IP 8 onpoc.
UcnpasneHo.

[*] CBsasb ¢ KCK n Bcemu Elsys-IP B rpynne, onpawmnBaemoit Yepe3 KCK, morna B HEKOTOPbIX
CUTYaumAax nponagatb. McnpasneHo.



[*] AopaboTaH akcnopT XML-KoHPUrypauum ansa KoHseptaumm B Elsys-2.
[+] OobaBneHa nogaep:Kka Bepcumn 2.05 ana Elsys-IP.
[*] B HeKOTOpbIX CUTyaLMAX HEe A0CTAaBAAANCL U3SMEHEHMA B NPODUNAX NepcoHana. McnpasneHo.

[+] NobaBneHo pelictBue «lNepenatb Koa KapTbl» ANA cYuTbiBaTenel (ana paboTbl ApaliBepoB
«BbactnoH-2 — FaceX», «bacTnoH-2 — Bogutenob» u 1.n).

[*] B nanke Logs cosgmaBanucb ¢ainbl noros apansepa Elsys aaxe ecnm ux 3anucb 6bina
OTKAlOYeHa. MicnpaBneHo.

[*] B HeKoTOpbIX cAyyasx gpameep AOAr0 nepesanyckasnca Nocie COXpaHEeHWs U3MEHEHWUN B
KoHurypatope. NicnpasneHo.

[*] Npwn nepesanycke apaliBepa npuxoanam coobuweHus o notepe ceAsu ot Elsys-IP B pexxume
onpoca no TCP. UcnpasneHo.

[+] B pykoBoacTBO ApanBepa aobasneHa nHpopmauma o 3awmwéHHom Wiegand.
bacTnoH-2 — Elsys Mobile 1.2

[+] Bo3morKHOCTb paboTbl He TONbKO € ApanBepom «bacTMoH-2 — Elsys», Ho ¢ ntobbimu CRY/,
nHTerpuposBaHHbimu B AMK «bacTUOH-2».

[+] Job6aBneHa BO3MOXKHOCTb OMOBELLEHMA O NPOX0AE ONpeAeNnéHHbIX ML, B 3a4aHHble obnactu
KOHTpOAS.

[+] AobaBneHa BO3MOXKHOCTb NpoBepKM AaHHbIX QR-kogoB COVID-cepTudunKaToB 1 BHECEHME
AaHHbIX 0 cepTuduKaTax B AMK «bacTMoH-2».

[+] Aob6aBneHa BO3MOXKHOCTb aBTOpM3aLMM B MOBMIbHOM KAMEHTe NocaeaHero BXoAnBLIEro
onepaTtopa Npu oTCyTCTBMU CBA3M C cepepom AlK «bacTMoH-2».

bactnoH-2 — Boantens 1.0.4

[+] Bo3morkHOCTb paboTbl He TONbKO C ApariBepom «bacTnoH-2 — Elsys», HO ¢ noboimn CKY/[,
nHTerpupoBaHHbimu B AlNK «bacTUOH-2».

[+] Homep mawuHbl B cobbiTUAX Tenepb GUKCUpyeTca B OTAeNbHOM none. Takum obpasom, B
OTUYETaxX MOXXHO MCKaTb cobbiTUA ApaliBepa «bacTnoH-2 — Boanutenb» no Homepy TC.

bactnoH-2 —ONVIF 1.0.1
[+] AobaBneH moaynb NoAAepKKU YCTPOMCTB BUAEOHabatoaeHns ctaHaapTa ONVIF.
bacTnmoH-2 — MHTennekt 1.3.1

[*] Opaveep npoBepeH c cepBepom WHTennekt sepcun 4.11.2.3276 u cuctemoin «ABTO-
NHTennekT» Bepcumn 5.7.0.3884.

[*] YHMBepcanbHbIN KNNEHT BUAEOHabAoaeHMA obHoBMeH Ao Bepcun 1.2.3.
[*] U3 Bepcum 1.2.x NnepeHOCUANCH He BCe HAaCTPOMKM Npu 06HoBAeHUM A0 1.3. UcnpasneHo.

[*] He obHOBAANCA NnapameTp «Bpemsa aBTOMATMUYECKOTO 3aKPbIBAHWSA OKHA», €C/IN €ro U3MEHUU
B Apyrom Buaeoapalisepe. UcnpasneHo.

[*] He oTKpbIBanoch KMBOE BUAEO C NAaHa Nocae 3anycka cepeepa NHTennekT. McnpasneHo.

[*] Npw oTcyTcTBUKM BUAEOCUTHANa oTobparkanca NnocAeAHUIM Kaap Kusoro BMaeo. MicnpasneHo.



[*] HeBepHO 06HOBAANMCL CTaTyCbl YCTPOWCTB Ha KAMEHTAX MOCAe Mepesarpysku cepsepa
NHTennekT. UcnpasneHo.

bactnoH-2 — SecurOS FaceX 1.0.3
[+] NoaaepKa cepsepoB SecurOS sBepcmm 10.9.
[+] OobaBneHa nogaepKKka ansa paboTbl ¢ apansepom «bacTtnoH-2-Elsys 2.0».

[+] OobaBneHO nonyyeHUA cBEAEHU O HAZIMUYMKM MACKWU HA /IMLLE YENIOBEKA BO BCEX pexummax
paboTbl apansepa.

[+] BupTyanbHble TOYKKM NPOXoAa TeNepb NPEACTaBAEHbI B CUCTEME U ABEPLIO, U CHUTbIBATENEM.
Taknm 06pa3om, MX MOXKHO UCMNOJIb30BaTb U B YPOBHAX A0CTyNa, U B 061aCTAX KOHTPOAS.

[+] Oob6aBneHa BO3MOMKHOCTb HAaCTPOWMKU MHTEpPBaNa BPEMEHM ONA MOATBEPXKAEHUSA npoxoda
pacno3HaHHOM NEPCOHBbI.

[+] NopanepxKa cepsepo SecurOS Bepcun 10.7.

[*] MWcnpasneHa pabota ABYXPAKTOPHOM ayTeHTUPUKALMKU, WUCNONL3YIOWUNA  PEXUM
MHorogakTopHoi CKY-ayTeHTUdMKauum cepsepa SecurOS FaceX (cHayana nMuo, NoTom KapTa).

[*] NcnpaBneHunsa B TePMUHONOTUN N OKYMEHTALUMN.
bactnoH-2 — SNMP Arext 1.0.4
[+] B TRAP n INFORM coobueHuna aobasneHa nHpopmaums o6 MMeHax U uaeHTUdmKaTopax

YCTPOMCTB.

2.1.11.23373 —23.09.2021

bacTnoH-2 — Suprema 1.6.0

[+] DobaBneHa nopmepskka cumTbiBaTenei Suprema FaceStation F2 ¢ nopnepxKoit n 6es
NnoAAeprKKM OTNeYaTKoB NabLEeB.

[+] AobaBneH HOBbIN TUN MAeHTUUKaUMKN — no doTorpadum 13 BIopo Nponyckos.

[+] BHeppeHa noageprkka HACTPOMKM KOHTPOAS HANMUMA MACKM U HUKHEN rpaHuubl
Temnepartypbl.

[+] AobaBneHa BO3MOXKHOCTb YKa3zaHua Tuna Wiegand-uHtepoelica.
[*] SDK Bepcuun 2.8.0.6.
bactnoH 2 —SecurOS 1.2.2

[+] NobaBneHo oTaenbHoe coobuieHne 06 OTCYTCTBUM NINLEH3UU Ha COObITMA aHANUTUYECKUX
NETEeKTOPOB.

[*] B HeKoTopbIx cnyyasx nepecraBasn OTKPbIBAaTbCA Kamepbl C MUKTOrPamMM Ha rpadpuyeckmx
nnaHax. icnpasneHo.

bactnoH-2 — KeyGuard 1.0.4

[*] NepepaboTaHbl NPOTOKONbI 3aNUCKU NONb30BATENEN, YPOBHEN A0CTYNa K K/Ao4Yam, CMUCKOB
KNtoYeln 1 TEKCTOB A5l UCKNIOYEHUS HEKOPPEKTHOTO MMNOPTA K/oYEN U OLIMBOK 3anucu.

bactnon-2 —C2000 1.1.7

[*] B ANK «BbacTtMoH-2» He noctynano cobbiTne npu obpbise AMN/C. UcnpasneHo.



bacTnoH-2 — Boautens 1.0.3

[+] Oob6aBneH pexxum naeHTUbMKauMmn (0AHOGDAKTOPHbLIN PEXKUM NPOoXoda TOJIbKO N0 HOMepy
TC);

[+] AobaBneHa BO3MOXKHOCTb Bbibopa ctaTycoB TC Ana aonyckKa;

[+] OobasneHa nopaeprkka nonayydyeHuA cobbiTmi pacno3HaBaHMA Homepos TC oT ApaliBepa
«bactnoH-2 — ONVIF+»;

[+] Job6aBneHo cobbiTME O NOABAEHUN TPAHCNOPTA U3 YEPHOIO CMMCKa.

APM «bacTtnoH-2 — OTyéT lNpo»

[*] B HeKoTOpbIX cy4asnx nepecrtaBaam GopMmMPOBaATLCA OTYETLI MO pacnMcaHuaM. McnpasieHo.

[*] Nocne koHBepTaumu b, n3 Oracle B Nnonb3oBaTeNbCKME OTYETbI He A06aBAANMUCL NeYaTHble
dopmbl. UcnpasneHo.

[*] He paboTan ¢punbTp no opraHusaumsam / nogpasaeneHmam npu GopmMmpoBaHUMU OTYETOB.
NcnpasneHo.

[*] OtueTbl cTponnunch 6€3 yuetTa USMeHeHUN B KpUTEPUAX OTOOPA COObITUI A0 UX COXPAHEHMS.
NcnpasneHo.

CucrtemHsble

[*] He BoccTaHaBiMBanacb 3anmncb NPOTOKOANA, NOC/Ie YCTPAHEHMA NPUYMHDI, Bbl3BaBLUEMN OLLIM6I-(y
3anucu. icnpasneHo.

2.1.11.23362 - 03.06.2021

bactnoH-2 — Cynpema 1.5.1

[*] CunTbiBaTENN HE paboTanu c 5-6aTOBbIMM KapTamu, ec/in y HUX Bbin BbibpaH UHTepdelic
wiegand-26. UcnpasneHo.

bacTnoH-2 — Py6exx R3 1.0.4

[+] NoaaeprkaHa HoBasa Bepcua FireSec 3.1.3.

[*] B pape cnyyaes He umnopTupoBanack KoHdurypauma ms FireSec. MicnpasneHo.
[*] He npuxoannu coobuuieHunsa o6 oTkAo4YeHUn nuTaHma npmbopos. UcnpasneHo.

[*] Nocne HaxkaTuA Ha KHOMKY « OBHOB/IEHME COCTOAHMIA» BCE YCTPOMCTBA ApaliBepa nepexoannm
B HOPMa/ibHOE COCTOSIHWE, AaXKe ecn A0 3Toro bbina Tpesora. McnpasneHo.

[*] He BbinonHsnocb obHOBNEHME COCTOAHUN, ecnn apansBep U FireSec Ha pasHbIX paboumx
cTaHumsax. MicnpasneHo.

APM l'eHepaTop oT4éTOB [1pO

[*] He npumeHAnUCb U3MeHeHUs KpuTepusa oTbopa NO MepcoHany A0 COXPaHEeHMA oT4yeTa.
NcnpasneHo.

CucrtemHsble

[*] Npu yaaneHuu rpynn pasaenos M3 rpynn ynpaBAeHUs OXPaHON MOIIM BO3HMKATb OLIMOKM.
UcnpasneHo.



APM bopo nponycKos

[+] NoppepxKka HoBoW Bepcum cuntbiBaTena Elsys PW-USB-NFC (Bepcusa npownsku 4.31).

2.1.11.23356 - 03.04.2021

CucrtemHsble

[*] NepecobpaHbl HeKkoTopble ¢aknbl TaKMM 06pa3om, YTOObI yCnewHo NPoXoanTb MPOBEPKY
aHTUBMpPYCcamu yepes virustotal.com.

[*] YcTtaHOBOYHble nakeTbl ApaliBepPoOB WM YaCTb BCMOMOraTe/ibHbIX MNAKeTOB NOAMNMUCaHbI
uMppoBOI NOAMNUCHIO.

bactnoH-2 — Boauntens 1.0.2

[*] UcnpaBneHna B TEPMUHONOTMN U AOKYMEHTALUN.

2.1.11.23351-27.03.2021

CucrtemHsble

[+] JobaBneHa BO3MOXKHOCTb BCTAaBKM 3a4EPKKU MEXAY AEUCTBUAMM B CLLEHAPUAX.

[+] Ado6aBneHa BO3MOXHOCTb YCTAHOBKM BEPOATHOCTM CPabOTKMU COBBLITUIA-TPUITEpPOB ANA
3anycKa cueHapueB. Mcnonb3yeTca ans peannsaumnm BbiI6opoYHOro KOHTPONSA.

[+] OobaBneHa nopgaepxKa cuntbiBatenei cepumn Elsys-PW B pexkume paboTbl ¢ 3aWULLEHHOM
ob1acTblo NamATu.

[+] AobaBneHa BO3MOXKHOCTb aBTOPU3ALMMN B MPUNOKEHUAX CUCTEMBI NO CYMUTbLIBATENAM CEPUN
Elsys-PW.

[+] AobaBneHa BO3MOXHOCTb aBTOMATMUYECKOMN BIOKMPOBKM HEMCMNOb3YEMbIX MPOMYCKOB Yepes
334aHHbIN NPOMEKYTOK BPEMEHM.

APM OnepaTopa

[+] JobaBneHa BO3MOXKHOCTb BbiBOAA HOMEpPA KapTbl A4OCTyNa B BMAE HOMEpPA TPaHCNOPTHOMO
cpeactBa. MOXHO MCNONb30BaTb, KOrAa M3HavYanbHo Homep TC npeobpasyeTca B HOMeEP KapTbl
AocTyna.

[*] Npun noucke nepcoHana B cTonbue «MecTo nociegHero nNpeabaABAEHUA KapTbl» Tenepb
BbIBOAWUTCA TOYKa NpoxoAa, rae bbino nocneaHee npeabABAEHUE KapTbl, HE3aBUCMMO OT TOrO,
BXOAMT /1M 3Ta TOUYKA NPOX0Aa B KaKyto-1nMbo 061acTb KOHTPOAS.

[*] B popme pyuHoro nobasneHuns cobbitnii B YPB dmunbTp Tenepb paboTaeTt To/IbKO No damuanu,
a He nNo Bcem nosAm B Tabaunue (M3-3a 3TOro 0CTaBaNUCh NULLIHWUE 3aNUCHK).

APM YPB [1po

[+] AobaBneHa BO3MOXKHOCTb GOPMMPOBAHNA OTYETOB NO PACMMUCAHUAM U OTMPABKU OTYETOB NO
3/IEKTPOHHOW noyTe.

[+] AobaBneH perxunm pacyéTta pabouero BpemeHn «MocneaHuii BXoa — Nepsbi BXOA», KOTOPbIM
No3BO/IAET NCNO/1b30BaTb OAMH CYUTbLIBATENb AN1A PETUCTPALIMKN BXOAA U BbIXOAa C TEPPUTOPUN.



APM bopo nponycKos

[+] PacwunpeHa noaaepxka QR-kogoB. Tenepb QR-KoAbl MOMKHO BblAaBaTb He TOJIbKO ANS
pa3oBbIX, HO U ANA OCTaNbHbIX TUMOB NPOMNYCKOB.

[+] Noppep)kka AononHUTenbHbIX ¢opmatoB QR-kogoB. Tenepb €eCTb BO3MOMKHOCTb
Mcnonb3oBaTb MX He ToNbKo ¢ Elsys Mobile, HO 1 co cTaHgapTHbIMK cunTbiBaTenamum QR-Kop08B
(npoBepeHo ¢ TS-RDR-QR). Elsys Mobile n TS-RDR-QR moryT paboTaTb COBMECTHO B OAHOM
cucTeme M Mcnosb3osatb 06wmii dopmat QR-KoA0B.

[+] Ans Bcex nepcoH B B[] Ao6aBneH peKkBU3UT «AApec 3/1eKTPOHHOW NoYTbI». Mcnonb3yeTtca B
Mmoaynax «bactmoH-2 - web-3aaBKa», «bacTMoH-2 — UIHGOpPM», NPU HACTPOMKE OTNPABKM OTYETOB
NO PacnMUCaHUAM.

[+] OobaBneHa BO3MOMKHOCTb OTODOpakeHMA Homepa KapTbl B Buae «Homep + Cepusa» B
OCHOBHOM OKHe APM «Blopo NponyCcKoB», a TaKKe BO3MOXKHOCTb MOUCKA MO HOMEPY U cepumn
KapTbl B rN106anbHOM NouCKe.

[+] AobaBneHa BO3MOXKHOCTbL NoBopoTa ¢oTorpadum nepcoHbl Ha 90 rpaaycoB No 4acoBoOW
CTpenike B CBOMCTBaX NpoOmnycKa.

[+] [OobasneH oT4é€T 06 O0GOPMNEHHbIX 3afBKax Ha noceTuTenei Mo BbibBpaHHOMY
«MPUrNacuBLLIEMyY AULY» UAW NOAPA3AENEHNIO 33 MePUos BPEMEHMU.

[+] OobaBneHa BO3MOXKHOCTb BbibOopa nonei npu akcnopte nponyckos n3 b1 AMK «bactnoH-2»
B8 popmat DBF.

[*] He npoToKonMpoBanoCb «OCHOBaHME AN NPOANEHUA» NPOMNycKa MpPU BbINOAHEHUN
onepaumu NpoasieHns NPonyckos. McnpasneHo.

APM Bropo nponyckos ¢ MTT1

[+] Job6aBneHa BO3MOXKHOCTb CO34,aBaTb 3aABKY HAa TPAHCMOPTHbIN NPONYCK BMECTe C 3aABKOM Ha
NepCcoHabHbIN NPONYCK.

[+] TpaHcnopTHble Nponycka Tenepb BblAAKOTCA CPasy, BMECTe C NepPCOHasbHbIM NPOMYCKOM.
Ecnv TpaHCNOPTHLIN NPONYCK BblAAETCA K aKTUBHOMY NPOMYCKY, TO OH aKTUBUPYETCA CPasy XKe.

[+] Oob6aBneH OTYET «TpaHCNOPTHbIE MPOMYyCcKa MO BbiBPaHHOMY aBTOMOOW/O», KOTOPbLIN
No3BONAET YBUAETb, KOMY BblAaBaNUCb TPAHCNOPTHbIE MPONYCKA Ha KOHKPETHbIN aBTOMObBW b 33
yKasaHHbI Neprosa BPEMEHM.

[+] AnropuTm npeobpasoBaHuns Homepos TC B HOMepa KapT 4OCTyNa Tenepb NOAAEPKMBAET He
TONbKO poccuitickme Homepa TC, HO u nwbble Apyrve, WMCNONb3yOWME NATUHULY WK
COBMECTUMbIN C HeN Habop CMMBOJIOB.

APM OTyéT Npo

[*] BoccTtaHoBneHa BO3MOXKHOCTb (GOPMMPOBAHUA OTYETOB 6e3 yyéTa WMCTOPUYHOCTU NpwU
BK/IIOYEHHOM ayauTe u3meHeHui (dnar «YumTbiBaTb UCTOPUYHOCTbY).

bacTnoH-2 — MIHdopm 1.0
[+] AobaBneH moaynb «bacTMoH-2 — UHPopm».

Moaynb «bacTnoH-2 — MHbopm» NpeaHa3HaYeH ANA PACCbIIKU YBEAOMAEHWNI O NPOXoAax Yepes
Tenerpam, CMC u Email.



bacTnoH-2 — Boagutens 1.0.1
[+] OobaBneH moaynb «bacTMoH-2 — BoauTtenb».

Moaynb «bacTnoH-2 — BoaguTtenb» npegHasHadeH AnAa opraHmsaumm B AlMK «bacTnoH-2»
AByxpaKTOpHON  aBTOopM3auMM NO  ABYM Npu3HaKamM: HOMepy KapTbl AocTyna W
PerncTpaLMoHHOMY HOMepy TpaHcnopTHoro cpeactea (TC). Moaynb NO3BOAAET UCMO/Ib30BATbL
ABA Pas/INYHbIX pexnma ABYxPaKTOPHOro AOCTyna: HOMep nocsie nponycka (KapTa goctyna
NPWKNaAbIBAaeTCA nepes NoABNEHMEM HOMEpA aBTOTPAHCMOPTA B Kagpe) M Mponyck nocne
HOMepa (KapTa [ocCTyna NPWMKAAAbIBAETCA K CYUTLIBATENO MNOCAe MOABNEHUA HOomepa
aBTOTPaAHCMNOPTA B Kaape).

bactnoH-2 — Elsys 1.2.11

[+] Ao6aBneHa BO3MOXKHOCTb HAaCTPOMKM NapaMeTPOB MEKKOHTPON/IEPHOro 0bMeHa B CETEBOW
rpynne. Mo3sonser, Npu HEOHXOAMMOCTU, YCKOPUTb MEKKOHTPONIEPHbIE B3aMMOAENCTBUSA B
ceTeBbIX rpynnax ¢ 60bWMM KONNMYECTBOM KOHTPO/INEPOB.

[*] HekoppeKTHO nHmnumnanmsmposanucs Elsys-IP ¢ agpecamu 33-63. NcnpasneHo.
[*] CBasb yepe3s COM-nopT Nponagana 4o nepesanycka ApaiBepa Npy HaNYMK WyMa Ha IMHUMN.

[*] HekoppeKTHO MHULManM3MpoBanca coctas pasgena OMNC, npu Haanumm B HEM aBepu. He
paboTana aBTOmMaTMyeckaa MNOCTAHOBKA Ha OXpaHy Npu BbIXxoge M TpeBora npu B3/OMe.
HekoppeKTHO 0TObpaxKanocb COCTOAHME pa3aena Nocse CHATUA KapTon. MicnpasneHo.

[*] UcnpaBneH pexum onpoca Elsys-IP «4epe3 KCK no UDP», npumeHsaAowmica Ana cosgaHuma
pacnpefenéHHblX CUCTEM, B KOTOPbIX Ha KaXAom yaanéHHom obbekte npumeHsetca KCK u
HECKONbKO KOHTponnepos Elsys-IP, onpawmBaembix Yepes Hero.

bacTnoH-2 — Suprema 1.5.0

[+] Ona cumtbiBaTena «Suprema FaceStation 2» c¢ Bepcueirt npowmekn 1.4 naun Bbille Npu
YCTaHOBKe CheuurasbHOM TepMOKamepbl NOABUAACE BO3MOXHOCTb M3MEPEHUA TeMMNepaTypbl.
[panBep nogaeprKMBaeT KOHTPOb TeMMNepPaTypbl U BbIBOAUT COOTBETCTBYOLLNE COObITUS.

[+] [OobasneHa noapepkKka «Wiegand-42 (Mifare)» ¢ obpaTHbiIm nopagkom 6autT ans
COBMECTMMOCTU ¢ KapTamu Mifare.

bactnoH-2 —Face 1.1.1

[*] ApaiiBep nepevmeHoBaH B «bacTtmoH-2 — Face» mu3 «bactMoH-2 — BUM AC» ana 6onee
NPaBUIbHOIO OTPAXKEHUA €ro Ha3HaYeHus.

[+] Aob6aBneHa BO3MOMKHOCTb MNpUMHUMATbL M3 KBW npu3Hakm Hananums mMackm U 3HayeHue
N3MepeHHON TemnepaTypbl.

AanéH npoduab NnepcoHana ansa Apamsepa, Tak Kak OH He UCMONb3YeTCA.

bactnoH-2 — C2000 1.1.6

[*] B AMNK «BacTnoH-2» He nocTynano TpeBoxkHoe cobbiTue oT UMP 513-3MAM B MOMEHT HaXaTus
NO*KapHOM KHOMKK. MicnpaBneHo.

bactnoH-2 — KeyGuard 1.0.2

[+] B KomnneKT noctaBkM aobasneH gpaisep «bactmoH-2 — KeyGuard» 1.0.2.



OpanBep «bacTnmoH-2 — KeyGuard» npegHasHayeH ANA MOHUTOPMHIA COBbITUIA CUCTEMDI
XpaHEeHUA W BblAaun KAKYEen, a TaKKe 3arnucu nonb3oBaTesier, MX YPOBHEW AocTyna W
aCCOLMMUPOBAHHbIX K/tOUYElM B 3N1EKTPOHHbIE KAoYHULbI «KeyGuard».

BactnoH-2 —GST 1.0.1

[+] B KomnneKkT noctaBku gobasneH gparieep «bactmoH-2 — GST» 1.0.1.

Opaneep «bacTnoH-2 — GST» npeaHasHayeH AN MOHUTOPUHIA COObLITUIA MOXKAPHbIX CTAaHLMM
«GST-IFP8» npounssoacTtea GST.

BactnoH-2 — Web-3anaBka 4.5

[+] [Oob6aBneHa BO3MOXHOCTb CaMOCTOATENbHOTO OGOPMIEHMA 3aABOK Ha MPOMNycKa
NnoceTUTENAMM.

[+] AobaBneHa noaaep*ka HTTPS.
[+] AobaBneHa BO3MOXHOCTb CO34aHMA 3aABKU Ha cyLlecTBytoulyto B B/l nepcoHy.

[+] JobaBneHa noaaeprKKa 3aN0/IHEHMA 3HAYEHUIA NO YMOIYAHMIO ANA CO34aBaeMblX 3asiBOK Ha
OCHOBE HaCTPOEK COOTBETCTBYIOLLEro Habopa NPonycKoB..

[+] AobaBneHa BO3MOXKHOCTb BbiIbOpa aBTOTPaHCNOPTa M3 CNUCKa YXKe nmetowmxcs B B/,

bactnoH-2 — Elsys Mobile 1.1

[+] OobaBneHa BO3MOXHOCTb BbiBOAA MHPOPMALMW O MaTepuanbHbIX WM TPAHCNOPTHbIX
NponycKkax B MOBUNBLHOM NPUNOKEHUN.

[+] AobaBneH pexum «Toyka cbopa Npu 3BaKyaLUmn».

[+] AobaBneHa nopaeprkka pexmma «npoctoro» QR-koaa, ANa COBMECTMMOCTM C APYrMmMU
cumTtbiBaTenamm QR-kon08..

[+] B mobUnbHOM NpuaoKeHUn AobasieHa BO3MOXHOCTb aBTOPM3aLMmM Mo oTneYaTky naabua.

2.1.10.23331-17.12.2020

CucrtemHsble

[*] B ycTaHOBWMK He Oblnn BKAOYEHbI Moaynu bGuomeTpum ana APM "Bropo nponyckos".
NcnpasneHo.

2.1.10.23329-13.11.2020

APM YPB [1po

[+] AopaboTkM oTuéTOoB «[eTanbHbli», « OTYET N0 paHHeMY Bbixoay», «OTYET 06 ono3aaBLUMX Ha
paboty», «Tabenb ana pykosogutenen nogpasgeneHui», «Tabenb ona pacyeTtHoro otaena»
NpPY NCNONb30BaHUKN YNPOLLLEHHOTO pexmMma paboTbl YPB.

APM OT4érT lpo

[+] AobaBneHa BO3MOXKHOCTb BbIBOAMTbL OTYET MO CTaTUCTUKE LUTATHbIX NMPOXOA0B B pa3pese Nno
noapasaeneHuam.



CnuctemHsble
[*] O6HoBNEHBI gpaiBepbl KNtouvel 3awmTbl HASP (Sentinel License Manager) ao sepcum 8.11
bacTnoH-2 — Elsys 1.2.10

[*] Bubnunoteka, peanusyioulas nNpoTokos obmeHa ¢ COM-noptom nepenucaHa Ha C# wu
BblHeceHa B cbopky ElsysSerial.dll.

[*] KoHpurypatop nepenucaH Ha CH n BbiHeceH B Elsys.Config.exe.
[*] CBa3b uepes COM-nopT He paboTana Ha ckopocTn 4800. McnpaBneHo.

[*INpn noakntoueHun Elsys-CU nocne crapta ApaliBepa, CBA3b He BOCCTaHaB/AMBA/aCh.
UcnpasneHo.

[*IUunumanmsaumnsa B pexkume Multimaster He HauuHanacb npu paborte uyepes COM-noprT.
OTmeHa He paboTana. McnpasneHo.

[*INpn nepesanycke AapaiiBep noasucan (octaHOBKa/3anyck ApaliBepa, COXpaHeHue
KoHoUrypauum). UcnpasneHo.

bacTnmoH-2 — MyHKTNp-C 1.1.2

[*] B Tononorun «Konbuo c pesepBuMpoBaHMeM» nocse oTKaodeHua LM-C ero gatymku He
noaxsatbiBatoTca apyrum LM-C. UcnpasneHo.

[*] B page cnyyaeB HEBEPHO BbIMMCAANOCH PAacCTOAHME A0 AaTYMKa. UcnpasneHo.

BactnoH-2 — SecurOS FacexX 1.0.2

[*] UcnpaBneHua gnsa noaaepku sepcum SecurOS 10.6, 10.7.

2.1.9.23286—-17.06.2020

CucrtemHsble

+ OBbHOBNEHA CUCTEMA KOMMJIEKTALUM B COOTBETCTBMM C HOBbIM MPaNC-IMCTOM.
+ [obaBneHa noaaepKa aBTopM3aLUmm B CUCTEME NPU NOMOLLM HACTONIbHOTO CYUTbIBATENA.
* O6HOBNEHbI ApaliBepbl KAtouel 3awmTtbl HASP (Sentinel License Manager) oo Bepcum 7.103.

* CepBep cuctembl O06beAMHEH C CcepBEPOM JIMLEH3MPOBaHUA pAns obecneyeHua bonee
cTabunbHoM paboTbl.

* Bce ppanBepbl BMOMETPUM NONHOCTbIO OTAENEeHbl OT Agpavieepa «bacTMoH-2 — Elsys».
BuomeTtpuyeckne cumtbiBaTeNM B KOHOUIypauum CUCTEMbI Tenepb ABAAIOTCA OTAE/NbHbIMM
ycTpoictBamu. Bce apanBepbl 6GuUomMeTpunM nepeBedeHbl Ha HOBbIM  YHUBEPCAJbHbIM
KoHuryparop.

bactnoH-2 — Active Directory

+ [JobaBneH moaynb, NpeAHa3HaYeHHbIA ANA CUHXPOHM3ALMWN CMUCKA BAaAenbLeB NpomnycKkos
CKYA ANK «bacTtnoH-2» co cnuckom nonb3osatenei Active Directory.



APM «bropo nponyckos»

+ [ob6aBneHa noaaep’Kka HactonbHoro cumtbiBatens PW-Desktop 6e3 noapep»km pabotbl ¢
3allMLLEeHHOM 061acTblo NaMATH.

+ [JobasneHa noaaepKa pabotbl ¢ QR-Kogamu Ana pa3oBbix NPONYCKOB, AR UCNONb30BAHUA C
Elsys Mobile.

+ [lobaBneHa noaaeprka BHeceHUA buomeTpudeckux wabnoHoB Suprema Face Station.
+ [lobaBneHa noaaepKa BHeceHUA bruomeTpuyeckux wabnoHos ZKTeco Visible Light.

+ [lo6aBneHa BO3MOXKHOCTb NOUCKA NPONYCKOB No rn1o6anbHOMY YPOBHIO A0CTYNa A8 CUCTEM C
penanKaumen nponycKos.

APM «YPB [1po»

+ [lo6aBneHa BO3MOXHOCTb YNPOLWEHHOrO pacyéta pabouero BpemeHn, 6e3 Mcnonb3oBaHMA
rpaduKoOB CMEHHOCTW, aHANOTNYHO GYHKLUMOHanNy, cywectsosaswemy B AMK «bactnon» 1.7.

* ONTMMM3MpPOBaAHA onepaLma OTKPLITUS YYETHBIX NEePUOAOB.

* YcKopeHa onepauus oTKpbITUA Tabensa U nepexoda Ha caeaylowmii/npeablaywmnii nepmuoa, B
Tabene.

* UcnpaBneHa ¢punbTpauma no 061acTam KOHTPOASA BO BCEX OTYETAX.

APM «OT4éT Npo»

+ [lobaBneHa noaaeprkka BbiBOAA KOOpAMHAT cobbITUA B 0TYETAxX. Micnonb3yetca gns cobbiTuii
Elsys Mobile.

bactnoH-2 — Elsys 1.2.9

[*] Onsa ymeHblweHMA Harpy3KM Ha CeTb, OTNPaBKa CeTeBbIX COOBLLEHMI CETEBOI N CepBEPHON
YyacTAMKM apariBepa caenaHa agpecHoin. JobasneH pexMm OTNPaBKU CeTeBbiX COOOWEHUM 13
ApanBepa TONbKO M3BECTHbIM Pabounm cTaHUMAM. BKatoyaeTca ranovkor «TONbKO M3BECTHbIE
APM» B f,ONONHUTE/NIbHBIX CBOMCTBAX ApanBepa.

[+] OobaBneHa nogaeprkKa amynatopa MB-Net (IP-agpec MB-Net gonosHAeTcs HOMepPOM NOpPTa,
Hanpumep 192.168.21.201:4001).

[*] UcnpaBneHa yTeyka namaTy Nnpu ownbKax ceasm ¢ MB-Net.

[*] KoHdurypaTtop. B3aumopeictene Ha npeabABAeHUE CAYKeOHOM KapTbl NoAcBeyYMBaeTca
BOCK/IML,ATENBbHbIM 3HAaKOM.

[*] KoHourypatop. OTobparkaeTca NpuM3HaK HanMuma oWMBOK B 061aCTAX KOHTPOAs nocne
3aKpbITUA N OTKPbITUA KOHUrypaTopa.

[*] He o6HoBAANCA naponb B Elsys-MB-Net u Elsys-IP. McnpasneHo.

[*] Nepes3anyck 1 ocTaHOBKaA ApaliBepa BbINOHANNCH C 3a4epXKKoN. McnpaBneHo.

bactmoH-2 — Elsys Mobile 1.0.3

+ B cocTaB cucTembl BKAOYEH MOAY/Ib MHTErpauum mobunbHbix TepmuHanos CKY/ Elsys Mobile.

bactnoH-2 —0OPC 1.3.1

* O6HoBneHa Bepcus moayna. WMcnpasneHa owwubka, NpuMBOAMBLLAA B pAde C/AyyaeB K
HEBO3MOXHOCTWN Nosly4yeHUA cobbiTnin ns AMK «bacTMoH-2».



bacTnoH-2 — Suprema

+ [lobaBneHa noaaeprKKa cunTbiBaTenen reomeTpmn anua Suprema Face Station 2.

2.1.8.23197 - 20.03.2020

CucrtemHsble

[*] ObHoBNeHa Bepcusa knnenTa CYB/ no PostgreSQL 11 B KOMN/IEKTE NOCTaBKMU.
[*] Bepcusa npoTtectupoBaHa Ha coBmecTumocTb ¢ CYB/] Jatoba Ha 6a3e PostgreSQL 11.

[*] UcnpaBneH pag, yTeyek NamaTh B CEPBEPE CUCTEMBI.
[*] MNocne nepesanycka cepBepa CMCTEMbI NOCNE ero f06aBNEeHNA B penanKaumio Ha b, ¢
601bLLMM YMCAOM NPOMYCKOB, OH HaA4O0ArO 3aAyMblBanca. MicnpasneHo.

[*] CepBep 060pyn0BaHMA B HEKOTOPbIX CAY4asaX TEPAS U HE MOT BOCCTAHOBUTb CBA3b C
cepBepom nnueH3nposaHma. UcnpasneHo.

[*] Mocne HeKkoToporo BpemeHu paboTbl cepBep ANLEH3UPOBAHMA MOT NepecTaTb OTBEYATb HA
3anpocbl. McnpasneHo.

[+] Aob6aBneHa BO3MOXKHOCTb HAaCTPOUTb GUABLTP ANA 3aNMUCK B NPOTOKON M306paXKeHN,
NPUKPENNEHHbIX K COObLWEeHMAM.

APM «YPB [1po»

[+] [dobaBneHa BO3MOXHOCTb [pPYMMOBOrO  OTKPbITUA  TPYAOBbIX [AOrOBOPOB  A/A
opraHusauuit/noapasgeneHun.

[+] Npu rpynnoBbix onepaumax ¢ TpyA0BbiIMM gorosopamu gobasneHa BO3MOXKHOCTb MEHATb
AaTy Havyana paboTbl, nepBblit pabounii aeHb, n N2 nepsoro paboyero aHA B rpaduKe.

[*] B pa3bl noBbllWEeHa CKOPOCTb 3anucu cobbiTuii YPB B B/.
APM «[l'eHepaTop oT4éTOB [1pO»

[+] Job6aBneH OTYET NO CTaTUCTUKE MPOXOAO0B B pa3pese opraHu3aumii.

[+] AobaBneHa BO3MOXKHOCTb 3KCNOpTa 6ONbLLIOrO YMcna 3anncelt U3 OTYETOB, B TOM YnUC/Ie NpU
3KCNopTe No pacnucaHuio (CHATO orpaHMYeHMe Ha 65535 3anucein npu akcnopTe).

bactnoH-2 — Elsys 1.2.8

[*] Npa3gHWKKN moramn He NonagaThb B ApaiBep U KOHTpoanepsbl. McnpasneHo.

[+] YépHbIM GOHOM BbIAENAIOTCA FANOYKN B OKHE MHULMANN3ALUMUN SN KOHTPONNEPOB C
NpeBbllEeHMEM KOIMYECTBA BPEMEHHbIX UM NOCTOAHHbBIX KapT, YyPOBHEN A0CTyNa, BPEMEHHbIX
30H, NPa3gHUKOB.

[+] B oKHe uHMUMaNM3aLmm Tenepb He 0TOBPArKAOTCA UCKAOYEHHbIE U3 ONPOCa KOHTPOAIEPDI,
NpW BbIKNOYEHHOM onumK "nNoKasbiBaTb Bce".

[*] B npeabigywem penunse He paboTtan agpecHbli nouck Elsys-IP. McnpasneHo.

[*] He paboTtanu ceTtesblie rpynnbl ¢ agpecom > 1. McnpasneHo.

[*] NMpw noTepe n BoccTaHOBNEHUM cBA3K ¢ KCK 1 KOHTpOAepamn, HEKOPPEKTHO 0BbHOoBAANACH
AOCTYMHOCTb ONUMIN MHMLMaNM3aummn. McnpasneHo.

[*] B peaknx cnyyasx, nocne 3anycka / nepesanycka gpalisepa He 66110 cobbITUiA OT
KOHTpOANepoB, nogkntodeHHbIx Yepe3 KCK. UcnpasneHo.



[*] MpoBepka cBA3M U KOHPUTYPALMN KOHTPONNIEPOB B PAAE C/ly4aeB 0TOOParkana HEBEPHYIO
nHbopmaumto. McnpasneHo.

bacTnoH-2 — Securos FaceX
[+] OobaBneH gpaliBep UHTErPaUMmM CUCTEMbI pacno3HaBaHuma auL ISS Securos FaceX.
bacTnoH-2 — Forteza 1.0.3

[*] UcnpaBneHbl npobnembl C 3aHATMEM JIMLEH3UM Ha YCTPOMCTBA WM CBA3AHHOIO C 3TUM
MefibKaHMeM n306parkeHnin NNaHoB.

bacTnmoH-2 — Trassir 1.1.1

[*] NoapepKa HOBOM BEPCUMN YHUBEPCAZIbHOFO BUAEOK/INEHTA.
[*] KocmeTnyeckne ncnpasneHums.

bacTnmoH-2 —Secur0S 1.2.1

[*] Nopnep»<Ka HOBOW BEPCUMN YHUBEPCAIbHOTO BUAEOK/INEHTA.

[+] Noanep:xKa nonydyeHma cobbITU O pacno3HaHHbLIX HOMepPax TPAaHCNOPTHbIX CPeacTs, Npu
HaAN4YUM AnueH3nmn «bactmoH-2 — SecurOS+».

[+] Nopaep*kKa nonyyeHma cobbITUM OT aHANIUTUYECKUX AETEKTOPOB, MPU HAAMYUU JINLLEH3UU
«bactnoH-2 — SecurOS+».

BactmoH-2 — Domination 1.2.2

[*] NopaepsKa HOBOW BEPCUM YHUBEPCANbHOIO BUAEOK/INEHTA.

[+] Noppep:kKa nony4yeHUA COBbITU O pacno3HaHHbIX HOMepax TPAHCMNOPTHbLIX CPeacTB OT
cepsepos VideoNova-Homep.

bacTnoH-2 — Busunpb 1.0.4

[*] Pa3oBble nponycka, co3gasaemble yepe3 «bacTMoH-2 — UKC» uam «bnokxoct-AC3M» He
nonaganu Ha cepsepa Busupb. McnpasneHo.

[*] UcnpaBneHus B KOHOUrypaTope ApaiiBepa.

bactnoH-2 — BN AC 1.0.8

[+] Moaynb nHTerpaymm gobasneH B KOMMNAEKT NOCTABKW.
YHMBEPCaNbHbIM BUACOKANEHT 1.2.1.22542

TexHONOrM4Yeckne NcnpaBaeHuA:

[*] Y6paHa pernctpauma komnoHeHToB MSMQ 13 MHCTannsTopa.
[*] NepeBoa TpaHcnopTa Ha UMEHOBAHHbIE KaHa/bl.

[*] AnHammnyeckan 3arpy3Kka moayneu c ucnonb3osaHnem Autofac.
[*] UcnpaBneHne HegoOPabOTOK NO MOINIKPAHY.

[+] AobaBneHue anroputma paboTbl 3yma B OKHax BUAEO.



2.1.7.23084 - 05.07.2019

CucrtemHsble

[+] Aob6aBneH moaynb «bacTMOH-2 — Pennmkauma». 3TOT MOAYb HE COBMECTUM C aHaNOTMYHbIMU
MoAaynAaMK B Bepcuax «bactnon-2» 2.1.6 Oracle n 6onee paHHumu. [ina Oracle 6yaeT BbinNyLeHO
oTaenbHoe obHoBneHue («bactnoH-2» 2.1.7 Oracle) ¢ moaynem «bacTMoH-2 — Penaukaumay,
COBMECTUMbIM C Bepcueint Ha PostgreSQL. B ganbHelwem, 06beKTbl, OCHALWEHHble BEPCUAMM
AMK «BactnoH-2» ana Oracle n PostgreSQL, cmoryt paboTtaTb B pamKkax eAuHON CUCTEMbI
penanKauum Npornyckos.

bactnoH-2 — Peryna

[+] AopaboTaHbl dpyHKUMM paboTbl ¢ umnamm RFID.

[+] AopaboTaHbl GyHKLMM NPOBEPKM NOAMHHOCTU AOKYMEHTOB.
[+] OnTUMM3aLMA NONb30BaTENbCKOTO MHTEpdeENca.

APM «btopo nponyckose»

[+] LobaBneHa BO3MOXKHOCTb OTC/IEXKMBAHWNA CPOKA AeNCTBMA MHGOPMMPOBAHHOIO COrnacuA Ha
0b6paboTKky nepcoHanbHbiXx AaHHbix (MCMNAH). JobaBneHbl BO3MOMKHOCTM MOUCKA MNEPCOH C
3aKaHuymMBawWmMmca cpokom aenctena WUCMNOH, GoOpmMMPOBaAHMA COOTBETCTBYIOLLErO OTYETa,
npoaneHua cpoka genctama UCMNAH (B Tom Yncne rpynnosoe).

2.1.6.23067 —31.05.2019

CucrtemHsble

[+] OobaBneHa noaaep:Kka passepTbiBaHUA AMNK «bacTMoH-2» Ha 6ecnnatHol CYB/] C OTKPbITbIM
ncxoaHbim Kogom PostgreSQL 10. Moaaneprkka CYBL poccuitckoro npomssoactea Postgres Pro
COXpaHeHa.

[*] OnTMmmM3MpoBaHa paboTa cucTembl B KOHOUrypaumsax ¢ 6oabwmm ymncnom (6onee 300)
KoHTponnepos CKY/ n OlC.

2.1.5.23053 - 30.04.2019

YPB-lpo
B kKomnnekm nocmasku 0obasneHa eepcus moodyns, coemecmumas ¢ CYB/] PostgreSQL.
bactnoH-2 — Peryna

JobasneH Modysnb uHMeepayuu CcKaHepos OokymeHmos Peeyna. [loddepxcusaemcs
pacnosHasaHue 8HymMpeHHe20 U 3a2paHU4HO20 pOCCUUCKUX NAacnopmos, 800umesbCckux
ydocmosepeHut u dpyzux dokymeHmos 8 gopmamax ID-1, ID-2, ID-3) npu ogpopmaeHuu
nponyckos.

Lna pabomer modyns Heobxodumo npuobpecmu ckaHep npouzsodcmea OO0 «Pezyna».
lModdepxxusaemoie modenu ckaHepos - «Pez2yna-7017», «Pe2yna-7027».

CKRY/[ ELSYS

[*] Moaynu nHTerpaumm 6MoOMeTpUYECKUX CHUTbIBATENEN NepeHeceHbl B OTAe/IbHbIe ApanBepbl
AlMNK «BbacTMoOH-2».



[*] OnTMmM3auma npoueayp MHULMANU3ALUN U NOUCKA KOHTPO/INEPOB.
[*] MosbiweHa cmabunbHocmb pabomel KOHueypamopa opalisepa 8 psde cueHapues.
CnucrtemHble

[+] B noacucTteme rapaHTMPOBaHHOM AOCTaBKU M3MeHEeHU B KOoHTponnepbl CKY/[ aobasneHo
BPEMSA KU3HU coobueHni. ITO obecneynmBaeT CHUKEHUE HArPy3KM Ha CepBepPHbIE MOAYAU U
OorpaHu4YeHne ovyepeam AOCTABKW.

APM «btopo nponyckos»
[+] ,ﬂO6GBﬂ€HG B803MOMHOCMb O4YUCMKU MepCcoHAs1bHbIX OQHHbIX 8 epynroebix ornepayusx.

[+] AobasneHa 803MOXHOCMb (hOPMUPOBAHUS OMYEmMOo8 Mo 8bI6PAHHLIM COMPYOHUKOM Yepes
"YHusepcanbHoe noodKaoyeHue",

[+] B KomnseKm nocmaegKu 8KA4eH 00noaHUMEAbHbIG omyem Mo yposHAM docmyna.
[+] CKpbimbI nepcoHanbHble 0aHHble 8 hopme 27106a716HO020 MOUCKA.

[+] No6aBneHa BO3MOXKHOCTb CO34aTb BPEMEHHYIO 30HY, KOTOpaA AeNCcTBYET B NPA3AHUYHbIN
OEHb, HO He aencTByeT B pabounii.

[+] Npn pepakTMpoBaHMM ypoBHEW AOCTyna AobaBAeHa BO3IMOMKHOCTb BblAeNATb HECKOJIbKO
TOYEK NPOX0oAa U YyAANUTb UX.

[+] B rpynnoBbix onepaumsax ¢ nponyckamu AobaBneHa BO3MOXHOCTb paboTaTb C
«[JonoNHNTENbHbIMMU nonAMM». Mpwn 3TOM ecTb BO3MOXHOCTb BblbOpa:
1. 3ameHunTb coaeprnumoe «onoNHUTENBHOrO MONAY» 3HAYEHUEM, YKa3aHHbIM B TPynnoBoi
onepaumu;

2. 3HayeHMe, YyKasaHHoe B [rpPynnoBol onepauum A[06aBUTb B KOHEL, COAEPKMMOro
«[JononHUTEeNbHOE nonex».

[+] Aob6aBneHa BO3MOXHOCTb KOHBEPTMPOBATL COCTABHOM YPOBEHb A0CTYNa B OObIYHbIN.
[+] B o6wux HacTpolikax blopo nponyckos aobasneHa onuua "MpoToKoanpoBaTtb 3anpockl K bA".

[+] Tpynnosbie onepauun Tenepb paboTaloT, €CIM HA KOMMbIOTEPE aMepUKAHCKMA dopmat
BPEMEHM.

APM «[l'eHepaTop oT4eTOB [1pOo»

[+] Nob6aBneHa BO3MOKHOCTb BbiBOAA B WIAab/N0OHAX OTYETOB AONONHUTENbHbIX NONEN NPOMYCKOB,
nona "KommenTapuin" 13 "CsolicTB nponycka", a Takxe nonei "MapuwpyT" n "MpumedyarHune K
nponycky".

Moaynb rpapukm

[+] Tpadwuka. PeanusoBaHa BO3MOXKHOCTb nepemelleHuMe oTobpaxkaemor 4acTM nnaHa B
npoLecce pMcoBaHMA NOAUIOHOB N NEPUMETPOB.

[*] UcnpaBneHo «npoBanvMBaHWe» pedakTopa MaHOB NOA APYrMe OKHa MPW COXPaHEHWUU
U3MEHEeHUN.

MoAaynu nHterpaumm
B KOMNNEKT NOCTaBKM BKAOYEHbI OOHOBAEHHbIE MOAYAN UHTErpaLmm:

e «bactmoH-2 — Domination»;



e «bactmoH-2 —VideoNova B»;

e «bacTMoH-2 — UHTenneKkT».
BHumaHue! MNpur 06HOBAEHUMN KAXKA0r0 U3 3TUX Mogynel TpebyeTca KOHBepPTAUMA AaHHbIX.
bactnoH-2 — Domination 1.2.1
[+] BbiBOA, BMAEONOTOKOB Yepes COOCTBEHHOIO KANEHTA.

[+] Nopaeprkka nepepaun B AMK "BacTnoH-2" coobuieHMn OT aHaUTUYECKUX AEeTEKTOpOoB
(nepeceyeHne nNUHUKM, OOHaApy)KeHWE ANLa, AETEKTOP OCTaB/JEHHbIX NPEeAMETOB M np.).
Moaaep»KKa aHaNUTUYECKUX AETEKTOPOB TPEBYET HAIMUNA OTAENbHOM NNLEH3UMN.

BactnoH-2 —VideoNova B 1.2.1

[+] BbiBOA, BUAEONOTOKOB Yepe3 cOOCTBEHHOTO KAMEHTA.

[+] Nopaeprkka nepepaun B AMNK "BacTnoH-2" coobLWEeHMNn OT aHaNUTUUYECKUX AETEKTOPOB
(nepeceyeHne nMHUKM, OBHapy)KeHME /NMUA, OETEKTOP OCTaB/NEHHbIX MPeaAMETOoB W np.).
MNoaneprkka aHAaNINTUYECKUX AETEKTOPOB TPebyeT HaNNUKUA OTAENbHON NNLEH3NN.

[+] AobaBneHa BO3MOMKHOCTb COXpPaHeHMA n3obpaxkeHnin B *kypHan AlK "bactnoH-2" Bmecte ¢
cobbITUAMM pacno3HaBaHMA aBTOMOOUAbHbIX HOMEPOB.

BactnoH-2 — HTennekt 1.2.2

[+] NopanepKa ao 15000 Kamep. MoaKkNoYEeHME K OAHOMY cepBepy MHTennekTa.

[*] OpairiBep nonHOCTbLIO NepenncaH 6e3 ncnonb3oBaHUsA ycTapeslunx 6ubanoTtek UTV.

2.1.2.22990 - 08.10.2018

CucrtemHble

3ameHeHa CYB[, c Oracle Ha PostgreSQL.

Mopaynu «bactnoH-2 — Web-3asaska» u «bactmoH-2 — UKC» moryT paboTaTb nog OC Linux.
[octyneH KoHBepTep B ¢ Bepcum 2.1.1 (Oracle) Ha 2.1.2 (PostgreSQL).

btopo nponyckos

Bonee yanobHasa peanusauma GyHKUMM NOUCKA U yaaneHus aybaMKaToB CNOBAPHbIX 3HAYEHUN,
ybpaHo NnLWHee AMaN0roBoe OKHO.

bacTnoH-2 — IHTennekT

Pa3pabotaH HoBbin ApanBep. CywecTBEHHO MOBbIWEHa MNPOM3BOAMTENbHOCTb, A0baB/eHa
noaAep*Kka pabotbl ¢ 6onbWIMM KONMYecTBOM Kamep (ao 15000).

OrpaHuyeHms

Ha momeHT BbinycKa He noggep»xmatotca moaynm «bacmtoH-2 — YPB lMpo» n «bacTtuoH-2 —
Pennunkauma». Takke, CMIMCOK MOAYNEN MHTETPALMMN OTPAHMYEH CAELYIOLLUM:

e bactnoH-2 — ELSYS;
e bactnon-2 — C2000;
e bactnoH-2 — Peridect;

e bactnoH-2 — MyHKTMp-C;



e bactnoH-2 —3aps;

e bBactnoH-2 — VideoNova;

e bactmoH-2 — VideoNova B;

e bactnoH-2 — Domination;

e bacTuoH-2 — IHTeNNekKT;

e bactnoH-2 — OPC-cepsep;

e bactnoH-2 — CC TMK;

e bactnoH-2 — baokxoct AC3IT;
e bactnoH-2 —lMacnopT;

e bactMoH-2 — UHaycTpuanbHOe NUTaHUeE;
e bacTMoH-2 — Web-3asaBKa;

e bactnoH-2 - TUH;

e bactnoH-2 — UKC;

e bacTMoH-2 — MapupyT.

OcTanbHble Moaynun 6yayT BbiNyCKaTbCA OTAE/NbHO.

2.1.1.13760 - 05.09.2018

CnucrtemHble

[ob6aBneHa BO3MOKHOCTb NOBOPOTA MMKTOrPaMM Ha NPOM3BOIbHbIN Yron ¢ warom B 1 rpaayc.
[ob6aBneHa BOSMOXKHOCTb OTKNOYATb MeHeaKep HNOKMPOBOK.

[obaBneHa BO3MOKHOCTb BbiBOZa Nona «Homep nponycka» Ha ¢opmbl poTonaeHTUPUKaLMN.
APM «[l'eHepaTop oTveTOB [Npo»

B rnobanbHOM nowucke n B Tabnmuax AaHHbIX ypaHa BO3MOXKHOCTb OTOOpPArKeHMA NacnopTHbIX
AaHHbIX nonb3oBaTtenen CKY.

APM «btopo nponyckos»
[ob6aBneHa BO3MOXKHOCTb 06beANHATL 3HAYEHUA B CMPABOYHUKAX BPYUHYHO.

[o6aBneHa BO3MOXKHOCTb BbiBOAA Nons «Homep nponycka» B WabaoHbI NPOMNYCKOB U Ha
dopmbl OTHETOB.

[ob6aBneHa BO3MOKHOCTb NOMCKA MO HAaNNYNIO BUOMEeTpMYECcKUX curHatyp. B tabanye
OCHOBHOIO OKHA MOKHO BbIBECTU CTONDEL, OTOBPAXKAIOLLMIA UX HAIMYUE U TUN.

bacTuoH-2 -Penankauma 1.4
Y6paHa perncrpo3aBMCcCMMOCTb NPU NOMCKE COOTBETCTBYHOLWMX 3aNMCEN B LeHTpe 1 B duananax;
Y6paHa pernctpo3aBMcMmMOCTb NPU paspeLleHnn KOHPANKTOB;

Tenepb He penanumMpyeTca NPOCPOYKa NPOMYCKOB;



McnpasneHo nosegeHue onuumn «MpaBo peaakTUPOBaTh YyXKKne NpomnycKa;

[obasneHa oTaenbHasA HACTPOMKa "PenamunpoBaTb MSMEHEHMA YYXKMX NPONYCKOB";

PAg, BHYTPEHHUX U KOCMETUYECKUX UCMPaBAEHUMN.

2.1.1.13718 — 31.05.2018

CucrtemHsble

[lopaboTaH mexaHM3Ma aBTOMEPEKNOYEHUA MNAHOB: MOC/NE aBTOMEPEKNOYEHUSA He
NPOUCXOANT LLEHTPOBKA Ha TPEBOXXHOM YCTPOMCTBE, €CM NAaHbl 3aPpUKCUPOBAHbI UM
YCTPOWMCTBO HaxoAUTCA B 061aCTM BUANMMOCTY;

B penakTope nnaHoB Aob6aB/ieHa BO3MOMKHOCTb KOMMPOBATb TOJIbKO OAWH rpadpuyeckuii
NnAaH B CyLLEeCTBYOLWNIM Habop NNaHOB;

Obwmx HacTpomkax pobaBneHa BO3MOMKHOCTb YKa3aTb, HYKHO /M Y4YUTbIBATb
HenoaTBepPXKAEHHbIE cOObITUA NPKU OTOBPAXKEHMUM COCTOAHMUA YCTPOMCTB HA rpadryecKknx
naaHax;

B KoHourypatope cueHapueB pobaBneHa BO3MOMKHOCTb NepemelaTb CUEHapuu B
rpynnbl Yepes KOHTEKCTHOE MEHIO;

B KoHdurypaTope cueHapueB, B peAaKTope MNAaHOB, B KoHdurypatope
nepeonpeaenéHHbix cobbiTMiA A06aBNEHbI COPTUPOBKM NO andaBUTy NPy OTOOBParKEHUU
CMWCKOB;

McnpasneHa ownbka B cepBepe CUCTEMbI, M3-3a KOTOPON MPU U3MEHEHUWN 3NEMEHTa
nfaHa He NPOMUCXOAMN0 COXpaHeHue B B[] ycTaHoBneHHoro ¢nara «OTobparkaTb B
HOPMaNIbHOM COCTOSHUMY.

APM «YPB [1po»

UcnpaBneHa owmnbKa, He NO3BOAABLUAA BbINOAHUTL PYYHOM NepepacyeT oTpaboTaHHOro
BPEMEHN Ha OCHOBE OCHOBHOIO NPOTOKONA COObITUN.

APM «[l'eHepaTop oTveTOB [1po»

NcnpasneHa owmnbKa ¢ BbIGOpOM NoapasgeneHuin B Kputepuax otbopa ana otyeTa;
WUcnpasneHa ownbKa ¢ BbIGOpom onepaTtopos B KpUTEpUAX oTO6Opa AN1A OTYET];

YcKopeHa 3arpyska Kputepues oTbopa.

2.1.1.13698 — 28.04.2018

APM «Bbtopo nponyckos»

B APM «biopo nponyckoB» pAobaBneHa BO3MOMHOCTb Ha3HaYeHUss OAHOMY MPOMYCKY
HECKO/IbKNX YPOBHENM A0CTYyNa.

Takke, B APM «bBlopo NponyckoB» BCTPOEH HOBbIA YHWBEPCaNbHbIN MOAYyAb PaboTbl C
6UOMETPUYECKMMI cuUUTbIBaTENAIMKU. [oagepKKa HOBbIX BMAOB CYMTbIBAaTENEN Tenepb He
notpebyeTt o6HOBAEHMA OCHOBHOro Mmoayns APM «Bopo nponyckos».



BbinonHeHne cueHapmen No pacnmMcaHno

[obaBneHa BO3MOXHOCTb BbINOAHEHUA cueHapues AlNK «bacTMOH-2» nNO BpPeMeHHbIM
pacnucaHuam.

PacnucaHuna moryT 6bITb cnegyowmx snaos: HegenbHoe, MecayHoe, PasoBoe.

Ona HefenbHbIX U MEeCAYHbIX PacinMCaHMM MOXKHO 3a4aTb AHM HEAEeNN UAN MecAua, B KoTopble
OHO BbINOJIHAETCA, C Y4ETOM KOPOTKUX U NPa3AHUYHbIX AHEN.

[nA Kax[oro cLUeHapma MOXKHO 3a4aTb HECKOJIbKO pacnmCcaHuii.
Co3aaHne OTYeTOB MO PAacnMUCaAHUIO

Ana bopmMMpoBaHUA OTYETOB MO PaACNMCAHUIO TEMepb UCMNOJb3YeTcA BCTPOEHHbIM B cepBep
cuctembl AMK «BacTMOH-2» NNaHUMPOBWMK 3adaHWMK. ITO No3BosAeT usbexkaTb npobnem
COBMECTUMOCTU C Pa3INYHbIMK BEPCUAM NNAHUPOBLLMKA onepauuoHHoli cuctembl Windows.

dopmmrpoBaHMe OTYETOB NO PACNUCAHUIO TENEPb BbINOJHAETCA TONIbKO Ha CEPBEPE CUCTEMDI.
MoaaepKka buometpum EnterFace 3D

B gpanBep «bactnoH-2 — ELSYS Bio» gobasneHa nopaeprkka bMOMETpUYECKMX CYUTbIBaTeNel
reomeTpumn nnua EnterFace 3D, EnterFace 3D Gate.

Moaynb MHTerpauyum cncteMol BuaeoHabnoaeHma SecurOS

Oparisep «bacTnoH-2 — SecurOS» BbINOAHAET 334ayy MHTErpaumMn cUCTeMbl TENEBU3MOHHOTO
BuaeoHabnoaeHua SecurOS Premium c AMNK «BactnoH-2». NMoaaepskusaetcs Bepcua SecurOS
Premium 9.4.

MepeyeHb OCHOBHbIX GYHKUMI ApaiBepa:
® [POCMOTpP «KMBOrO» BUAEO OT BCEX KamMep C NOMOLLbIO KaneHTcKkoro MO SecurOS

Premium Ha paboyem mecTte AMNK «BbacTnoH-2»;

e 0TObparkeHMe NHTEePAKTUBHbIX MUKTOrPamm TeNleKamep 1 BUAEOPErMCTPaTopoB Ha
rpadryeckom nnaHe;

® MpPOTOKO/IMPOBaHMEe cobbITUIA OT BMAEOKaHaNoB (OOHapyXKeHue [OBUNKEHMUS,
nponagaHue / BOCCTaHOBAEHWE BMAeOCUrHana, nponagaHue / BOCCTaHOBAEHUE
cetn);

® POCMOTpP BMAEO0APXUBA;
e ynpaB/ieHMe NOBOPOTHbIMU BUAEOKaMepaMu, BKIOYAA BbI3OB NpeayCTaHOBOK.

Moaynb MHTerpaumm cucteMbl BuaeoHabatoaeHua Trassir

Opaiisep «bacTMoH-2 — Trassir» BbINOAHAET 3a4adyy MHTErpaumn cUCTEMbl TENEBU3NOHHOIO
BuAeoHabntoaeHma «Trassir 4.0» ¢ AMK «bacTUOH-2».

[paisep «bacTMoH-2 — Trassir» npeaocTaBaAseT caeayowme GyHKUUK:
® MPOCMOTP «KMUBOFO» BUAEO ANA KaXKA0ro U3 BUAEOKAHA/0B B OTAE/IbHOM OKHE;

e oOTOOparKeHMe WHTEPAKTUBHbIX MWUKTOrPaMM Tenekamep W BUAEOPErucTpaTopoB Ha
rpadmyeckom nnaaHe;



® MPOCMOTP BUAEOAPXMBA NO COBLITUAM;
® MPOTOKOAMPOBAHWE COBLITUIM OT AETEKTOPA ABUNKEHUSA;
e BbINOJIHEHME CO34aHHbIX Ha CepBepe CKPUMTOB;

e aBTOMaTU4YeCcKoe ynpaBaeHue cuctemoi no cobbituam B AMK «BacTnmoH-2» (BbiBOA,
N306parKeHNs TPEBOXKHOM 30HbI Ha MOHWUTOP, BbINO/IHEHWE MaKPOKOMaHA);

® ynpasneHue NOBOPOTHbIMW Kamepamm NyTem NepekntoyeHns npesycTaHOBOK.

Moaynb MHTerpauum cuctembl BuaeoHabatogeHma Axxon Next

Apaneep «bacTnoH-2 — AxxonNext» BbINONHAET 33434y UHTErpaLmMm CUCTEMbI TENEBU3NOHHOIO
BuaeoHabnogeHnsa «AxxonNext 4.1.0» ¢ AMK «bacTUOH-2».

Opaiisep «bacTnoH-2 — AxxonNext» npegocrasndaeT cnegyowme GyHKLUK:

® [MPOCMOTpP «XKMBOIro» Bnaeo AnAa KaxXaoro 3 sBngeokaHazios B OT4e/IbHOM OKHE,

e OTOOpa)KeHMEe WHTEPAKTUBHbLIX MUKTOTPaMM Te/NeKamep U BUAEOPErMCTPaTopoB Ha
rpaduyeckom nnaHe;

® MNPOCMOTP BUAEO0APXMBA MO COBLITUAM;
® MPOTOKOAMPOBAHWE COBLITUI OT AETEKTOPA ABUNKEHUSA;
e BbINO/IHEHUWE 3a4aHHbIX MAaKPOKOMaHA,

e aBTOMaTMYeECKOe ynpasieHue cuctemon no cobbitmam B AMNK «BbacTMoH-2» (BblBOA,
n306paxkeHnA TPEBOXKHOM 30Hbl HA MOHMTOP, BbINOJIHEHWE MAKPOKOMaHA);

® ynpasaeHune NOBOPOTHbIMU Kamepamy, nyTem neperknrovyeHna npeaycraHOBOK.

Moaynb MHTerpauum cnctemol BuaeoHabnoaeHmna CVS

Opansep «bactnoH-2 — CVS Mnatoc» npegHasHayeH ana nHterpaumm B AMK «bacTUoH-2» cuctem
BuaeoHabnoaenua CVS. Opairisep coBmectm ¢ CVS Center 6.9.6. MNepeyeHb 0CHOBHbIX GYHKLINM
Apamnsepa:
® [POCMOTP «}KMBOFO» BUAEO OT BCEX KAMEpP B OTAE/IbHbIX OKHAx Ha ntobom paboyem mecte AMNK
«bacTMoH-2»;
o 0T06pa>+(eHv1e UHTEPAKTUBHbIX MUKTOrPaMM TeJsieKaMep;
o NPOTOKO/INpOBaHME cobbITnin oT BMUAEOKaHanoB (06Hapy>1<eHV|e ABUXeEHNA, nponagaHue /
BOCCTaHOB/IEHWE BUAEOCUIHaANa, nponagaHue / BocctaHoBaeHMe cBasn ¢ CVS Center);
e ynpasJ/ieHMe NOBOPOTHbIMU BUAEOKaMepamu;
e aBTOMATUYECKOe ynpasBiaeHue cucTtemoi no cobbitmam B AMNK «bacTMoH-2» (BblBOA,
N3006pa*KeHns TPEBOXKHOM 30Hbl HA MOHUTOP);
e MPOCMOTP BMAEONHDOPMALUM (BUAEOAPXMBA) MO COBLITUAM.



Moaynb nHterpaumm CC TMK

Mopaynb «bactnoH-2 — CC TMK» npegHasHayveH ana nogkntodeHuna AlMNK «bacTtMoH-2» K cucteme
cbopa pe3ynbTaToB TEXHUYECKOTO MOHWUTOPWMHIA W  KOHTPOAA OOBLEKTOB TPAHCMOPTHOWM
nHopacTpyktypbl (CC TMK).

OcHoBHOWM yHKLMEN mogyna asnaeTca opmmnposBaHme u nepegada cobbitnin ot AMNK «bactnon-
2» K CC TMK. B CC TMK nepeaatotca cobbiTs oT cneaytowmx nogcmctem AlMNK «bactnoH-2»:

e Cucrema BMAeoHabAlOAEHMS;

e CuCTeMa KOHTPOAA M yrpas/ieHna 40CTynom;

e  OXpaHHO-MOXapHasA CUrHaIM3aums;

e CucTema NosKapHOM CMTHaNM3aLUmu.
Mepenaya cobblTUIM OcywecTBaAAETCA NO NOAMNMUCKEe, NapaMeTpbl KOTopol onpeaenatoTca B CC
TMK.

JononHuTenbHoO, ApanBep NpeaoCcTaBAAET BO3SMOXKHOCTb BPYYHYO ONpeaenmTb, Kakne cobbiTms
AlK «bactnon-2» 6yayt nepeaasatbca B CC TMK B KauecTBe MHLWAEHTOB.

Opaiisep AlK «bactnoH-2 — CC TMK» He nepeaaet B CC TMK BMAe0onOTOKM.

2.1.0.13690 - 21.11.2017

BblaeneHHbI cepsep 0bopyaoBaHMA

B Bepcum 2.1 moAaynn MHTErpaumm BbIHECEHbI U3 KAMEHTCKOro MNpuioXeHus Bastion.exe wu
paboTaloT Ha cepBepe 0b6opyaoBaHMA 6e3 NoNb30BaTeNbCKOro NHTepdeiica. Bastion.exe Tenepb
ABNAETCA KIMEHTCKUM MPUNOXKEHNEM.

daKTUyeckn, [ApaliBepbl BbINONHATCA KaK OTAeNbHble npoueccbl. M3 3Toro BbITEKaloT
cneayowme NsmeHeHun:

e Bce gpaliBepbl CTapTyOT NPM 3aMycKe KOMNblOTEpPa, 40 BXOAa NO/b30BaTENA B CUCTEMY.
3anyck gpaliBepos Npou3BoauT ciyba BAgentSvc.

e Kaxabli TMN gpaiiBepa paboTaeT B oTAENbHOM Npouecce ¢ MmeHem Bastion.DriverHost.
Ecnm B cucTeme HECKONBKO OAHOTUMHbBIX ApanBepoB (Hanpumep, 2 aApansepa Peridect),
TO OHM byayT pabotatb B ogHOM npouecce. epe3anycTUTb OTAENbHO KaXAblh W3
OZHOTUMHbIX APaliBEPOB HE/b3A, TO/IbKO BCE BMECTE.

e [lepe3anyck KAMEHTCKOro npunoxeHua Bastion.exe Tenepb He OyaeT NpuMBOAUTL K
nepesanycky pAgparBepoB obopyaoBaHuA. [Ona nepesanycka apaliBepoB AobasseHa
cneumanbHaa ¢opma «YnpasneHue papariBepamu» Ha BKnagke «[pansepbi». Bce
ApaiBepbl MOXHO 3anyckaTb / OCTaHaB/AMBaTb OTAE/IbHO, HE BbIXOAA U3 MPUIOMNKEHUS
APM OnepaTopa, B TOM YMcne yganeHHo.

e CepBep 0b6opyaoBaHMA M CEPBEP CUCTEMbI MOTYT paboTaTb 6e3 3anyleHHOro Ha HuX
mopayns Bastion.exe, To ecTb — 63 N0Nb30BaTENbCKOTO UHTEPdETica.

PacwmnpeHHbI GyHKLUMOHAN cepBepa CUCTEMbI

CepBep cuctembl cTan obpabaTbiBaTb CYWECTBEHHO 6onbluee 4YMCNO onepauunii, yem B
npeablayuwen sepcuun. B umcne onepaumin, BbINOAHAEMbIX Yepes cepBep cMcTemMbl, B Bepcum 2.1
nobasneHbl:

e Bce onepauuu no paboTe ¢ AaHHbIMMK ApailBepoB 060PyL0BaAHMUS;



e Onepauun no paboTe c AAaHHbIMW MO HACTPOMKam cucTeMbl (06LLME HACTPOMKK, OMepaTopsl,
npodunam onepaTopos, HACTPOMKM COBBLITUI U peakumit, 061acTU KOHTPOA, rPYNMbl YNPaBAeHuUs
oxpaHoit);

e  CUHXPOHM3aLMA BPEMEHMU;

e PaboTa noacucTembl rapaHTUPOBAHHOM AOCTAaBKM U3MEHEHUI;

e PaboTa NNaHUPOBLLMKA YPOBHEN A0CTYNa;

e PaboTta mexaHM3ma 06paboTKM BpEMEHHbIX KapT C UCTEKLLIMM CPOKOM AENCTBUS;

e  3anyck cueHapueB No cobbiTuAMm;

e |LDAP-agTopmsauums;

e [IpoBepKa NOHOMOYMIA NONb30BATENEN.

HoBbIi MOAY/1b MPOTOKONMPOBAHMS

HoBblii Moaynb o06nagaeT CyLecTBEHHO MOBbIWEHHOW HaAeXHoCTbio npu  notepe /
BOCCTAaHOBAEHWUM CBA3M C Ha30M AaHHbIX. Bce cobbITA, KOTOpbIe He MOTYT BbITb Cpa3y 3anuMcaHbl
B UeHTpanbHyto B[, KawwupytoTcA B noKanbHou B SQLite. PaHee ana nokanbHOro Kawa
MCNO/b30BaIMCb NPOCTbIe TEKCTOBbIE (alinbl.

BnoKnMpoBKa NapannenbHbiX MU3MEHEHMUA

B 2.1 pobaBneH meHeaKep 6NOKMPOBOK Ha YPOBHE AAPA CUCTEMDbI. TO €CTb, MPUNONKEHUA UMEIOT
BO3MOHOCTb 3a6/10KMPOBaTb O4HOBPEMEHHbIE MU3MEHEHUA AAHHbIX HA Pa3HbIX Ppaboyumx mecTax
WAW B PasHbIX NpoLeccax Ha ogHoM paboyem mecrTe.

Tenepb cuctema cpasy 3abAOKMpPYeT OTKpPbITUE GOPMbl PEAAKTUPOBAHUA, €CAN U3MEHEHUA
NpoBOAATCA rae-To eLle.

N3MeHeHnA B cucTeme pa3rpaHmnyeHmnAa 4O0CTyrMa

HacTpoiika poctyna K pasHbiIM NPUNOXKEHMAM Tenepb BbiNoaHaeTcA Aana [Ipoguneli
onepamopos, a He OTAENbHO ANA KaXKA0ro onepartopa.

[obasneHa noagepkKa pasrpaHUYeHUin A0CTYNa ONepaTopoB K noapasaeneHnam. Hactpolika
npou3BoauTCcA Ha yposHe [lpoguneli onepamopos. PasrpaHnyeHune pabotaet B8 APM bBiopo
nponyckos, 8 APM YPB-lpo, a TakXe B OKHe rn106asbHOro moucka nepcoHana BO BCex
NPUNOXKEHMAX, @ TAKXKE B OKHE NOUCKA MEeCTOHaxoXaeHnA nepcoHana. B APM OnepaTopa atu
pa3rpaHMYeHMA HA TEKYLLMIN MOMEHT HEe MCNONb3YHOTCA.

Tun cobbITUiA (LUTAaTHOE, TPEBOXKHOE, HEMCNPABHOCTL) TeNepb ONPEeAENAETCA UX NPUOPUTETOM.
To ecTb, B HAacTpoOMKe NPUOPMUTETOB COOBLITUIA Tenepb MOMKHO YKasaTb, YTO BCe COObITUS C
334aHHbIM NpuopuTeTom HByayT 06pabaTtbiBaTbCA, HANPUMEP, KaK TPEBOTMU.

MoaaepKa LDAP-maeHTUOUKaLMN

B Bepcuun 2.1 pobasneHa BO3MOMXKHOCTb aBTopuM3aumm Yyepes LDAP-cepsuc (B Tom uyucne, Active
Directory). Mpu 3TOM MMetOTCA cneayrome BO3MOKHOCTH:

e ABTOpM3aLMA MOMKET NPOU3BOANTLCA Yepes ntoboi LDAP-cepsep (B TOM uncne, yCTaHOBAEHHbIN
Ha Linux), He TonbKo yepes Active Directory.

e [lpoBepKa MmeHM / napona Nonb3oBaTeNa NPOU3BOANTCA TOIbKO Yepes cepBep cMcTembl. TO ecTb,
coeanHaetca B LDAP-cepsepom 1 onpegenseT npasa No/sb30BaTeNA TO/IbKO cepBep CUCTEMBI.

e [lonb3oBatenn, pobasneHHble 4epe3 LDAP, He uMMeOT BO3MOXHOCTM aBTOPU3aALMM B
npunoxeHusx bactmoHa 6e3 nposepku no LDAP.

CueHapuii MICNONb30BaHMA, NPU BKAKOYEHHOW U HAacTpoeHHoM LDAP-aBTOopm3aumm:



Mpu 3anycke BacTMoHa oTobparkaeTcs OKHO BBOAA /IorMHa / mapons. Mocne BBOAA AaHHbIX,
CHayana NpPoBEpPSETCs, ecTb /I TaKoW nonb3oBaTenb / naponb B bacTnoHe. Ecan ecTb TaKoM
nonb3osBaTenb U OH gobasneH He 4yepe3 LDAP - Bxoa npousBoautca nod HUm. Ecam Het -
NOTWH/Napoab OTNPaABAAETCA HA CEPBEP CUCTEMbI, CEPBEP CUCTEMbI NPOBEPSET NO/b30BaTENA NO
LDAP. Ecnn nonb3oBaTenb € 33afaHHbiM Naponem cyuwectsyeT B LDAP, n BxoauT B rpynny
nonb3osBaTenen AMK "BactmoH-2", To emy npeaoctaBaseTcA AOCTyn K npuaoxeHuam AMNK
"BacTMOH-2" (CMMCOK paspeLlleHHbIX NpunoxeHnn nposepsaetca no b, AMK "bactnon-2". Ecau
nonb3osBaTena LDAP, umetoutero nonHomouma Ha paboty 8 bactuoHe, Het B B, AMK "BacTnon-
2", To OH Tyaa nobaBnseTcs.

OrpaHun4yeHuna:

1. [AsyxdaKTopHaa aBTOpM3auMA He NoAAEPKMBaETCA.
2. Tpu 3anycke NpuaoxeHnii bactMoHa-2 Nonb3oBaTe b A0/KEH BBECTU JIOTUH / Napo/ib, Aae ecu
HacTpoeHa aBTopu3sauma Yepes LDAP.

Hactpoinku LDAP-naeHTUdMKaumm nponssoasaTtca B « ObLMX HAaCTPOMKaX» CUCTEMbI.
[oacucTema rapaHTMPOBAHHOW A0CTaBKM M3MEHEHMUIA

MNoacucrtema NONHOCTbIO nepeHeceHa Ha cepBep CUCTEMDbI.

[obasneHa noaaeprkka rapaHTUPOBAHHOM A0CTAaBKU M3MEHEHUW NOo 2pynnam ynpasnaeHus
oxpaHod.

BO3MO¥HOCTb aBTOMATM3aLMM OYMCTKN YCTapPEBLUMX AaHHbIX 13 B[]

[ob6aBneHa BO3MOXKHOCTb TMOKOM HACTPOMKM aBTOMATMYECKOro yaaneHua u3 B yctapeswmx
AaHHbIX. HacTpamBaeTcA NepuMoAMYHOCTb M BpPemA BbIMOHEHUA onepauuu. OTAenbHo AnA
pasHbIX FPYnn AaHHbIX €CTb BO3MOXHOCTb YKa3aTb Nepuoa, 3a KOTOPbIA creayeT OCTaBAATb
AaHHble B B/l (oT oaHOro mecaua o 3-x neT). Bo3mMoKHO aBTOMaTUUYECKOE YaaNeHWNE CNeayHoLLInNX
rpynn AaHHbIX:

e CobbiTna Bxoaa / BbiIxoAa;

e lctopma nameHeHMA AaHHbIX;

e LlTaTHble cobbiTusA;

e TpeBoXKHble COBbITUS;

e HeucnpaBHOCTY;

e CobbITMA C MPMOPUTETOM He Bbille 3aA4aHHOrO.

HoBbI Moay b rpaduKm

Moaynb rpadukm 6bin BbIHECEH B OTAENbHbIM Npouecc. Knouesoe M3MeHeHMe B rpaduke —
BO3MOHOCTb OTKPbIBaTb OAHOBPEMEHHO HECKO/IbKO OKOH C NaHamu. Takum 06pa3om, MOXKHO
3¢ EKTUBHO NCNONBL30BaTb HECKO/IbKO MOHUTOPOB A/15 BbIBOAA NAHOB. [lONONHUTENbHbIE OKHA
rpaduKkn He obnaaatoT 3aKnaakamu. MNepeknoyeHre NNaHoB No TPEBOre NPOM3BOAUTCA TOBKO
B OCHOBHOM OKHe bactvoHa. Ecam Heobxoammo, 4Tobbl Kakue-TO nnaHbl OoTobparkanmchb
NOCTOAAHHO, NX MOYHO BbIBECTU B OTAE/bHbIX OKHAaX M PacrnoNoXUTb Ha 3KpaHe Kak TpebyeTca.

HacTpoiika  pacnonoxeHua  OKOH  rpaduKM  COXPAHATCA  NOKanbHO B daine
<Bastion2>\grRegularProperties.xml. [ns Ka)Kgoro onepaTtopa COXPAHAIOTCA OTAE/NbHble
HaCTPOMKMW.

JononHuTenbHble BO3MOXHOCTM HOBOrO MoAynA I'pad)MKM BK/TIKOYAIOT:



1. BO3MOMHOCTb 33a4aTb HECKOJIbKO MMEHOBAHHbIX NPEAYCTaHOBOK A/ Kak4oro njaaHa wu
nepeKkNtoYaTbca Mexay HUMM.

2. BO3MOXKHOCTb MOBOPOTA NtOObLIX MUKTOrpamm B /tobom M3 8 HanpasfeHwii. MoBopaumnsaeTca
Tenepb BCA MMKTOrPamMma, a He TONIbKO eé CoAepsKUMOe.

3. PefakTop niaHoOB — Tenepb 3TO OTAE/bHAA YTUAUTA B KOMMAEKTe nocTaBku AMK «bacTWoOH-2».
Henb3a of4HOBpEMEHHO peaaKTMPOoBaTh MAaHbl C HECKObKUX Paboumnx mecT.

4. BO3MOXHOCTb BPYYHYIO BBECTM KOOPAMHATbl MUKTOFPaMMbl, YTO MO3BOAAET, HaNpPUMep, Nerko
BbIPOBHATb MUKTOrPaMmbl.

HoBbIM moaynb GoToONAEHTUPUKALMN

[lob6aBneHa BO3MOMKHOCTb OTOOparKeHUs AaHHbIX 06 aBTOTPaAHCNOPTE M  MaTepuanbHbIX
Nponyckax B OKHax ¢oTtonaeHTUdMKaumm. PaspaboTaHbl cneunanbHble LWabA0OHbI OKOH
doTongeHTMdOMKaLMM ANA MaTepranbHbIX U TPAHCMNOPTHbIX MPOMYCKOB.

[o6aBneHa BO3MOXKHOCTb NOATBEPKAATb AOCTYN NPAMO U3 OKHa doTonaeHTUUKALMMN.

HacTpolikn oTobpaxkeHna oKoH ¢oTonaeHTUdMKaLMM Tenepb NPUBA3AHbI K KOHKPETHOMY
pabouyemy mecty, a He K npoduato onepaTtopa.

doTonaeHTMdUKaLMa Tenepb BbINOJHAETCS B OTAE/IbHOM npouecce.

doTonaeHTUdMKauma Kawmnpyet dotorpadumn N0KaNbHO, NO3ITOMY Npu noTepe cBA3n ¢ b/l oHa
npPoAo/IKUT paboTaTb.

Pa3spaboTaH HoBbIl pegakTop dopm poTonaeHTUDMKaLUN.

APM OnepaTopa

OnepaTMBHbIE OTYETDI

[ob6aBneHa BO3MOMXKHOCTb ObICTPO NOAYYNTb OTHET O COHBITMAX MO BbIOBPaHHOMY YCTPOMCTBY UK
nepcoHe M3 APM Onepatopa. Aencteme «OTYET NO YCTPOMCTBY» AOCTYNHO M3 KOHTEKCTHOrO
MEHIO TEeKyWMX COObITUA, a TaK¥Ke M3 KOHTEKCTHOrO MEHI0 MUKTOrpaMm YCTPOMCTB Ha
rpaduyeckmx nnaHax. OTYET NO NEPCOHE MOXKHO NONYYNTb Yepe3 KOHTEKCTHOE MEeHH0 CObbITMA C
3TOM NEePCOHOM, a TaKXKe u3 popmbl «MOUCK NnepcoHana».

B KOHTEKCTHOM MEHI0 Cpa3y *Ke npegnaraeTca BbibpaTb Nepuoa BpeMeHM, 3a KoTopbl TpebyeTca
chopmmpoBaTb OTUYET (MocneaHuii yac, nocnegHue 3 yaca, CErofHa, BYEpa, BYepa U CerogHs, ¢
Hayana Hepgenun, C Hayana MmecAua). B dopme onepatMBHOro OTYETA MOXKHO 3a4aTb
NPOW3BO/IbHbIN NEpPUOL, BPEMEHM.

HOLI,TBGD)'K,[],GHI/]G C KOMMEeHTapunem

[obaBneHa BO3MOXHOCTb KaTeropmpoBaHuAa COBbITUI npu noATBepXKAeHWW. Tenepb npu
NOATBEPKAEHMM MOMKHO YKas3aTb MNPUUMHY cobbiTva (BbIGOP M3 CNpaBOYHMKA), a TaKkKe
KOMMEHTapUI K CObbITHIO.

PeXnm noaTBEPXKAEHUA C KOMMEHTapPUEM BK/IOYAETCA / BbIKNOYAETCA A4 KaxKaoro npoduna
onepaTtopa oTAenbHO. MNpK BKAKOYEHUN 3TOTO peXMma onepatop 06A3aH BbIGMpPaTb NPUYMHY
TPEBOXKHOro cobbITUA NPU NOATBEPKAEHUN.

B cnpaBoYHMKe NpMYNH COObITUIA NO YMONYAHUIO ONpeAeneHbl cnegytolwme 3HaYeHUA:

o [poHWKHOBEHUE / COBbITUE B 30HE KOHTPOAS;
e JloXHaA TpeBora;
e YyebHas TpeBoOra;



e HewucnpaBHOCTb B 30HE KOHTPOAIA;

e ABapwusa BHELIHEro 31eKTPonuUTaHus;

e (Cabortax;

e PernameHTHble paboTbl;

e PeMOHTHO-BOCCTAHOBUTE/NbHbIE PAabOThI;

e UcnbiTaHne obopynoBaHus;

e [lpupoaHble ABNeHNA / 3KUBOTHbIE B 30HE KOHTPOA;
e HenpegHamepeHHOe noBpexKaeHWe 060pya0BaHMA.

CnpaBOYHMK peaakTUpyemblil U AOCTYNeH HA BKAagKe « KoHpurypauma».
[MoACYET NnepCcoHasa

PaHee noacyét npousBoaMAcA MO YUCNY Mporyckos. Tenepb CUUTAOTCA MEPCOHbI. Takum
obpasom, 6onee KoppeKTHO obpabaTbiBaeTca cuTyauusa, Koraa OAHOMY Yes0BeKYy BblAaHO
HECKOJIbKO MPOMYCKOB.

JToKanbHble HACTPOMKM

B meHio «KoHpurypauma» nobasunca NyHKT «JIOKa/sbHble HACTPOMKW». 3aecb cobpaHbl Bce
HaACTPOWMKM, KacaloLLMecss KOHKPETHO TeKyLero paboyero mecra. 9TM HaCTPOMKM He NPUBA3aHbI K
onepatopam u ux npopunsam. Cioaa BxoanT:

e ABTO3anyck;

e PacwupeHHan 6e30nacHoCTb;

e  CUCTeMHble HACTPOMKK rpaduKu;
e PacnonoxeHue ¢ainnos;

e CroporkeBoW Tanimep;

o  ®doTompeHTMdUKALUS.

HacTpoiKa cueHapues

[lobaBneHa BO3MOXKHOCTb KOMMPOBAHMA UMEIOLLMXCA CLLEeHApMeEB.

CKYQ

BO3MO¥HOCTb MPOrpammHOro NoATBEPKAEHMUSA A0CTYNa

Ona CKYZ ELSYS pobaBneHa BO3MOXHOCTb MPOrPaMMHOro MOATBEpPXAeHMA AocTyna. ITa
BO3MOXHOCTb MOKET ObITb MCNO/Ib30BaHA B C/IEAYIOLLMNX CyYanAX:

1. TpebyeTca noaTBEP:KAATL AOCTYM, HAXKMMas KHOMKY B OKHe GOoTOMAeHTUPUKALMM.

2. TpebyeTtca nonyyaTb NOATBEPKAEHNE AOCTYNA U3 BHELWHMUX MPOrPamMMHbIX cMCTEM. TaKoM pesmum
MOXeT BbITb Peann3oBaH C MCMonb3oBaHMEM moayna «bactmoH-OPC-cepsep». Mpu nonyyeHun
cobbiTna «Tpebyerca nNOATBEPNKAEHME [AOCTYyNa», BHELWHAA CUCTEMa MOMKET MPOU3BECTU
Tpebyembie NPOBEPKM U BblAaTb KOMaHAy «MoaTeepanTb gocTyn» uam «OTKasaTb B 4OCTyMe.

3. KomaHgabl ynpasneHua «Moarsepauts goctyn» uam «OTKasaTb B AOCTyre» Takke MoryT 6biTb
MCMO/Ib30BaHbI B annapaTe peakuuit Ha cobbITus.

[nsa Toro, 4tobbl NoNyYaTb CobbITUA «TpebyeTca NOATBEPXKAEHWE AOCTyna», caedyeT co3aatb
npodunb nepcoHana apansepa ELSYS, gns Kotoporo 6yayT yKasaHbl nosHomouua «octyn c
noaTeepaeHMem». MNocne aToro cnegyer HasHaAYUTb 3TOT NPOPUAbL NPONYCKaM, ANA KOTOPbIX
[OIKHO TpeboBaTbcA NOATBEPKAEHWE AOCTYNa.



Mpn nonyyeHun cobbiTma «TpebyeTca noATBepKAeHME [O0CTyna» W HaCTPOEHHOM
doTonaeHTUPUKaLNKM, cUCTEMA BbiBEAET OKHO poTonAEHTUPMKALNM C KHOMKaMu «MoaTeepanTb
poctyn», «OTKa3aTb B A0CTyney.

APM btopo nponycKkos

CpOKM AEMCTBMA BPEMEHHbIX NMPOMYCKOB

[obaBneHa HacTpolika «CpoK AencTBus BpeMeHHoro nponycka» (Biopo nponyckos — Obwme
HacTpoikn — CpoK paencteuA). HacTpolika BAMAET Ha CPOK AeNCTBMS  NPOMYCKOB,
YyCTaHaB/IMBAEMbIM NO YMONYAHUIO.

Tak)Ke HacTpavMBaeTCs M CPOK [AEWCTBMA MOCTOAHHbIX MPOMYCKOB, €CAN BK/KOYEH PEeXUM
orpaHMYeHMA NX CPOKa AencTemns. BoamoxkeH Bbibop U3 CaeayoLmMX BapnUaHTOB:

e Jlo KOHUQA Heaenw;

e Jlo KOHUA MecALa;

e Jlo KOHUa roaa;

e [lonHasa Hegens;

e [lo/HbIN MmecAaL

e [lonHbi rog;

e [1poM3BO/IbHOE YNC/O AHEN.

MonHoMOo4YMA No paboTe C ypoBHAMM AOCTyNa

YnpouweHa cuctema pasrpaHuyeHus gocTyna npu pabote ¢ ypoBHAMM poctyna CKy/.
ObbeanHeHbl HAcTpPoMKM «OnepaTtop MOXKET HasHayaTb npoctble YO» n «OnepaTop MOXKeT
Ha3HayaTb cocTaBHble Y[» B ogHy «OnepaTop MOeT Ha3HayaTb YPOBHM AOCTyna». YaaneHo
nosHomoumne «Co3gaHune cocTaBHbIX ypoBHeM AocTyna». OCTaBNeHO TO/bKO obLee NnosiHomoune
«PepaKkTnpoBaHue ypoBHel gocTynay.

APM l'eHepaTop OT4ETOB

[ob6aBneHa BO3MOXHOCTb MPOCMOTPA COObLITUIA MO 3/7eMeHTaM, YAANEHHbIM U3 TeKyLlen
KOHOUIypauumn cuctemol (Mpu BKAOYEHHOW NoacucTeme «bacTUOH-2 — AyanuT»).

[obasneHa noaaepKKa otobparkeHme faHHbIX B OTYETAX C Y4ETOM UCTOPUU UX U3MEHEHUI (NpK
BK/JOYEeHHOM noacucteme «bacTnmoH-2 — Ayant»). Hanpumep, ecam y cotpyaHuka c 01.08.2016
cMmeHunacb damunma c MiBaHoBoM Ha lMNeTpoBy, To oT4éTax 3a nepuog Ao 01.08.2016 oHa byaer
oTobparKaTbcA Co cTapoint pamununeis, B 6onee CBeXKUX OTYETaX — C HOBOW.

N3meHeHa 1 caenaHa 6onee yaobHon normka popmmpoBaHnsa Kputepmes otbopa cobbiTuii ans
OTYETOB:

o  Kputepmn «O6beKTbI» N «CobbITUA» 06beAMHEHBI B OAUH 06NN KpUTepui;

e YnpolleHa ycTaHoBKa GUALTPOB MO TUNam cobbiTUit (COBbITUA C KapTamu AOCTyna, LTaTHble,
TPEBOXHblE, HEMCMPABHOCTH);

e [lobaBneHa BO3MOXKHOCTb Bblbopa cObObITUIA, NOATBEPKAEHHbLIX (MAM He NOATBEPKAEHHLIX)
KOHKPETHbIMM N0/Ib30BaTENAMMU;

e [loABMNacb BO3MOMKHOCTb YCTaHOBKM GUNLTPOB MO ApariBepam, NogkatoveHHbim yepes MLH-
cepsep.

® peanu3oBaHa BO3MOXKHOCTb COYeTaHWUA GUABLTPOB MO NOAPA3AENEHUAM U MO KOHKPETHbIM
COTPYAHUKaM;



e Peann3oBaHa BO3MOXHOCTb BbibOpa COBbLITMUIA MO OTAE/bHLIM MPOMNYCKam ANA COTPYAHUKOB C
HECKOJ/IbKMMM MPONYyCKamu;

e BBegeH A0ONO/HUTE/IbHbIN GUABTP NO TUMY NPONYCKa (BCE MPONYCKA, TO/IbKO NOCTOAHHbIE, TO/IbKO
BPEMEHHbIE, TO/IbKO pa3oBble).

PacwupeHbl BO3MOMKHOCTU MNOJIYY4EHUSA CTAaTUCTMYECKMX OTYETOB. Ternepb MOMKHO MNOAYYUTb
MHPOPMALMIO O KOIMYECTBE BO3HMKLIKNX COOLITUIA B pPasHbiX pa3pes3ax C NMOMOLLbO HOBOro
wabnoHa «YHMBepPCaNbHbIM CTAaTUCTMYECKMI oOT4eT». B 3Tom wabnoHe Jonyckaetcs
NCMNO/Ib30BaHME KpUTEpUEB 0TOOPA — NO KOHKPETHOM NepPCOHE, MO KOHKPETHOMY YCTPOMCTBY, NO
KOHKPETHOMY onepaTopy. 3HAYNTENbHO YCKOpPeHO GOPMMUPOBAHME CTAaTUCTUUYECKUX OTYETOB 33
CYeT OoNTMMMU3aLMM aITOPUTMOB.

CpnenaHo 6onee yaobHbiM oTObparkeHMe OTY4ETOB. B oTYéTax Tenepb oTobparkaeTca NosHoe
HaMMeHOBaHWe NoApasAeNeHun, C Y4ETOM BCEX POAUTENLCKUX Y310B. TaKKe, B OTYETAX Tenepb
MOXHO Pa3/INYNTb, OT KAKOTO MMEHHO 3K3eMNApPa ApaliBepa NPULAO0 cobbITUE, ECAN B CUCTEME
NPUCYTCTBYET HECKO/IbKO OAHOTUMHbIX APaBEPOB.

Ha naHenb «OcHOBHble onepauum» aobaBneHbl KHOMKU AnA ObiCTPOro Bbi3oBa PYHKLUM
dbopmmpoBaHmA Tabanupl M nevyaTHoM Gopmbl OTYeTa.

[lo6aBneHa BO3MOMXKHOCTb rpynnoBoro yAaaeHus no/ib30BaTebCKUX OTYETOB.

PeannsoBaHa BO3MOXKHOCTb NPOCMOTPaA pe3y/1bTaToB BbIOOpKM B Tabanue nnm nevyatHon popme
6e3 npeABapUTENbHOIO COXPAaHEHMA OT4YeTa.

PacwunpeHbl BO3MOMKHOCTU PaACCbIIKM OTYETOB MO pacnmcaHuio. Tenepb eCTb BO3MOXKHOCTb
OTNPaBNATbL OTYETbI He MO eguMHOMY ajpecy, a No WUHAMBMAYANIbHbIM ANA Ka*KAOro OT4véTa
CMMCKAM PacCbINKu.

YUYéT paboyero BpemeHu

[obaBneHa BO3MOXKHOCTb Yy4MTbIBATb pabouvee Bpems NO CobbITMAM, MepefaHHbIM yepes
«bactnoH-2 — MUH».

CLI,EI'IaH 60/1ee NOHATHbIM MeXaHM3M 3aHeceHun MHTEPBAJIbHbIX CXEM AN1A HOYHbIX CMEH.

bactnoH-2 — Ayaut
[ob6aBneHa BO3MOKHOCTb NPOCMOTPA N3MEHEHMIN MO TPAHCMOPTHLIM NPOMYCKaMm.

Peanv3oBaHO COXpaHEHME UCTOPUYHbLIX AAHHbIX ANA HAa3BaHWIM OpPraHW3auuii U 3K3eMNNAPOB
ApanBepos.

[panBepbl
[paneep «bactnoH-2 — SNMP cepsep»

Opaiisep «bactnoH-2 — SNMP cepBep» no3sonset nepepasatb cobbiTna AlMNK «bacTMoH-2» BO
BHeElWHMe cuctemol yepes uHTepdeiic SNMP. Moaaepxnsatorca Bepcun 1, 2 n 3 npoTtoKona
SNMP. Tak:Ke, yepes 3TOT ApaliBep BO3MOXKHO 1 ynpaBaeHue yctpoictsamm AlNK «bactnoH-2».

B uenom, pyHKLMOHAN gpariBepa aHanormyeH «bactmoH-2 — OPC cepsep».



HoBoe npunoxerHne «MHPopmaLma 0 cucTteme

MpunoxkeHune nepenucaHo Ha C#. O6nagaeT 6onblielt cTabuabHOCTbIO U CKOPOCTbIO PaboTbl.

2.0.6.13645 -07.02.2017

Ynpas/ieHne cxemMmamm

YnydweHa nogcuctema yaaneHua crapbix AaHHbiX u3 B, [losblweHa HAAEXHOCTb W
CTabUNbHOCTb CUCTEMBI.

[eHepaTop oTyéToB [1po

B dopmy oTuéToB nobaBneH BbIBOL MMEHWN 3K3eMNAAPa ApaliBepa.

[oacucTema rapaHTMPOBAHHOW A0CTaBKM M3MEHEHMUIA

NcnpaBneHbl oWMBKM Npy onepaumax rpynnoBoro NpoAieHma NponycKos.
[loceTuTenn Ha TeppuTopUn

McnpaBneHo oTobpakeHne nona «Bpema OKOHYaHMA AeNCTBUA NPONYCKa».
bacTMoH-2 — IHTennekT

[ob6aBneHa BO3MOXKHOCTb BbI6Opa NOTOKa AN1A 3aNMCK MO KaXKa0W Kamepe OTAENbHO.
CnuctemHsble

CoBMeCcTMMOCTb € Nporpammon KoHsepTtaumm B, AMK «bactmoH» 1.7.

2.0.6.13615—-07.12.2016

[Mounck nepcoHana

e [lobaBneHa BO3MOXHOCTb cbpoca MHPOPMALMM O MECTOMOJIONKEHUN NIOAEN,
Haxo4ALLMXCA Ha TeppuTopun bonee 2-x CyTOK.

e [loacyer ntoaei Ha TEPPUTOPUN OCYLLECTBAETCA MO NEePCoHaM, a He Mo NPOMYCKaM.
e B dopme «lMoceTutenn Ha TeppuTopmmn» Tenepb oTobpakaerca NpuriacusLLIee nuo.
paduka

[lobaBneHa BO3MOXHOCTb BPEMEHHOMO OTKNHOYEHUA aBTOMATUYECKOTO NePEeK/IoYEeHMA NAaHOB
no Tpesoram.

[eHepaTop oTyéToB [1po

[o6aBneH BbIBOA B OTYETAX MOJHbIX HA3BaHWI OpraHM3auMi U NoApasheNeHUin C yY4ETOM
BNIOXKEHHOCTW.

BacTnoH-2 — Peridect
O6HoBneHa Bepcus apansepa ao 1.0.6.

B aToih Bepcum pobaBneHa BO3IMOXKHOCTb HACTPOMKM TaimayTos COM-nopTos.



bacTnoH-2 — [MyHKTMp-C

B ycTtaHoBWMK aobasneHa sepcua aparisepa 1.0.2.

2.0.6.13589-07.11.2016

CucTema NpOTOKOIMPOBAHUS CODBITUN

3HauMTeNIbHO YCKOpPEeHa npoueaypa NoaATBEPKAEHMA COObLITUIA.

McnpaBneHa ownbKa, M3-3a KOTOPOM YacTb COBbLITUIA He oTobBpaykanacb B OTYETAX.

2.0.6.13581—-22.09.2016

JlnueHsnpoBaHue
YCKOpEeH NpoLecc Noay4YeHua U NPOBEPKM CMUCKA IULLEH3UA.
YnpasneHune cxemamm b/

YCKOopeH MmexaHU3M OYUCTKM yCTapeBLLnX cobbITUIN N3 NPOTOKOMa.

2.0.6.13577—-16.08.2016

YnpasneHune cxemamm b/l

e [lopaboTaH MexaHU3M OYUCTKU YCTapeBLUNX AaHHbIX B MPOTOKO/1€ COObITU;

e [lob6aBneHa BO3MOXKHOCTb OTOBpaxKeHuA pasmepa TabanUHbIX NpocTpaHcTB B, a Takke
obbekToB cxembl B/l (Tabnuuy, n nHAEKcoB).

ﬂI/ILI,eHBVIpOBaHl/Ie

[JobaBneHa nogaep:KKa nnueHsnu bactnoH-2—Benkam.

APM OnepaTtopa

[opaboTaH mexaHM3M BO3BpaTa NPonyckoB ¢ popmbl GoTonaeHTUOMKALMM N MO CLEHAPUIO:
ncnpasneHa owunbKa, Npu KoTopoi nHpopmaums o Bo3BpaTe MPOMycKa Moraa He MonacTb B
KOHTpOANEpbI.

APM «btopo nponyckos»

e [lopaboTaH MMNOPTA AAHHbIX O MEPCOHaNe HAaNPAMYIO B TabauLbl;

e WcnpaBneHa ownbKa, B peaknx caydanax NpuBoAALLan K TOMY, YTO NpPU CMEHe ypOBHA
A0CTyna AnA NPonycka, M3aMeHeHUA He NoNaAaanan B KOHTpoAnep.

JokymeHTaumA
BHeceHbl U3MeHeHUA B PyKOBOACTBA:

e bactnoH-2 — APM bropo nponyckoB. PykoBoacTBO onepaTtopa



e bacTMOH-2. PyKoBOACTBO aAMMHUCTPATOPA
e bacTMoH-2. PykoBOACTBO onepaTopa
e bactnoH-2 — Ayaut. PyKoBoAacCTBO onepaTtopa

e bactnoH-2 — APM Otyer lNpo. PykoBoAacCTBO onepaTtopa

[pansep bactnoH-2—Elsys
e lcnpaBneHa owmnbKa HAacTPOMKKM ycuneHHoro Antipassback

e  ONTMMM3MPOBAHO BPeMA 3anycka KOHpUrypatopa

Hpamnsep bactnoH-2—C2000
e BBepeHa nogaeprkka nynbtos C2000 Bepcuit 3.xx;
e B cocTaB gpanBepa BKAKOYeHa HoBaA Bepcua PProg;
e PacluMpeH CnMCcoK ckopocTei obmeHa c obopyaosaHMem BnioThb A0 115200 6ut/c;

e OO6HOBNEHA AOKYMEHTAUMA, UCNPABAEHbI ME/IKMEe OLMOKM.

NHCcTannatop
e APM YPB-Mpo O6HOoBNEH Ao Bepcumn 1.6.9
e JlobaBneH uHcTannatop gpaneepa bactnoH-2—MyHkTnp-C
e (Q6HOBNEH ycTaHOBLWMK ApaliBepa bactnoH-2—C2000

e OO6HOBNEH yCTAaHOBLWMUK ApaiiBepa bactnoH-2—Elsys

2.0.6.13548 — 27.05.2016

CuctemHble MameHeHus

OnTMMM3MpPOBaAHA cuCTeMA AedparmeHTaumm NnamaTy npu paboTte ¢ 60NbLLIMM NOTOKOM CETEBbIX
COBbITUI, YTO B PEAKUX CAYYaAAX MOT0 NPUBOAMUTL K IOXKHbBIM COODBLLEHNAM O HEXBAaTKE MAMATH.

O6HoBNEeHMe ycTaHaBAMBaeTCA NaTyem BastionPatch2.msp.

2.0.6.13546 — 25.05.2016

APM «btopo nponyckos»
PacwmpeH GyHKLMOHAN NO 3aMeHe YCeYEeHHOro Koda KapTbl (3-x 6alATOBOro) Ha NO/HbIN.
PacwupeH ¢yHKLMOHAN BbiIbopa popmaTa oTobparkeHMA HOMepa KapTbl A4OCTyna.

PacwmpeHbl GyHKLMN NOMCKA NO NOIHOMY U YyCeYEHHOMY KOAyY KapTbl BO Bcex popmax, rae Takom
NMOWUCK eCTb.



O6HoBNEeHMe yCcTaHaBAMBaeTCcA ABYyMA natyamm BPersPatch.msp mn BStaffPatch.msp.

2.0.6.13540 - 11.03.2016

CuctemHble MameHeHus

B ¢yHKUMIO 3anycKa MCNoNHAeMbiX ¢aiiioB No cobbiTUIO A0HaBeHa BO3MOXHOCTb Nepenayn
3HaYeHU NapaMeTpPoB UCXOAHOTO cobbiTUA (Hanpumep, PO nepcoHbl, HOMEpP KapTbl, HOMepP
TPaHCNOPTHOrO CPeACTBa).

Pa3pelueH BBOA, CMMBONA «_» B Ha3BaHMM pabouein cTaHLUN.

O6HoBNEeHMe ycTaHaBAMBaeTcsa naTyem BastionPatch.msp.

2.0.6.13534 - 20.01.2016

CucrtemHsble

PacwmnpeH mexaHM3m NPOTOKO/IMPOBAHMA AENCTBUI onepaTopoB. Tenepb YHUBEPCASbHbIM
obpa3zom NpPOTOKOAMPYIOTCA BCE AENCTBUS, BbINOMHAEMbIe C rpadMyeckmMx naaHoB ObObeKTa.
[JobaBneHne HOBbIX ApaliBepoB He 6Oyaer 6Gonee TpeboBaTb M3MEHEHWA B cUCTEME
NPOTOKO/IMPOBAHMA.

bacTnoH-2 — IHTennekT

Mpwu ycTaHOBKe ApaiBepa Tenepb aBTOMaTUYECKUN perucTpupyetca bubamoteka DrvitvWrp.dll.

2.0.5-19.11.2015

ApxunTeKTypa

HoBaa cxema ceTeBoro obmeHa

B npeabiaywmx Bepcuax AMNK «bacTMOH-2» Mcnonb30Banacb cxema COeAMHEHWIA KKaxKAabli C
Kaxabim». To ecTb, Kaxpaaa paboyaa craHums, rge BbinoaHanca AMNK  «bacTtuoH-2»,
noaneprkmsana NOCTOAHHOE COeAMHEHME CO BCEMM OCTa/IbHbIMW cepBepamn M pabouynmu
CTAaHUMAMM CUCTEMBDI.

B HoBOI Bepcum Bce paboume CTaHUMM NOAAEPKMBAOT TONbKO 1 NOCTOAHHOE coeaAuHeHue — ¢
CEPBEPOM CUCTEMbI. ITO MO3BONAET 3HAYMTENIbHO CHM3UTb HArpy3Ky Ha CeTb, YNPOCTUTb
HaCTPOWMKY ceTn (Ha KNMEHTCKUX mecTax He Gosblwe TpebyeTca aepykaTb OTKPbITbIA MNOPT AAs
BXOAAWMX coeanHeHut AMNK «BacTUMOH-2»), CHU3UTb TpeboBaHMA K MNPONYCKHOM CnocobHOCTU
CeTH, a TaKXKe CyLLeCTBEHHO MOBbLICUTb MACLITabMpPyeMoCTb U HaLEKHOCTb CUCTEMDI.



BblaeneHHbI CepBEP CUCTEMbI

B Bepcum 2.0.5 6a3oBble cepBepHble GYHKLUMW BblHECEHbI B OTAE/bHbIN  MPOLECC,
BbINONHAOWMICA 6e3 N0Nb30BaTENbCKOro MHTEpdENCa.

Cuctema IMLLEeH3NPOBAHNA

YnpouieHa cxema paboTbl CUCTEMbI IMLLEH3MPOBAHUA. BMeCTo ABYX CEPBUCOB NNLEH3NPOBAHUA
(KNMEeHTCKMIA 1 cepBepHbIii), Tenepb UCNONb3yeTcA OAMH - CEPBEPHbIN. Ha KaneHTax Tenepb He
TpebyeTca 3anyck cepBUCOB ANLEH3MpPoBaHMA. CeTeBo 0OMEH C CEPBEPOM NMNLEH3UPOBaHUA
BbINOJIHAETCA NO OTAEeNbHOMY nogkatoueHuto (nopt 1124 no ymonyaHuio). B uenom, cucrema
NIMLLEH3UPOBaHUA cTana bonee yCcToMYNBOM.

MN3meHEHO pacnonoXKeHwe cepBuCa AULEH3MPOBAHUA. PaHblie OH yCTaHaBAMBANCA B Mamnky
<ProgramfFiles>\ES-Prom\Bastion2, a Tenepb - B oTAenbHyl nanky <ProgramFiles>\ES-
Prom\Tools\License. CooTBeTcTBEHHO, palin c AeMo-AULEH3Ne Hago KONMpoBaTb NO HOBOMY
nyTu.

PacluMpeHns cMcTembl pasrpaHnuyeHmna 4oCTyna onepaTopos

[obasneH BCTPOEHHbIM  Npodunb  onepatopa  «AAMUHUCTPaTop»,  obnagatowmi
MaKCMManbHbIMM NpaBamn B cucteme. M3meHUTb MM yaanntb 3ToT Npodunb Henb3A. Takxke,
No/Ib30BaTe b MO YMOMYAHMIO «(» CAENAH HE YAANAEMbIM — €10 MOXHO TO/IbKO NEPEUMEHOBATD
N NOMEHATb emy Naponb. Henb3a yoanutb MAM NMOMEHATb 3TOMY NOJ/b30BATENO NPOdUNb C
«AAMUHUCTPATOP» Ha Nt0BOM APYron UAN KaK-1Mb6o M3MEHUTb ero NpaBa Ha AOCTYN K CUCTEME.
370 no3sonAeT n3beraTb CUTYaLMM NOTEPU KOHTPONA HaZ CUCTEMOM, €C/IN Y BCEX NO/Ib30BaTENEMN
HeAO0CTAaTOYHO NPaB AA BbINOJHEHUA KaKMx-1Mbo onepaumii.

BBeneHbl HOBblIe NOAHOMOYMA AnA onepatopos — «l1paso 3anycka AlNM «bropo nponyckos» un
«[paBo ncnonbzoBaHua moayna «bactmoH-2 — UKC».

PaCLUl/IpeHIAe MeXaHM3Ma FapaHTMpOBaHHOM AOCTaBKU N3MEHEHUN B KOHTPO1/1EepPbI

B mexaHM3M rapaHTMpPOBaHHOM A0CTaBKM Ao6aBneHa BO3MOMKHOCTb AO0CTAaBKM M3MEHEHWI
YPOBHEM A0CTyNna Mo pacnucaHuio, a TakKe A0CTaBKa BMOMETPUUYECKUX AaHHbIX.

Moanep*kka paboTbl C aBTOTPAHCMNOPTOM

[na peanusaumm BO3MOMKHOCTEW pPaboTbl C TPAHCMOPTHLIMM MNPOMYCKAaMW U CUCTEMAMM
pacno3HaBaHUA PErncTPaumMoOHHbIX HOMEPOB TPAHCMOPTHbLIX CPEACTB, B CUCTEME pPeanM30BaHa
noaaepkka paboTbl C TPAaHCMOPTHbLIMU CPEACTBAMM.

B 6ase paHHbIXx gobaBneHa Tabauua ANA XpaHEHMA CNUCKaA TPaAHCMOPTHbIX CPeacTB U
npeacrasneHme (VIEW) c Homepamm TPaHCNOPTHbIX CPEACTB, A1A KOTOPbIX BbINMUCaHbl aKTUBHbIE
TPAHCNOPTHble Nponycka. 3Ta Tabavua unm npeacraBAeHne MOXKET MCNONb30BaTbCA MOAyNEM
«VideoNova-Homep» Kak TabauLa «CBOMX» HOMEPOB.

B APM OnepaTtopa 1 B APM Blopo nponyckoB AocTynHa ¢opma And BHECEHMA AaHHbIX O
TPaHCNOPTHbLIX CPEeACTBAX.

MNoanepkka cuctembl 610KMPOBOK

Ha ypoBHe cepBepa cucTeMbl peanr3oBaHa NoaaepXKa mexaHuama 610KMPoBOK. MexaHu3Mm, B
4acTHOCTU, UCMONb3YyeTCsA ANA 3anpeTa 0AHOBPEMEHHOTO 3anycka KOHPUrypaTopos ApaliBepoB
Ha HECKOJIbKMX paboumx mecTax.



APM «btopo nponyckos» 1 noacmctema CKY/l

MNoanep»kka bromeTpum

Ha cuctemMHOM ypoBHe peannsoBaHa noagepskka bromeTpum ntobbix TUMNOB.

B APM «bBlopo nponyckoB» peann3oBaHa NoagepKa BHECEHMA BUOMETPUYECKUX OAHHbIX C
NCNoNb30BaHMEM HACTONbHbIX cunTbiBaTenei JIKA CO-04 00 (ZK7500, otneyaTok nanvua) u JIKA
KN-60 00 (ZKT FAC700, reomeTpua nnua).

[MoaaepKKa TPAHCMOPTHbLIX MPOMYCKOB

OcCHOBHble BO3MOKHOCTW BK/IIOYAIOT:

OdopmneHne TPaHCMOPTHbLIX MPOMNYCKOB K CyLLECTBYOLWEMY MPOMYCKYy Ha MepcoHy, C
NPUCBOEHMEM YHWMKa/ZIbHOrO HOMEPA M C yKasaHMeM A0 3-X TPAHCMOPTHbIX CPeacTB (TArau,
nonynpwvuen, npvuen).

BO3MOKHOCTb YKa3aHWA PerMcTpaLMoHHOrO HOMepPa, MOAENM, LLBETA, TUNA, Beca, Ky30Ba, roaa
BbINyCKa, BAagenbla, dotorpadnmnm 1 KOMMEHTaPUA ANA KaxKA0ro TPaHCNOPTHOro CpeacTBa.
BO3MOKHOCTb YKa3aHWA nepuoga AeNCTBMS TPAHCMOPTHOTO NPOMYCKa OTAE/NbHO OT Nnepuoa
AeNCTBMA NPONYCKa Ha NEePCOHY.

MpocMoTp, MOUCK TPAHCMOPTHBIX NMPOMNYCKOB.

MeyaTb TPAHCMOPTHbIX MPOMYCKOB.

dopmmnpoBaHME OTYETOB MO TPAHCMNOPTHLIM NPONYCKaM.

XpaHeHuWe B 6a3e faHHbIX apXMBa TPAHCMOPTHBIX NMPOMYCKOB.

MpoToKoMpPOBaHME onepaLyMii C TPAaHCMOPTHLIMKU MPOMYCKamu.

Mpwn coBmecTHOM paboTte ¢ mogynamm «bacTmoH-2 — MapwpyT», «bactmoH-2 — VideoNova» u
«VideoNova-Homep» BO3MO)KHA aBTOMaTM3aLMA KOHTPONSA ABMMKEHMA TpaHcnopTa no
TEPPUTOPUN NPEANPUATUS.

Mcnonb3oBaHWe perncTpaLMoHHOro HOMepPa TPAHCMOPTHOTO CPeACTBA KaK KapTbl 4OCTyna.

Moanep!Kka matepuanbHbIX NPOMYCKOB

OcCHOBHble BO3MOKHOCTW BK/IHOYAOT:

OdopmneHne maTepuanbHbIX MNPOMNYCKOB K CYLLIECTBYIOWEMY MPOMNYyCKY Ha MepcoHy, C
NPUCBOEHMEM YHUKANIbHOrO HOMEpPA U C YKa3aHMeM NepeyHsa maTepuasbHbIX LEeHHOCTEMN.
MoaaeprKka NPONycKOB Ha BHOC M BbIHOC MaTepUasbHbIX LLeHHOCTEM.

BO3MOXKHOCTb MCNONb30BaHMA A0 20 AONONHUTENbHbIX MONENA HACTPAUBAEMOTO HAa3HAYEHNA ANA
MaTepuanbHbIX LLEHHOCTEN (M0 YMOI4aHMIO UCNONBL3YIOTCS NOASA KOUYecmaeo, eec, 06vem, Homep
dosepeHHOCMU, KeM 8bl0aHa 008epeHHOCMb, HOMepP HAKAAOHOU, Kem 8bl0aHA HAK/AAOHAS,
Homep pa3HapAOKuU, HomMep eem. caudemesnbcmada, Kyoa npedHa3Hayaemcs).

BO3MOXKHOCTb YKasaHua nepuoaa AenCTBUS MmaTepuanbHOro Nponycka oTAaeslbHO OT nepuoaa
OEeNCTBUA NPOMNYCKa Ha NEPCOHY.

OdopmneHne 3aaBOK Ha MaTepurasibHble MPOMYCKa C UCNo/ib30BaHNEM Moaya «bacTMoH-2 — Beb-
3anBKa». [pM 3TOM BO3MOKHO UCMNO/Ib30BaHME BCTPOEHHOIO MEXaHM3Ma YTBEPXKAEHMA 3asBOK
Ha nponyckKa.

MpocMoTp, NOUCK MaTepuanbHbIX MPOMYCKOB.

MeyaTb MaTepurabHbIX MPONYCKOB.

dopmupoBaHME OTYETOB NO MaTepPUaIbHbIM NPOMYCKaM.

XpaHeHue B 6a3e AaHHbIX apXMBa MaTepMasibHbIX MPONYCKOB.

MpoToKoAMpPOBaHWE ONEepaLUiA C MaTEPUAIbHBIMM NPONYCKAMMU.



PacwunpeHne nogaepku kapT Mifare

PeanvnsoBaHa 6onee GesonacHaa M yaobHasa pabota c kaptamu Mifare, obecneuymBarowas
XpaHeHMe TWUMa MNPOMYyCKa, CCbIIKM Ha aKTUBHYIO MacTep KapTy BO BPEMS 3MUCCUM, 3aMeHY
Kntoyen 6e30nacHOCTM KapT M BOCCTaHOBAEHME KapT C yCTapeBLWMMM KAto4amm 6e3onacHoCcTy.

Pa3zpaboTaHbl AOMNOAHUTE/NbHbIE MEXaHU3Mbl 3aMeHbl HEMWCMPaBHbIX, YTEPSHHbIX WK
NCNOPYEHHbIX NPOMNYCKOB OAHOM KOMaHAOM.

,El,o6aBneHa BO3MOXHOCTb COCTaB/sieHMA CNUCKOB WAM BblaeneHnAa LUBeTomM nponycKos,
HECOOTBETCTBYHOWUNX TEKYLLUM HaCTDOHKaM CUCTEMbI B YaCTU KAtovel 6e3onacHoCTM.

PaCLUl/IpeHI/Ie BO3MOHOCTEMN HaCTpOlzl-(l/l BPEMEHHDbIX 30H U 610KOB

MoABMNacb BO3MOXKHOCTb CO343BaTb COCTaBHble BPeMeHHble 610KM, B COCTaB KOTOPbIX MOTYT
BXOAMTb ApYyrne BpemMeHHble 610KM C orpaHMYEHHbIM NEpPUOLOM AeNcTBMA (3afatoTcA AaTbl
Hayana M OKOHYAHUA AEUCTBMA BPEMEHHbIX 6/10KOB). ITO MO3BO/AET CTPOUTb BPEMEHHbIe
pacnucaHuA Ha ntobble MHTepBabl 4aT B TEYEHME rO4a U AaXKe HECKOIbKUX NIeT, U TPYNNMpoBaThb
mx B8 6/10KkM. B LenoOM, 3TO 3HAYUTENIbHO MOBbLIWAET TMOKOCTL GOPMUPOBAHUA BPEMEHHDIX
pacnucaHum.

[ns BpeMeHHbIX MHTepPBa/IoB NosBUAAchk onuua «He aHanNM3MpoBaTb NPasaHUYHbIE AHUY», YTO
No3BO/IAET CO3[aBaTb BPeMEHHbIE pacnucaHua (ckonb3sawme rpaduku, Hanpumep) 6es yyéTta
NpasaHUYHbIX AHEN.

APM OnepaTopa

Bonee ynobHaa HacTpoMKa NpaB AOCTyNa K yCTPOMCTBAM

Mpwn HacTpoMKe nNpaB AOCTYyNa K YCTPOMCTBAM M MapLIpyTU3aLMKU COOBLLEHNI Tenepb MOXHO
NMOKa3blBaTb AEPEBO YCTPOWMCTB C FPYNMNUPOBKOM HE TONIbKO «MO MOAKAOYEHUIO», HO U «NO TUMY
YCTPOMNCTBY.

Mpu [ob6aBNeHMM HOBbIX YCTPOWCTB MOJIHbIE MPaBa Ha HWUX AAKOTCA TO/MbKO onepaTtopam C
TeKkywmMm npoduiem, a TakKe onepatopam c npodpunem «AgMMHUCTPATOP». B npeablayLimnx
BepcuaAx Npu Ao6aBNeHUN HOBbIX YCTPOWUCTB BCE OnepaTopbl Cpasy Noay4yanu NosHbIM A0CTyN K
HUM.

®OyHKUMA MapLpyTU3aLuMm coobLeHnit Tenepb peannsoBaHa Yepes AO0CTyn K ycTponcTeam. Y
BCEX YCTPOMCTB TENEPb €CTb OTAE/NbHOE paspelweHme Ha «OTobparkeHune cobbiTnin». HacTpouTb
MapLUpyTU3aLmMio CoobLEHUIt Tenepb MOXHO Kak B ¢opme cTaporo Buaa, Tak M B dopme
HaACTPOMKKM AO0CTyNa K YCTPOMCTBAM.

YnpouleHne HacTPOMKK CLeHapunes

B dopme HacTpolikM cueHapueB Tenepb U AeNACTBUSA, U COOBITUA-TPUITEPBI 3a4at0TCA Ha OA4HOM
CTpaHuLe. 3To NO3BONAET CPasy BUAETb U KOHTPO/IMPOBATb BCE MapaMeTpbl cueHapus.

HoBas dopma HaCTPOMKK CTPYKTYpbI CETK M ApaliBepOB

MONHOCTbIO M3MeHEHbl GOPMbl HAaCTPOMKM ceTu W apaiBepoB. Tenepb W TO, U Apyroe
HacTpauBaeTca B oagHoM obuwein popme. Popma paboTaeT c cepBepOM CUCTEMbI, @ HE HANPAMYIO
c 63301 gaHHbIX.

Tenepb HET HEOBXOAMMOCTM BHOCUTL B 6a3y AaHHbIX Bce paboune cTaHuMn. [loCTaTOYHO BHECTH
TO/NIbKO CEpBEpPbI CUCTEMBI U 060pYA0BaHMS.



TakKe, Tenepb HeT HeobxoaAMMOCTU BBOAUTL M IP-aapec, n Mma Kaxpoi pabouyel cTaHuuu.
[l0CTaTOYHO BBECTM TO/IbKO YTO-TO OAHO.

KocmeTnyeckme yayydeHns

[JobaBneHa BO3MOXKHOCTb OTOOpaXKeHMA OKOH COOBLLEHMI CneBa AN cnpaBa oT rpaduyeckoro
nnaHa. 3To NO3BOAMT B pAge c/aydyaeB Oonee pauUMOHaANbHO WMCMNONb30BaTb MNAOWAAb
COBPEMEHHbIX LWMPOKODOPMATHbIX MOHUTOPOB.

YBenmMyeHa MaKCcMManbHasa AnvHa coobuweHuit cuctembl ¢ 50 ao 140 cumBonos (6e3 yueta
NoJiCTaHOBOK).

BacTnoH-2 — BeH-3aAaBKa

Tekywana sepcua moayna 3.1.

[lobaBneHa noaaepxKa odopmMieHNs 3aABOK Ha TPAHCNOPTHbIE NPOMYCKA, a TaK¥Ke NPOoMnycKa Ha
TOBapHO-MaTepuanbHble UEHHOCTU. [lpy 3TOM BO3MOXHO WCMONb30BaHME BCTPOEHHOO
MeXaHM3Ma YTBEPKAEHNA 3aABOK Ha NPOMYyCKa.

[ob6aBneHa BO3MOMKHOCTb HACTPOMKM TalMayTOB MNONb30BaTENbCKMX ceccui  (yepes
KOHOUIYypaunoHHbIN dainn). ANUTeNbHOCTb CECCUM MO YMONYAHUIO YBeNMYeHa 40 10 MUHYT.

,El,o6aBneHa BO3MOXHOCTb CO34aHNA AEMO-TULLEH3NN, orpaHquHHon Nno BPEMEHM.

BHeceHbl yny4leHma no ya06cTBy MCNONb30BaHUSA.

bactnoH-2 — lNacnopt

Tekywan sepcma moaynsa 2.6.
O6HoBneHo Scanify APl no nochegHen goctynHom Bepcum 3.4,
Bepcua moayns "BactmoH-2 — NacnopT" 2.6 coBmecTuma Takxe c AlMK "bactnon" 1.7.

McnpaBneH pag KOCMETUYECKMX OLLMBOK.

bacTnoH-2 — leHepaTop otyeToB [1po

[obasneHa KHonka "ChopmmpoBaTtb oT4eT", KOTOPOM MHOFMM He XBaTaso.

BHeceH pAg, ynyylweHunii no yaobcTBy MCNO/Ib30BaHMUA.

bacTnoH-2 — Pennunkauma

Tekywana sepcua moayna 1.1.0.
BHeceHbl ,opaboTku ana paboTbl ¢ Kaptamum Mifare.

B mogyne moHuTopuHra gobasneHbl GYHKLUN PYYHOM OYUCTKKU XKypHana, py4HOM NOBTOPHOM
OTNPaBKM M NOSYYEHMA BCEX 3aNUCEN, PENNULMPOBAHHBIX C OLUMOBKamMu.

McnpaBneHa ownbKa, Koraa nameHeHus MepcoHbl He PennuuMpPoBanmcb, ecamn bbina M3MeHeHa
ToNbKo ¢poTorpadus.

BHeceHbl KOCMeTnYecKne yaydlleHua.



HoBble moayu

Moaynb noaaepXkm bUomeTpuyeckmx cumtbiBaTenen "bactmoH-2 - Elsys Biometric" B
cocTase apansepa "bacTnoH-2 - Elsys"

B coctaBe apaiBepa "bacTnoH-2 - Elsys" peannsosaHa nogaeps<Ka paboTbl ¢ BomeTpuyecknmm
cuntbiBaTenamu JIK4 KJ1-60 00, IKA KO-15 00, JIKA KO-75 00, JIK4, KO-60 00 npou3soacTBa
KomnaHuu "Nlymnc+".

Moaaep:kKka BKAOYAET B cebs cneaytowme GpyHKLUN:

e Bblbop TMNa cunTbIBaTENSA, MOAKAOYEHHOTO K KOHTPONEPY.

e Bbibop mogenv 6MOMETPUYECKOrO CUNTLIBATENA U3 COCTaBa NOAAEPKMBAEMOTo 060pyA0BaHUA.

e Bbibop nogaepxnBaemoro o6opynoBaHMem cnocoba naeHTMdUKaummn, Hanpmmep, buomeTpuma
(1:N), BromeTpus [+] kKapTa (1:1).

e Bgog IP agpeca cuntbiBaTens.

e [eHepaumio 1 BBOA Napossa AOCTyNa K CYUTbIBATENIO.

e  /HWUmManmsauma napameTpoB BUOMETPUUECKMX YCTPOMCTB.

e  KOHTPO/Ib COCTOSIHMA YCTPOMCTBA - Ha/IMUME CBA3M, OLUIMOKU MHULMANU3ALMUMN.

e  MHuumanmsauma 6asbl AaHHbIX NOAb30BaTenen BUOMETPUYECKUX CUUTbIBATENIEM Ha OCHOBAHWUK
YPOBHel A0CTyna, HazHa4YeHHbIX B "Blopo nponyckos".

Moaynb nopaep)Kku buomeTpuyeckux ycTponcTs paboTaeT TONbKO B COCTaBe ApaliBepa
"BacTnoHn-2 - Elsys".

Ona aktmBaumm pabotbl moayna Tpebyetca npuobpeteHMe AONONAHUTENbHbLIX NNLEH3UN
"BacTnoHn-2 - Elsys Biometric" no konnyectsy nogknto4aembix GUOMETPUYECKUX CUUTbIBATENEN
(He cBA3aHa ¢ KOZIMYECTBOM KOHTPOA/IEPOB AocTyna cepum Elsys).

bactnoH-2 — APM bropo nponyckos ¢ MTTI1

Moaynb obecneynBaeT BO3MOXHOCTb pPaboTbl C MaTepuasnbHbIMU U  TPAHCNOPTHbLIMM
nponyckamu (MTIM) B nnTepdelice APM Bropo nponyckos. JINLeH3ns Ha 3TOT MoAy/lb MO3BOAAET
3anyctutb «APM bBiopo nponyckoB» M paboTaTb € MaTepuanbHbIMU M TPAHCMOPTHbIMMU
nponyckamu, 6e3 orpaHnYeHma nx Yncna.

bacTnoH-2 — MapupyT
Opaveep «bacTMoH-2 — MapwpyT» npegHasHayeH A[AA aBTOMATU3aUMKM  OTC/EeXKMBAHUA

ABWXKEHMA BNagenbLeB MNPOMYyCKOB MO 3afaHHbIM Mapwpytam. [paisep obecneuymBaer
BO3MOXHOCTb KOHTPO/A 33 ABUKEHMEM OOBHEKTOB NO OXPAHAEMOI TEPPUTOPUM.

Apanisep moKeT bblTb NCNONb30BaH:

® 15 OPraHM3aunn pexnma «obxoa», Koraa OXpaHHUK AOMKEH NPONTM MO MapLUPYTy C
3aZlaHHbIMM NapamMeTpamu;

® 15 KOHTPO/A 33 ABUXKEHMEM aBTOTPAHCNOPTA NO TEPPUTOPUM NPEANPUATHUA.

KpaTKoe onucaHne BO3MOKHOCTEMN

Apanisep obecneunsaer:

e [lonHyto nogaepKKy ntoboro obopynosaHus, nHTerpmposaHHoro B AMK «bacTMoH-2» u
06n1azatoLLero BO3SMOXKHOCTbIO FreHepaLmm cobbiTni;



e CospaHve mapuwpyTtoB AsukeHMA (A0 200) ¢ BO3MOMKHOCTbIO COPTUPOBKM U YCTAHOBKM
aKTUBHOCTU JOYEPHMX KOHTPO/IbHbIX TOYEK, A TaK¥Ke YCTaHOBKU A/IMTENbHOCTU NPOX0Aa
B MUHYTaXx;

e [1nA Kaxkgoro MaplupyTa CO34aHMe KOHTPO/bHbIX TodeK (4o 100 Ha mapuwpyT) C
BO3MOKHOCTbIO YCTaHOBKMN AIUTENbHOCTU MPOX0Aa KOHTPOIbHOM TOYKU U AJINTENBHOCTH
ABUXKEHUA 40 cieaytowein KOHTPOIbHOM TOYKK;

e [1nA KaxAoW KOHTPONbHOW TOYKM yKa3aHMe CMMCKa CODbbITUIA Npoxoda OT KOHKPETHbIX
YCTPOWCTB, @ TaK}Ke CMMCKa CObbITUIA HapyLIEHNA NPOX0Aa;

e AHanu3 nocnenoBaTeNbHOCTM Npoxoda U GOpMUpPOBaHUE COBLITUI O ABMMKEHUM MO
MapLUPYTam C BO3MOXKHOCTbIO GOPMMPOBAHMNA OTYETOB B «TEHEPATOPE OTYETOBY;

e Busyanusaumio MHPOPMALMM O ABUKEHMM MO MAPLWPYTam C BbIBOAOM [AaHHbIX O
NPONycKe W aBTOTPAHCMNOPTHOM CpeacTBe, MHPOPMALUM O COCTOAHMM MAPLUPYTOB U
KOHTPO/IbHbIX TOYEK, @ TaKXKe CMMUCKAX BO3HUKLUMX HapyLLEHWI NPU NPOXOAE;

e B0O3MOHOCTb OCYLLECTBUTb CHPOC KOHTPO/IbHOW TOYKWN B NepBOHaYaNbHOE COCTOSIHUE U
3anpOoCUTb NPUHYAUTENbHbIN NPOX0A, KaK KOHTPOIbHOW TOUYKM, TaK U MapLLPYTa B LLE/IOM.

bactnoH-2 — baokxoct AC3I

Moaynb «Bactuon-2 — Baokxoct AC3IM» obecneymBaetr nHPopmaumoHHoe B3ammogelictene AlMK
«BbacTMOH-2» N aBTOMATM3MPOBAHHOM CUCTEeMbl NO paboTte ¢ nponyckamu «bnokxocT-AC3MM».
«BbactnoH-2 — bnokxoct AC3M» npegHa3Ha4YeH 158 aBTOMATUYECKOTO KOHPUTYpnpoBaHUA CKY/]
Ha ocHoBaHUK odopmasembix B «biokxocT-AC3[» nponycKos.

@PyYHKUMOHa/IbHble BO3MOXHOCTU «bacTMOH-2 — baokxocT AC3MM»

e [lepegaya gaHHbIX 0 TOYKax gocTtyna (npoxoaa) CKY/A us AMNK «BbacTnoH-2» B «bnokxoct AC3M»;

e ABTOMAaTMyeckasa KoHurypauusa Kaptbl goctyna B CKY/ Elsys (3anucb uHbopmaumm o
nocetutene B 6asy AaHHbIX AMK «BacTMOH-2», HasHauyeHWe MPOMyCKa C YPOBHEM (pexunmom)
[0OCTyNa B COOTBETCTBUM C MOJIyYeHHbIMM B 3anpoce TpeboBaHWAMM NO TOYKAM U BPEMEHMU
[ocTyna ana nocetuTens);

e ABTOMAaTH4ecKas BpeMeHHas 6/10KMpoBKa 1 pa361okupoBKa nponyckos B CKY/ Elsys no 3anpocy
oT «bnokxoct AC3MM».

bactmnoH-2 — UKC

Mogynb «bacTMoH-2 -  UKC» (MHmezpayus Kadpoevix Cucmem) npegHasHadeH Aans
opraHmsaunm nHpopmaumoHHoro s3anmogencTemna AMNK «bacTMoH-2» ¢ cuctemamm ynpaBaeHus
npegnpuatnem (ERP) B 4yactu obmeHa gaHHbiMu CKY/[ (nepcoHan, nponycka, npoxoAbl).
«bactnoH-2 — UKC» npepoctaBnaetr Beb-cepBMC ANA MHTErpaunmM M He COAEPXHUT rOTOBbIX
KOHUIypaumm ana Kaknux-1mbo BHELHUX CUCTEM.

Mopaynb «bactnoH-2 — MKC» no3BonAeT MHTerpnpoBaThb:

e Kagposble cuctembl (HRMS);

e ABTOMAaTU3MPOBAHHbIE CUCTEMBI 3aKa3a nponyckos (AC3M);


http://trevog.net/catalog/info/elsys/
http://trevog.net/catalog/info/elsys/

byxrantepckune cmctemeil.

Moaynb pellaeT cneayolme 3agaun:

Mepepaya B AIK «bacTMoH-2» 3aABOK Ha NpPOMNycKa M3 BHELWHEeN CUCTembl C
BO3MOHOCTbIO YKa3aHuAa npas goctyna ana CKY/ n Homepa KapTbl 4OCTYNa;

AKTuBauma nponyckos B CKY/, 13 BHellHel cuctemol;

YnpaBneHne nponyckamm U3 BHelWHel cuctembl (6NOKMPOBKA, pa3bIOKMPOBKa,
BO3BpaT);

MonyyeHne un3 AMK «bacTMOH-2» BO BHEWHOO cuctemy MHGOpPMaLMM O MEepCoHax,
NPONyCKax, TOYKax Npoxoaa, nogpasaeneHumax, A0NKHOCTAX U O APYTrUX CNPaBOYHUKAX,
[ocTynHbix B AMK «bacTnoH-2»;

MonyyeHne mn3 AMNK «bacTMOH-2» BO BHELWHIOW cucteMy MHGOpmMaLmMm O nocaegHem
MecTe npeabaABAeHUA NPONYCKa;

MonyyeHune n3 AMNK «bacTMOH-2» BO BHELUHIOK CUCTEMY CMIMCKA COBbITUI NO 3aAaHHOMY
NpOonycKy;

MonyyeHue m3 AMNK «BacTMOH-2» BO BHELLHIOK CUCTEMY MCXOAHbIX AaHHbIX ANA pacyeTa
oTpaboTaHHOro BpemMeHU (napbl COBbITUI «BXOA-BbIXOA»).

Cuctema noaaepkuBaeT OAHOBPEMEHHY paboTy ¢ Heckonbkumu AMK «BactnmoH-2». Ux
KOJINYECTBO OrPaHUYMBAETCA NLLEH3NEN HA MOoayb «bacTMOH-2 — UKC».

BO3MOXKHO co3aaHMe eMo-ANLEH3NU HA MOAY b C OFPaHUYEHUEM NO BpeMeEHMN.

bactnoH-2 — LTV-Gorizont

Moaynb obecneynmBaeT BO3MOXKHOCTb B3aMMOAENCTBMA C MPOrpaMMHbIM obecrneyeHnem
cucTemMbl BUAeoHabntoaeHus LTV-Gorizont.

Moaynb «bactnmoH-2 — LTV Gorizont» no3sonaeT perncrpmposatb 60abWIMHCTBO cobbiTuin MO
«LTV Gorizont» B npotokone AlMNK «bacTtnoH-2». [painBep BXOoAUT B KOMMeKc «bacTMOH-2 —
Buaeo» n ncnonbsyet obuwme ana scex gparisepos suageocuctem AMNK «bacTMoH-2» moaynum u
TeXHoNornu. NepeyeHb OCHOBHbIX GYHKLMIA Apansepa:

NPOCMOTP «KMBOFO» BUAEO OT BCEX Kamep B KnmeHTckom MO «LTV Gorizont» Ha ntobom paboyem
mecTe AMNK «bacTMoH-2»;

0TObparKeHNe MHTEPAKTUBHbIX MUKTOTPAaMM TeNeKamep;

NPOTOKONNPOBaHME COb6bLITUI OT BMAEOKaHANoB (0BHapyMeHWe AOBWNKeHMA, nponagaHue /
BOCCTaHOB/IEHME BUAEOCUIHANA, NponagaHue / BoccTaHoBAeHMe cBA3u ¢ MO «LTV Gorizont» v IP-
Kamepamu);

ynpasnieHne NoBOPOTHbIMU BUAEOKamepamu;

aBTOMAaTUYECKoe ynpaBiaeHue cucTtemoit no cobbituam B AMK «BbacTMoH-2» (BblBOA,
N306pa*KeHus, BbINONHEHME NPeayCTaHOBOK, yNpaBaeHne BUAE03aMNUCho);

NPOCMOTpP BUAEOUHPOPMaLUK (BUAEOAPXMBA) MO COBLITUAM

JlnueHsnpoBaHue apaliBepa NPOM3BOANTCA NO YNCNY BUAEOKAHA/OB.



Onsa oTobpaskeHua BMACO MOAYAb B3auMoaencTeyeT ¢ KameHTckum MO LTV-Gorizont. Ha Bcex
pabounmx mectax, rae OyaeT MCNOAb30BaTbCA 3TOT MOAyAb, TpebyeTca AONO/NHUTE/NbHAN
YCTAHOBKa KNMEHTCKOro nporpammHoro obecneyenusa LTV-Gorizont.

Mozaynb HAaCTPOWKN NOAKNHOYEHNIA

[JobaBneH oTaenbHbIA MOAYAb AR HACTPOMKM NoAKAodeHnM K cepsepam AlMK "Bactnon-2". B
3TOM MoJAy/e 3a4aloTcA NapamMeTpbl MOAKAOYEHUS K:

e Cepsepy cuctembl;
e base gaHHbIX;
e (Cepsepy INLEH3UPOBaAHUA.

MOXHO HacCTPOUTb HECKOJIbKO NOAK/IIOYEHWNI K Pa3HbIM cepBepamM U BbICTPO UX KOMMYTUPOBATb.
dakTHyecku, aTo aHanor moaynaa "KommyTtaTtop 6a3 gaHHbIX", KoTopbii 6bin B AMK "Bactnon" 1.7.

[na csoelt paboTbl moaynb TpebyeT NpaB NoOKanbHOro aamuHucTpatopa Windows. Adpyrux
NpPOBEPOK NpaB He NPOU3BOAMUTCA.

OTAenbHOM IMUEH3MM Ha 3TOT MOAY/Nb He TpebyeTcs.

2.0.4-01.09.2014

[Cnuctemal

[+] NoaaepxKa KapT Mifare, BKatouas paboTy ¢ 3alULWEHHON 061aCTbIO NAMATH.

[+] NoppepkKa rpynn ynpaBaeHUA OXPAaHON Ha YPOBHe A4pa CUCTEMDI.

[+] NoppepkKa mexaHNM3Ma rapaHTUPOBAHHOM AOCTAaBKM U3MEHEHUI ANA APAaNBEPOB.

[+] 3HaunTenbHoe ycKopeHue o0b6paboTKM COObLITUI 3a CYET ONTMMM3AUUM U MCNO/Ib30OBAHMUA
MHOFOMNOTOYHOCTMW.

[+] CywecTBeHHO pacluMpeHbl BCTPOEHHblE BOSMOXKHOCTM agMUHUCTPUpoBaHua b/l. [lobasneHa
bYHKLMA yaaneHns cTapblX AaHHbIX U3 XKypHana cobbiTui.

[+] B agnctpnbyTtmns BKAOYEH Moayb «bacTMoH-2 — MLUH».

[+] NopaepKa cuctembl «bacTUOH-2 — PennKkauma».

[+] NopaaepKa paboTbl B 4&€MOHCTPALMOHHOM pexmnume 6e3 Katova HASP.

[+] fob6aBneHune paboumx cTaHUMI B cucTemy He TpebyeT nepesanycka cepBepa CUCTEMDI.

[+] Noppeprkka cuctembl «bacTMoH-2 — Web-3aaBKa» C ¢QyHKUMAMW MHOFOYPOBHEBOTO
YTBEPXKAEHUA NPOMNYCKOB.

[+] B ancTpmnbyTtns BKAOUYEHbI HOBbIE ApanBepsbl: «bacTMoH-2 — MypeHa», «bacTnoH-2 — po3ay,
«bacTnoH-2 — Tononb 3», «bacTMoH-2 — Forteza», «bactnoH-2 — CT», «bacTMOH-2 — UHTennexkT».

[*] NHcTannaTop cuctembl nonHocTbio nepenucad Ha WIX n Windows Installer. Cepsep Oracle
Tenepb Bcerga ycraHaBnAuBaeTcs oTaenbHo. Moaynb «APM YPB-Mpo» BKAoYeH B 06Lmi
anctpmnbyTtns AMK «bactnoH-2».

[*] 3ameHeHMA NMLEH3NOHHOM NOIUTUKMN.

[*] NcnpaBneHus ownbok.



[bacTnoH-2 — Buaeo] Bepcua 1.0.1.

[+] [AobasneHa BO3MOXHOCTb YCTAHOBKM MWHMMANILHOM 334€PXKKM  MEXAY Bbl30BaMMU
npeaycTaHOBOK A4 O4HOMN U TOM e Kamepbl.

[bacTnoH-2 - ELSYS] Bepcua 1.0.1.

[+] OpaiiBep NoNHOCTbLIO NepenncaH, BbINOIHEH MO HOBOM TEXHOIOTMN «BHELLHEro ApanBepar.
[+] NoapepkKa oxpaHHbIX PYHKUUIA U KOHTPONNEPOB.

[+] NoppepkKa mexaHNM3Ma rapaHTUPOBAHHOM AOCTABKM U3MEHEHUI B KOHTPOINEPDI.

[+] NoppepkKa rpynn ynpaBaeHUs OXpPaHoOW.

[bacTnoH-2 — C2000] Bepcuma 1.0.3.
[+] NoppepkKa rpynn ynpaBaeHUsa OXpPaHoOM.

[*] UcnpaBneHuma ownbOK.

[Btopo nponycKkos]

[+] Nopaep:kKka aBTOHYMepaL MM NPONYCKOB OTAENbHO AN KaXKAO0ro TUMa NPonyckKa.
[+] YNyyLeH KOHTEKCTHbIN MOMCK NO OpraHn3auMam 1 noapasgeneHuUam.

[+] TnobanbHbIM NOUCK NO rpynnam ynpasieHUs OXPaHOM.

[*] UcnpaBneHus ownbok.

[OTyeT Mpo]
[+] YckopeHa 3arpy3ka moayns.
[*] AKTyanuMsnpoBaHa JOKYMeHTaUms.

[*] NcnpaBneHus ownbok.

2.0.3-01.07.2013
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